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Executive Summary

This reportprovides a summary of trentrmoney laundering and combatting theafincing of terrorism
(AML/CFT) measures in place in the TurksdaCaicos IslandéTCl) as at the date of the ite visit held

from September 10- 215t 2018. It analyses the level of compliance with the FATF 40 Recommendations
and the level of effectaness off C | AM&/CFT system and provides recommendations on how the system

could be strengthened.

Key Findings

a)

b)

d)

The TCI has a fair understanding of itd Msks based on its NRA, which was a consultative
process that included the participation of releviarivate and public sector constituents. The
process allowed the country to identify areas where further actions were necessary to impro
AML/CFT framework, reduce vulnerability to ML/TF risks and allocate national resources
mitigate against thegesks. Still the NRA did nofully address the ML risks associated with legal
persons and arrangements, DNFBPs andéhEladingthe supervision of, angreventive measures
applied to these sectors. As an International Financial Centre (IFC) with praadictervice
offerings to foreign customers on a A@ceto-face basis, the TCI identifies and understands th
there is an exposure to ML risks but dit fully assess the impact of those risks.

The risk of TF is however not fully understood, as theRA did not include consideration of
relevant information, such as the cri®sder movement of cash and bearegotiable instruments
(BNIs) through Custms and the financial flows (including wire transfers) through the financi
sector.

Arising from risks identified in the NRA, competent authorities underwent considerabl
restructuring to their operations to better combat ML/TF risks. TCI also madeaghifhanges
to its AML/CFT framework that involved enacting and making key amendments to sevg
legislations related to AML/CFT and other predicate offences.

The TCI has demonstrated a willingness to implement risk mitigation measures to addre;
idertified ML risks through the creation of the National AML/CFT Strategy (the National Strate
or the Stategy) and the National AML/CFT Action Plan. The authorities have commenced w
pursuant to these national documents that included, among others, anendimnseveral key
AML/CFT laws, changes in the administrative and investigative frameworks of s&®As,lsuch
astheFinancial Intelligence Agency-(A), to improve their abilities to detect ML/TF matters; ang
implementation of several policies to priceé ML investigation, prosecution and conviction.
Efforts by the authorities are however not fullyiopitised based on the risks posing the mos
significant threatto the TCI.

Some sectors, specifically the banking sector has demonstrated thathtdeesme level of the
understanding of the ML/TF risks in the TCI. However, this knowledge andsiaddimg of risks
do not transcend across the entire financial sector. Further, some Fls seemingly have a |;
knowledge about their STRs reporting ightions and the level of STRs reported across th
financial sector is limited and not commensuratéhwhe risk, context and materiality of the
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f)

9)

h)

)

K)

financial sector, especially in light of the limited or alis=m some circumstances of risk
mitigation meastes.

The Financial Services CommissioR$Q is the oldest and most mature supervisory authority i
the TCI and its mandates include the AML/CFT supervision of all Fls. The FSC has demonst
that it is conducting its supervisory functions, including the conducting of both onsite sitk off
inspections despite its limited resources. However, due toettent conclusion of the NRA, the
FSC has not fully implemented a ribased supervisory program. Therefore, the-baged
supervision approach is in its infancy stage or is lackirspme instaces

The FSCregistration requirements and process forRN-BPs underts remit areinadequate to
prevent criminals and their associates fraontrolling, managing or influencin@®NFBPs.
Registration renewaksre not consistently complied with by BINFBPsor adequately enforced by
the FSC and no vetting, checks or other suitability requiremenia place for the sector
Understandingf ML/TF risks in the DNFBP and FI sectors by the FSC is based on findings in
NRA and perceived assumption of rigiccordingly, the sectshave not been subjected ridgkased
AML/CFT supervisionnor any sanctions for failure to comply with AML/CFT requirements.
Similar deficiencies exist for casisand the remainder of the gaming industry, the latteoofing
under AML/CFT regulations ithe monthsprior to the onsite visit

DNFBPshavelimited to no understanding of tlcarrentML/TF risks that are affectinthem and

do not adequately apply/utiligeML/CFT risk mitigating measuresSerious deficiencies exist in
the DNFBP sector regarding compliance widguirement$or Cusbmer Due Diligence (CDD),
Beneficial Ownership (BO), Enhanced Due Diligence (EDD) measures for Politically Expose
Persons (PEPs), sanction screeiiii@rgeted Financial Sanctions (TFS) fordré Proliferation
Financing PP, and the filing ofSuspiciousTransaction Reports/Suspicious Activity Reports
(STRS/SAR%

CSPsandProfessionalTrusteeqPTs)(which are classified as Fls in the T@hderestimated and
minimisedthe risk associated withelr sector, as they believed that they are not suscepiibihe t
level of ML risk as identified in the NRA. CSPs rely on CRIDne by intermediaries which
increases the risk that information may not be accurate

The Financial Intelligence AgenciI@) hasdirect and indirecaccess to a wide range of financial
andrelevant information held in various databases to conduct its functions and has demons
that it is accessing such informatiodowever other competent authorities, including thoseg
responsiké for ML investigations and other predicate offences haveamstrated that they make
use offinancial intelligence and financial information to some extent but need to use 9
information more consistently

Despiteaccessing and using financial and relevinformation to conduct its functions, including
operatimal analysis, the intelligence reports produced and disseminated by the FIA seeming
do notconsistentlysupport the operational needs of competent authorities due to the lack ¢
demonstrable oabmesfollowing the dissemination of its intelligence remoithis may be due

to lack of resources (including human and technical) available to the FIA to conduct it
operational analysjand weaknesses in competent authorities, includingayenforcement
a g e n cLi EeA3sdidility( to utilise and successfullyjgorporate financial intelligence in their
functionsto a greater degre&here also appesto be lack of understandimmay how b effectively
utiliset h e F 1 A dbg comppetent autbarities, primarily the FCdbe to lack of training in
the area of uretstanding and effectively using finandiatelligence

The Office of the Director of Public Prosecution (ODP#Ppuld be commeted for rendering
guidance to LEAs at the earliest stafdIL investigations andimplementinga policyto ensure
that parallefinancial investigationareconducted to identify possible ML offenc@se TCI has
recorded prosecutions and convictions fdr dffences, howevethe manner iswhich ML cases
are identified, investigated and prosecuted is not consistentheiftirisd ¢ t irisk prdfike and
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0)

p)

aq)

the findings of the NRAThis includes lack of identification, investigation and subsequent
prosecutiorduring the period under consideration for ML casésere proceeds were derived
from commission of a foreign predicate offepncemplex ML schemes and those involving legal
persons

The TCI through the ODPP has implemented a policy mandating the trasthglentification

of assets by thEinancial Crimes UnitRCU) in all cases the department received from LEAs for
the purpose foconfiscation. Nevertheless, this policy was implemented just prior to Hs@eon
visit and has not resulted in any successtiittomes. The TCI has a strong legal framework and
policy relative to confiscation and the authorities have demonstratechélyatite restraining,
confiscating and repatriating the proceeds of crime on the behalf of their foreign counterpar
especiallythrough civil recovery provisionalbeit to a limited extent. The same canmestated

for proceeds derived from the comméssiof domestic crimes. Overall, confiscation results in
the TCI are not consistent with the policies and procedures in placthearigdk and context of
thejurisdiction. Thislack of outcomemay be due tecompetent authoritieincluding the FCU,
Custons and Excise Department and the ODIR€k resources armmbnsistentraining in the area

of the tracing, identification and recovery of crimipabceeds including through civil recovery.
Therehas only beeoneinvestigation involving TF offences in theCT which did not result in
any prosecution and conviction as thedevice did not reveal the commission of TF or any other
predicate offence. The lack of investigations and prosecutions are commensurate with
findings of the NRA which found that TF isw. However, the NRA did not consider all factors
relative to TF andhe finding may not be accurate. Competent authorities, including LEAs, FIA
and reporting entitiedack the necessary training and expertise to identify and investigate
offences relatingo TF. Therefore, instances of potential &y not be properly idified in the

TCI.

There & a robust legal framework in place that calls for the implementation TFS for TF/P
without delay. However, the mode of communication used by the jurisdictidisgeminate
listings and orders to FIs and DNFBPs does not rasuyitampt transmission of designations,
freezing obligations and the relevant updates. While the Fls are generally aware of the sancti
lists and screen customers against those listieBPs had limited knowledge and some did
not screen customers agsi those lists. FIs and DNFBPs were not clear on the steps to be take
and measures to implement where there is a match against the UN Sanctions Lists. Based o
foregoing, the implenmgation of TFSTF/PF may not be implemented without delay in the. TCI
The NPO sector has been subjected to a-daskd review that the TCI indicated included an
assessment framework that, among other things, took into account the inherent risks elevarn
NPOspur suant to the FATFO®Gs Theesetw prévidad a foundattoa
for the country to begin understanding of any TF risk in the sector, but could however bene
from deeper analysis that adequately and clearly explore the sedo v ul ner abi | |
information from all relevant sourcesich as dialogue with the sector

Competent authorities have access to basic BO information that is available in a timely mann
There ardegal provisiors mandating that basic and BOfeanmation be kept and obtained and
most entities are adhering to Buequirement. Nevertheless, PTs, as a result of their long
standing nature of the client relationship, are not updating their basic and BO informatig
consistently and in a timelymanngrhi s | mpedes these entitie
BO informationareup-to-date and accurate

TCI provides mutual legal assistance (MLA) for matters including tax, extradition and othg
forms of international cooperation in a timely mannerLAvhas been effectively provided by
the jurisdiction to identify, r&train, confiscate and repatriate assets on behalf of foreign
jurisdictions and ign keeping with the risk and context of the jurisdiction. However, TCI has not
consistently sought inteational cooperation from foreign jurisdictions to assist with ML,

Mutual Evaluation Report of the Turks and Caicos Islands



b9

predicate offences and TF cases with transnational elements. The FIA andefR@dstrated
that they seek international assistance from their counterparts through forms of communicat
suchas Egmont Group Secure Web (ESW) on a case by case basis andshendduraged to
use these methods to a greater extent

Risks and General Situation

1. The TCI has undertakena National Risk Assessmen(NRA) that was completed and
adopted by the Government in August 2017. The NRA emmlucted using the World Bank
(WB) Tool and involved both private and public sector officials. As a result of the NRA, the TCI
was able tadentify some of the ML/TF risks, threats and vulnerabilitieshe jurisdiction The

TCI is largely vulnerable to ML based on igeographicalocation awnl due tothe jurisdiction

being an International Financial Centre (IFC). Criminal pros@esheratedrom offences such

as tax evasion, tax fraud amdire fraud committed abroad represent a major threat to the
jurisdictiono As d resulnrd ¢ i Tagkbgdaplyical tlogatian, drug trafficking
representene of the maimlomesticthrat t o t he juri sdictiornsks fina
of ML occurringin the TCl is greater from international sources rather than from domestic sources
due tothe nature of the jurisdiction.

2. The TCl is not located next to any conflict area anchishbeen the subject of aterrorist
activities. However, this does not mean that the jurisdictiowissusceptibléo TF. The NRA
considered thakF threat to bedw, but the assessment of the TF ms# not consider critical risk
factors such athe crossborder movement of cash through customs and through the financial
sector The TCI by virtue of bein@gnlIFC is exposed to some level of TF rikkbwever the exent

is unknown.

Overall Level of Compliance and Effectiveness

3. Since the last CFATF Mutu&valuation in 2008, the TCI has progressively advanced the

|l egislative framework to address gaps in the
pieces of legistion wereimplemented, most notably tigoceeds of Crime Ordinance (POCO),

which amended thd998 law Subsidiarylegislationwasintroduced in 2010 in the form of the
Anti-Money Launderin@nd Prevention of Terrorist Financing Regulations 2010 (AMItH,
Anti-Money Laundering and Prevention of Terrorist Financing Code 2011 (AML/PTF @nde)

the Prevention of Terrorism Ordinance (POTO) 20Mh Anti-Money Laundering Committee

(AMLC) was also established und@®COto coordinateML/TF risk assessments and national
AML/CFT policies. In the monthprecedinghe on-site visit the TCI made a significant number

of amendments to its AML/CFT lawsi@ othersubsidiarylegislation.

4. The legisléive measures implemented by tA€l have significantly enhanced its
technical compliance framework. TCI has been rated Compliath BecommendationsR(3, 4,
5,9, 11,12,18, 20, 21,2527,29, 30, 32and 39, Largely Complaint o® (R.2, 6, 7,24, 31,33,
35, 37and28) and Partially Compliant o6 (R.1, 8, 10,13, 14, 15, 16, 17, 19, 22, 23, 26, 28,
34, 36 and 40).

5. In terms of effectiveness, the jurisdiction has achieved a moderate |@aféafveness
for Immediate Outcomes (I0s) 1, 2,6610and 11 a low level of effectiveness for IOs 3, 4, 7, 8,
ando.

Mutual Evaluation Report of the Turks and Caicos Islands


https://tcifsc.tc/wp-content/uploads/2019/02/national-risk-assessment-report.pdf
https://cfatf-gafic.org/index.php/4th-round/fourth-4th-round-mutual-evaluations/tci-meval/consolidated-legislation/11213-consolidated-proceeds-of-crime-ordinance-amlr-aml-code-npo-reg/file
https://cfatf-gafic.org/index.php/4th-round/fourth-4th-round-mutual-evaluations/tci-meval/consolidated-legislation/11213-consolidated-proceeds-of-crime-ordinance-amlr-aml-code-npo-reg/file
https://cfatf-gafic.org/index.php/4th-round/fourth-4th-round-mutual-evaluations/tci-meval/consolidated-legislation/11213-consolidated-proceeds-of-crime-ordinance-amlr-aml-code-npo-reg/file
http://online.fliphtml5.com/fizd/mjul/

10b

Assessment of risk, coordination and policy setting (Chapter 2; 10.1, R.1, 23 & 34)

6. The NRA provided a fair understanding of the national ML/TF risks but there were
significantgaps since the findings wenet adequately informed by regulatory, supsswy and

law enforcement datand as a resylioes not iye acompletepicture of or address all the risks

in the country. Human trafficking, human smuggling, corruption, fraud and illegal immigration
were identified bysome competerauthorities aprimary domestic predicate crimes but were not
assessed irhé NRA. The impact of international predicate cinu® thedomestic system was

also not assessedlthough these crimes are considered to pose the greatest threat to the system
Appreciation of he extent of ML/TF risks associated with illicit crdssrde flows was limited

The low rating for TF was not based on consideration of all relevant information and data,
including outgoing cashfinancialflowsthrough the domestic system as a resuf@iff being an

I FC, and NPOs® vul ne rsagiesentddtby exampt companies e hot F i
understood to a satisfactory level, despite represetitagnajority of the companies formed in

TCI. The ML/TF risks to the FI and DNFBP sectors were matréned withanadequat@legree

of intensity, including datdinformation from regulatory, enforcement and supervisory sources.

7. TCI has developed Blational Strategythat contains several objectives aagbociated

actions to address the risks identified inthe NRAd i s a good indicator
commitment to address their riskncluded in the Strategy, for example, are plans to imgrov

data collection, regulatéhe gaming industry for AML/CFTpurposes, daend AML/CFT

supervision to DNFBPs, conduct effective AML/CFT supervision of FIs and NPOs, and improve
ML/TF investigations and prosecutiordevertheless, the Stratedpcks nationalpriorities to

address the key domestadinternational prdicate crimes identified by the authoriti€ome

competent authorities were alsot familiar with thecontents of thé&trategy and were unaware

of their specific responsibilities under the doant(such as the Gaming Inspectorate and the

Integrity Commssion (IC))

8. The extent t o wohjectivés artdativitiesare imformdd byi tree Stéategy
is not understood tan acceptabldegree asthe document was only approved and shared wi
competenauthorities a few months before thesitevisit. The work that hassommenced by the
authorities pursuant to the Strategyednot appear to be riskasedas matters deemed both high
and low risk for ML/TF were being pursued simultaneously.

9. The AMLC is the formal mechanism for coordinating riskessments and AML/CFT
policy. Coordination at the operational levsimostly done informally and is more evident among
LEAs. However, several key authorities, including members of the AMLC fendFiA, have
recentlyentered intca Memorandum of Understdings MOUSs) that allow them to cooperate
and share information on matters relating to the investigafiailo TF and other predicate
crimes.

10.  Despite the gaps in the NRA, broad agepayticipation and private sector inputs have
inspired collective thinkig about national ML/TF risks

Financial intelligence, ML investigations, prosecutions and confiscatio(Chapter 3; 10.6,
7,8 R.1,3,4,2932)

11.  The FlAis the main repository for fancial intelligence in the TCI arithsdemonstrated

that it has botldirect and indirecaccess téhe widest rangeformationthat isheld by different
agencies including the Royal Turks and Caicos Islands Police Force (RTCIPF) and the FSC, and
those ofthe reporting entities (Fls and DNFBPgost of the competent authadeis, primarily the

FCU which is the premier LEA responsible for the investigation of financial crimes and ML, have
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demonstrated that they are accessing and utilising financial intelége conduct their functions.
Although the effors of these competemtuthorities to access and utilise financial intelligence and
relevant information is notable and commendabley threnot being done consistently and in
keeping with the risk and cait of the jurisdiction

12. Therehave been some outcomes such as dbtpiof investigative orders, prosecutions,
convictions and confiscations from the access and use of financial intelligence by competent
authorities. The outcomes can be enhanced byncmnts training of LEAs regarding the effective

use of financial inteijence. The FIA disseminates the product of its analysis to competent
authorities, which has resulted in some tangible outcomes. The FIA can benefit from more human
resources to adequedy conduct its functions.

13. The FCUworks closely with the ODPP in engg that all the pertinent information and
evidence necessary for successful prosecution of ML is obtained. The ODPP is a proactive agency
and is engaged at the earliest stage of a Miestigation. Despite the risk and context of the
jurisdiction, the FCUs understaffed, underesourced and can benefit from continuous training
especially in relation to the identification and investigation of complex money laundering
schemes. The FCL istaffed byl Police Officers,2 of whom is a senior RTCIPF officet of

whom is responsible for administration and supervision of the unit. There have been minimal
prosecutions for ML offences, including complex ML cases and the prosecution resultd are
commensurate with the ML risk profile and the findings of the NIR#e sanctions contained in
POCO for ML offences are proportionate and dissua3ike.assessment team fouthdtthe
application of these sanctions by the judiciapsweffective, proprtionate and dissuasive they

are guided by the sentencing guidelsands required to take some mitigating factors such as
facts and circumstances of the case prior to sentencing

14.  The TCI has a robust legal framework that allows forcbrfiscation of the proceeds of
crime including civil recovery provisions. Thissapplemented by the policy that was created and
implemented by the ODRImandating thaparallel financial investigation be conducted which
identify assets for confiscatiohis policy was implemented just prior to the esite visit.
However, with no tariple result, it appears that confiscation has not been pursued as a policy
objective and is not consistent with the risk profile of the TWry little assets have been
redrained and confiscated in relation to domestic predicatesranihal proceedshat have been
moved to other countrieslowever, in comparison, the authorities have demonstrated to a greater
extent that they are restraining, confiscating and repatritttengroceeds of crimes when called
upon to do so by their foreign counterpaifise limited number of cases for which restraints and
confiscations have been pursued is not proportional to the number of convictions for acquisitive
predicate offences overe period and the risk profile of the TChe lack of recovery of criminal
proceed, including the seizure and forfeiture of cash and BNIs in the jurisdicsitergely due

to the lack of resources (human and technical) and training of the competemitiastwho are
engaged in the identification, tracing and recovery of crimiradqeds.

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R. 1, 4,58, 30 31 & 39)

15. TFwas assessed as loisk by the jurisdictiorin its NRA.However, theassessment failed

to consideseveral factors, includintpat the CustomBepartmenwas not collecting information

on outgoing cash andot referring declarations to the FIA. This translates to undetected cash
leaving the jurisdiction unknown to the aathies. There are challenges that exist within the
system that do not allow forélproper identification ansliccessful investigation . Some of

these challenges include lack of targeted training for officers of the FIA, FCU and QDR

area of F, lack of awareness and guidance to Fls and DNFBPs on TF and the sanctionssmeasure
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and no comprehensive strategy to deal with TF should it bdauring the period under review,
the TCI has undertaken 1 potential case of TF. However, this castosed as the evidence did
not reveal TF or any criminal activity.

16.  TCI hasa robustlegal system to implementFS for TF/PFwithout delay pursuant to

United Nations Security Council Resolutions (UNSCRs)1267 and 1373The FSC monitors
complianceand implenentation ofthe UNSCR<y Fls and DNFBPsAt the end of the osite

visit, no designabnsweremade by the jurisdiction and theneas no identification of terrorist
property in the jurisdiction based on checks conducted by Fls and DNFBPs on their database
Thesanctionlists and any updates relevant to sanctaom$ Qders are communicatdo Fls and
DNFBPs through t he FBJWeies heveésinesprompet tramamibsioa ohthe | s .
sanctiondists andtheir updatesy the FSC

17.  Routine screenig, using @arious screening toglare usedby FIsto screenheircustomers

against tle different sanctions lisiThe use of screening toplsoupled with CDD measures
employed by Flglecrease the risk of engaging in business with a terrorist, terrotist er

terrorist financier. The DNFBP sectordianited knowledge of the UNanctiorslists and Orders

and some businesses had no measures in place to screen customers while other inconsistently
screened customers. There is lack of clarity among FID&TEBPSs on the steps to be taken
should there be a match against the EiXctionslists and demonstrates the need for more
supervision, guidance and outreach by the FSC

18.  The vulnerability of NPOs to being misused for TF purposes was not considered by the
authorities during the conduct of the NRA. Nevertheless, in August 2018, just phierdasite

visit, the FSC conducted a delsaised review of the operations of NPOs. A total of 196 NPOs
operating in the jurisdiction was assessed with 4 consideitss ltggh risk on the basis that they

are engaged in the disbursement of funds outsidéhefjurisdiction. The assessment of
vulnerability was not detailed in depth and in scope based on the information provided to the
assessment team. Furthéere is naisk-based supervision of the NPO sector to ensure they are
not being misused for TF moses.

Preventive measures (Chapter 5; 10.4; Ri®23)

Fls

19. The FIs demonstrated a generally good knowledge of AML/CFT requiremeétitshe
bankingsector havingmplemented relativelpetter AML/CFTpolicies andprocedures. This was
especially evidentdr those banks that are a part ajraup structuresince theyare required to
implement grougpwide AML/CFT policiesand programme In particular, thee banks appear to
have implemented the requirecistomer due diligenceCDD) measures, recotkkeeping
requirements aneénhanced due diligence (EDBhere necessary. Tineon-going monitoring
mechanisms ensure that the relevant information for clismistained, maintained and updated
accordingly.

20. Those banks andls that are not part of a group structuse which do not have
international affiliateshave less stringent AML/CFT measures in place as their operations are
based mainly on longtanding cliat relationships. These institutions also demonstrated
insufficient understanding of the ML/TF risks reld to their business operations. There is a heavy

1 Subsequent to the onsite vigifficers from the FCU along with other competent authorities attended a CFT training
in Barbados in November 2018. This was followed by FCU authorities who attended this training sharing their
knowledge as a result ofightraining through a oreay work$op held locally in March 2019.
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reliance on introduced business, whith mainly informal relationshipswhich are not
supplementedybproperverification measures.

21. STRs/SARs reportingy all Fis is generally low despite thg@resencef risk mitigation
measures in some Fls. Although this sector has been provided with some guidance from the
supervisor, there is a need for maraning of the staff of Fls tddentify suspicious activity.
Adequate sanctions are necessary in instances \abgwities considered to be suspicious are
noted during onsite examinations of FIs and have not been reported by the Fls.

DNFBPs

22.  Lawyers have a bettappreciatiorand understandingf their ML/TF risksin comparison
to other DNFBPs. This gap is baséa part on the DNFBPs general view that there are limited
possibilities for the misuse of their products and services for ML/TF.

23.  Gapsin the understdimg of AML/CFT obligations and national, institutional and seadtor
ML/TF risks, significantly limit theapplication of effective riskased mitigating measures by
DNFBPs. Understanding of ML/TF risk is largely based on customer profiling (which is
commoty predicated on the fact that the relationships have beerstanging), rather than on
relevant risk fators (e.g. products/services, transaction, etnd,is not informed bgny ML/TF

risk assessmentsonducted by the FS@ the sectarAML/CFT obligations regardingolitically
exposed persond?EP3, targeted financial sanction§KS), beneficial owneaship (BO), and
screening measures are not understood at sufficiently granulas tewsisure compliance with
the AML/CFT rules.

24, While basic custoer identification andserification measures are carried out, full CDD
measures are not undertaken becafiske tendency afomeDNFBPsto rely mostly on long
standing client relationships to satisfy CDD requiremeifiisis weakens compliance with
AML/CFT obligations to identify and understand customer risks. The requirement to terminate a
client relationshigpased on an inability to perform CDD is understood by the DNAB&sever,
interviewed DNFBP representatives indicated that they have not file@BRg/SARson the

basis of aefusalto establish a business relationship. Compliance with this requirematsoi
compromised in cases where adequate CDD is not conducted, becauserefiaves on close
customer relationship

25.  There are instances BDD measures for PEPs dreingapplied by the sectpbut this is
only limited to source of fund informatioand management approvahe sector undemsnding
of PEPRs islimited todomestic politicians and their familiesgap that would precludgplication
of EDD measures to the other PEP categories.

26.  There are low STRSARfilings among DNFBP# light of the &sence of risk mitigation
measures. The assessment tedtnbutes such low filingsto several factors: lack of precise
understanding of wat constitutes a suspicious activity, general insensitivity to STR filings, lack
of AML/CFT oversight and training itheidentification of such activities

Supervision (Chapter 6; 10.3; R14, R26i 28, 34, 35)

Fls

27.  The FSds the competent authority thatresponsible for the supervision of FIs. The FSC
has implemented licensing and registration requirements whiahly imposed should prevent
criminals and their associatdsom holding (or being the beneficial owner of) a significant or
controlling irterest, or holding management function, in. Alse AML/CFT supervisory regime
of FIs can be enhanced as the FSC dmsducted very limitedn-site examinations. Better
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coordination of these examinatioaad the implementation of a ridlasedsupervisionshould
improve the assessment of risks in the various sectors.

28. The NRA revealed that the FSC has assessed the Mi ofskls mostly based on the
inherent risks associated with the sectors as there was no consistent supervisory activity of the
sectors. Thdimited follow-up activity also did not provide any additional assessment of the
ML/TF risks. AlthoughtheFSC can pply sanctiondor failure to implement AML/CFT measures,

the application of such sanctions has been limitéeére isinconsistentongoingmonitoring of
remedial actions to be implementeylFls.

29.  Proactive outreach to the regulated businesses has iedre#@h the joint coordination
between the FSC and the FIA of meetings and workshops. This is expected to contsheulhd
creategreater awareness of AML/CFT obligations to Fls.

DNFBPs

30. The FSC and the Gamiigspectorate have been designated agihie/CFT superviscs

for DNFBPswith the latter having oversight for the gaming industry anddimaerhaving remit

over he remaining DNFBP sectorBhe fundamentals of an AML/CFT supervisory system are in

place in the TCI, howevgthey are not being apptieeffectively to the DNFBP sectasnone are

adequately supervised oronitored for AML/CFT purposedhe authoritiehhave commenced

preliminary processes to bring DNFBPs under AML/CFT supervision but have not made any
significant headways in this respethe supervisors have begun conducting outreach/awareness
activities to enhance t hFerisksand AML/CRIDbligatodsebuts t a n d |
more frequented and targeted training is needed to bring the sector to better levels of AML/CFT
comgiance.

31.  While the licensing regime for casinos is fairly robusis is less the case for the
remainder of the gaminipndustry. The FSC6 s and ¢enewdbroeessifoo the other
DNFBPsis reitherconsistently complied witmor isit adequately swgyvised for compliance.
Registration by the FSC aldoesnot include adequate vetting measures to prevent crimioats fr
operating in the sectogource of funds§OR andsource of wealth§OW) information are not
required for entrance into sectors, sashmicrefinance and car dealers, both of which, based on
the nature of their businesses, require significant capjtitions for starup and operations.

32 Supervisorso6 understanding of ML/ TF risks
generally peceived risk associated with the sector, rather fran specific ML/TF secta and
thematic studies

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

33.  TCI has implemented mechanisms to ensure that basidOinformation on the types

and forms of legal persons is publicly available. Registers on companies and limited partnerships
(LLPs) are maintained by the FSC. Through the NRE&I has beemable to get an understanding

on how legal persons and arrangementslmamisusetbr ML and TF and has implemented some
measures to mitigate such ristkowever, there is a need fimore supervision by the FSC of CSPs

and RofessionalTrustes (PTs)as there is a lack of awareness by these segasdingtheir

ML/TF risks. Additionally, more suervision is needed to ensure that CDD requirements are
complied with since the esitevisit revealed that there is heavy reliance on intermediaries.

34. Based on discussions with the private sector, so®ies andPTshave downplayedhe
risk associated withheir sectors. There is heavy reliance by Professional Trustees on personal
relationships with clients and not on CDD requirements. Additionally, some CSPsnr&0
information obtained by intermediaries. This makes legal arraggisrmore susceptible being
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misused. Further, these practices increase the risk of the information held by CSPs and
Professional Trustees from being adequate, accurate and eundesnailable to be provided in a
timely manner Competent authorities tia timely access to basidBO information whether

kept by the FSC or registered agent.

International cooperation (Chapter 8; 10.2; R.36 40)

35. TCl is able to share information both domesticgliynong local competent authorifjes

and internationally with @untries(formally throudh MLA and extradition and informally with
foreign counterparjsHowever, more needs to be done to properly investigate and prosecute ML
commensurate with the risks to the jurisdiction as well as TF offé¢haesay have transnatial
elements

36. The TCI povides a wide range &fILA to various countries including the exchange of

tax information andBO information.The assistance provided by the jurisdiction is constructive

and generally provided in a timely manner. Constructive assistance is also pspeidizsheously
andupon request through other means by the competent authorities and there are several MOUs
with foreign counterparts.

37.  On the other hand, the jurisdiction does not consistently use MLA or extradition as a
means of seeking internationalogeeration. Based on the context of the jurisdiction bamtfFC
the low number of requests by th€l is notcommensurate tits risk profile.

Priority Actions

38.  The prioritised recommended actions for the TCI, based on these findings, are:

a)

b)

d)

TCI shouldtakesteps to have a fuller understanding of the ML risks associated with legal pg
and all categories of DNABs and Fls. The country should also conduct risk assessments to ¢
a deeper understanding of the risk of TF, taking into considerationtmpodsr movement of cas
including wire transfers and the movement and cash and BNI through customs. Theerss
should include deeper evalwuation of the ]
The FSC should ensure that the CSP, legal, real eatateyust sectors are complying with th
obligations to identify their highisk customers. The FSC shouldsal ensure that these sect
undertake a review of these business relationships to determine compliance with curre
requirements, with a péeular focus on the origin of funds, beneficial ownership and PEP stat
The FSC should develop and implemantappropriate AML/CFT riskased supervisory regin
for FIs and DNFBPs including an offsite and-site examination cycles based on the finding
risks. The FSC should ensure that it enforces the ladder of sanctions for failure to comg
AML/CFT requirements and that all sanctions applied are effective, proportionate and disg
The FSC should be provided with the necessary resoueegled to conduct its functians

The FSC should condutargetedoutreachand training to FIs and DNFBPs on @amgoing basiso
improve awareness their AML/CFT obligations(includingSTR/SAR identification and filingas
well asensuring that these decs understandheir ML/TF risks and aré@mplemening risk- based
preventive measure€ompliance failures DD, BO and PEPszquirementshould be a priority
of the FSCO6s training and guidance to FI g
The FSC should enhance its due diligepoecedures for DNFBRgarticularly the legal and re
estate sectorsyhich should include robust suitability and vetting checks, including financia
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criminal background assessmer@@ndominium developers and their employees, auctioneer
other pofessionals that provide real estate services without being registedsd s should be
brought within the scope of national AML/CFT requirements

f) TCI should ensure that exempt€®D measures are justified by a proven finding of ML/TF ri
and are notwuthorsed for high risk regulated persons aondstomers in the PORGsd captive
insurance sector until ML/TF risks within these sectors are properly identified, assess
mitigated.

g) DNFBPs should be specifically required to conduct ML/TF risk assa#s at the institutional leve
which should include considerationaif relevant risk factors (e.g. customer information, transag
types, delivery channels, geography and product and services) within a reasonalRzidinte.
focus should be on threal estate and legal sectors.

h) The FSC should provide awareness anidance to Fls and DNFBPs on TFS and the steps 1
taken once a customer is identified as a listed person or entity.

i) There should be outreach and guidance to the NPO sector on lyogathke misused for TF

J) The FIA should be provided with the requis#sources, including human resources@nttinuous,
training (mainlyin the areas obperational and strategic analyses) to effectively conduq
functions. Further, the FIA should dertake a review of the manner in which it conductg
operational arlgses.In addition outside of feedback received from competent authorities, the
should identify other mechanisms, including hosting training and guidance workshop
competent athorities to sensitisethermd he | mpor t anc e oefproduttsto tiel
operations. The aim of these review and outreach by the FIA should be to ensure the
disseminated meets the operational needs of competent authorities.

k) Compeéent authorities, primarily LEAs and prosecutors who areldéingest users of financig
intelligence should be provided with the requisite training on the effective use and importal
financial intelligence to their functions. Such training shouldudel the proper conversion
financial intelligence and relant information into evideng¢avhich would essentially lead to mo
demonstrable outcomes such as prosecutions, convictions and confiscation.

I) LEASs should review the manner in which they idenéifd investigate ML and should seek tosdq
consisterly with the ML risk profile of the country and the findings of the NRA. Greater focus
to be giverto complex ML cases, cases involving legal persons and those that may involve
predicate dences. FurthefTCl should provide the relevant LEAs, espdlyi the FCU and the 1C
with the necessary resources (including human) and training to effectively conduct their fun

m) The FIA and the FSC should continue its outreach and training efifoRks and DNFBPs in &
effort to have better quality repory of STRESARS Further, detaddfeedback should be provide
to the reporting entities by the FIA on the quality of the STRs/SARs subpzittddvhere possibl
deficiencies identifiedrecommedationsprovidedon how to improve the qualitgnd possily the
quantity of reports.

n) Competent authorities responsible for recovery of criminal proceeds, including civil req
provisions should ensure that same is being done in a manner that isteahgiith national policie
and priorities, including the ridings of the NRA and the policy document implemented by
ODPP. In an effort ensure that the foregoing objectives are achieved shBd demonstrate th
they are aggressively identifyingacing assets particularly those that represents the poés
foreign predicates such as fraud, tax evasion and drug trafficking and properties of equivale
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p)

Q)

and where identifiedcompetent authorities should be applying for restraint and frgexiders.
Further, LEAs, ODPP, AGC and the Judiciary shdaddbrovided with continuous training relati
to confiscation and other provisional measures.

Fls and DNFBPs should be provided with the necessary training and outreach to identify tran
that may have a nexus to TF taking intmsideration, the amount of crdssrder transactionshe
context of the jurisdiction and funds that flows through the financial system. The authorities
also provide training to LEAs and prosecutors relathe identification and prosecution of1
offences.
Taking into consideration the risk and context of the jurisdiction and the findings as detaile
NRA (proceeds from foreign predicatd#fences) the TCIl authorities should make more use
internatbnal cooperation including the use of Mto seek assistance from the foreign counterp
to effectively investigate ML, associated predicate offences and TF, and to identify, trace and
the proceeds of criminal conduct that may have been remowedifie jurisdictionAdditionally,
MLA should also be used to recover the proceeds of crime committed in the TCI that may n
been generated in the TCI.

Competent authorities shouleaisare tlat basicand BOinformation are accurateand up to date
Further, competent authorities should emsthatCSPs andPTsare provided with more sensitisati
on theML/TF risksinvolved in the use of intermediaries and the reliancthiod parties.

Effectiveness & Technical Compliance Ratings

EffectivenessRatings
10.1 10.2 10.3 10.4 10.5 10.6 10.7 10.8 10.9 10.10 10.11
ME ME LE LE ME ME LE LE LE ME ME
Technical Compliance Ratings®
R.1 R.2 R.3 R.4 R.5 R.6 R.7 R.8 R.9 R.10
PC LC C C C LC LC PC C PC
R.11 R.12 R.13 R.14 R.15 R.16 R.17 R.18 R.19 R.20
C c PC PC PC PC PC c PC c
R.21 R.22 R.23 R.24 R.25 R.26 R.27 R.28 R.29 R.30
C PC PC LC C PC c PC C c
R.31 R.32 R.33 R.34 R.35 R.36 R.37 R.38 R.39 R.40
LC C LC PC LC PC LC LC C PC

2 Effectiveness ratings can be either a HigtE, Substantial SE, Moderate ME, or Low i LE, level of
effectiveness.

8 Technical compliance ratings can be eithe€ & compliant, LCi largely comfiant, PCi partially
complant orNC i non compliant
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MUTUAL EVALUATI ON REPORT

Preface

39.  This report summarises thaVA/CFT measures iplace as at the date of the-site visit.

It analyses the level of compliance with the FATF 40 Recommendations and the level of
effectiveness of the Turks and Cai caneneyl sl and:
laundering/counter-terrorist financing (AML/CFT) system and recommends how the system could

be strengthened.

40.  This evaluation was based on @12 FATF Recommendations and was prepared using
the 2013 Methodology. The evaluation was based on information providiw lwpuntry, and
information obtained by the evaluation team during itsibva visit to the country from September
10" - 218 2018.

41.  The evaluation was conducted by an assessment team consisting of:

1 JoannBondAt t or ney Gener al 6s flehgabAffidreGuganaflegal Mi ni s
expert)

1 Annette BeaumonBank of Jamaicalamaica (financial expert)

1 Kerstin Petty Financial Services Regulatory Commissi@t, Kitts and Nevigfinancial
expert)

1 Avinash Singh Trinidad and Tobago Polic&ervice, Trinidad and Tobag@aw
enforcement expert)

1 Carlos Acosta, Deputy Executive Director, CFATF Secretariat (Mission Leader)
1 Pedro Harry, Law Enforcement Advisor (Qdission Leader)
1 Joanne HamidFinancial Advisor (Advisory Support)

42.  The report was reviewed hjoris RozemeijerPu b | i ¢ Pr os eéncCurécaor 6 s Of
Chantal Goupil Financial Transactionand Reports Analysis Centre of Cang&iNTRAC),
Canada and the FATF Secretariat.

43.  TCI previously underwent a CFATF Mutual Evaluation in 2008, conducted according to
the 2004 FATF Methodology. TH908 evaluatiomnd 13 FollowUp Report{FURSs)have been
published and are available at tBEATF website

44. That Mutual Evaluation concluded that the country was compliant with 6
Recommendations; largely compliant with 2; partially compliant with 20; andompliant with

12. TCl was rated compliant or largely nopliant with 4 of the 16 Core and Key
Recommendations.

45. Inits 13" FUR, TCI successfully exited th&“ Roundfollow-up process at the June 2016
CFATF Plenary based on the progress made on Core and Key Recommendations that were rated
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PC/NC (R.1, 5, 10, 13, 23, 26, 35, 36, 40 and SR.|, I, IV) evel that is comparable to at least
an LC.
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1. ML/ TF RI SKS AND CONTEXT

46. The TCIl isl of 6 British Oversas Territoies (BOT) in the Caribbeasomprisingof the

larger Caicos Islands and smaller Turks Islantich liein the North Atlantic Ocearoutheast

of The Bahamas and north of Haiti, the Dominican Republic and the Antilles archipelago islands.
The TCI consiss of over 40 different islands6 inhabited islands an@ privately developed
islands namely Parrot Cay and Pine Cay. Several othiergbe islands arin the process of being
develomdincluding Ambergris Cay and West Caicos.

47. T C#$ dapital isCockburn TownAt the last census, in 2012 the population was 31,458.

TCI has excellent air services from the United States of America (US#gpda, Europe and the
Caribbean, as well as reliable domestic services throughout the island chain. Provigetheale

centre of the tourism and financial services sectors, is the most densely populated island. Tourism

and offshore financial servicesdrehe mai n contri butorBCltnhia,mt he co
trading partners are the United Kingdom (UK), theA and Canada. The official currency is the

United States of America dollar (USD). There is no Central Bank.

48.  The TCI does not impose direct taxes is financed by a consumptitiased tax system,
predominantly customs das, which is supplemented by taxasd government fees such as stamp
duties, passenger fees, accommodation tax and work permit fees. The total nominal gross domestic
product (GDP for the TCI in 2013 was USD 987 million, with per capita GDP at USD 27,850.

49. The 2 major economic drivers ateurism and financial services whichontribute
approximately 36%and 8% of GDP respectively, arederived predominantly from North
Americd.

50. As aBOT, the government of theCll cannot sign or ratify international conventions. The
UK is responsible for imrnational affairs and must arrange for the ratification of any convention
to be extended to theCT.

51. The governance of the TCI consists of a parliamentary representative democratic
dependency, whereby the Premier is the Head of Government, togethemwitir@arty system.

The TCI Constitution Order 2011 provides for an elected government comprisinginiséeial
Cabinet and an elected House of Assenibhere are 3 branches of government: (i) the Executive,
(i) the Legislature and (iii) the JudiciarLegislative power is vested in both the Executive
Council and the House of Assemblyhe Judiciary isndependent of the Executive and the
Legislature.

ML/TF Risks and Scoping of Higher Risk Issues

1.1.1.0verview of ML/TF Risks

52. The NRA was considered as alfsassessment by the TCI authoritid$e process
involved workshops and assessment sessiongeytiesentatives from competent authoritids,

4The TCI National ML/TF Risk Assessment, August 20dage 42
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andDNFBPs. Additionally, the full NRA report was shared with both private sector and public
sector stakehoklts.Chapter 2- 0.1 provides more details relative to the findings of the NRA.

53. As an InternationaFinancial Centre (IFC), the TCI is vulnerable to financial flows
associated with foreign threats, including tax evasion and %ratlte susceptibility of He
jurisdiction to being used for ML/TF encompass factors which include its status as an IFC, the
USD being the official currency, no income tax or capital gains tax and theehtjheal estate
market.

1.1.2.C 0 u n tRisk/AG@sessment Scoping of Higher Risk ssues

54.  In August 2017the TCI canpleted its NRAusing the Work Bank risk assessment tdtol
concluded that the risk of ML occurring within the TCI is medaigh, while the risk of TF
occurring within the TCl is rated as low.

Table 1.1.Classification of Risk - FIs and DNFBPs based on the NRA

Classification of Risk Sectors
Medium-High Banking

CSPs

Independent legal professionals

Trust company business sector

Gaming Sector

Real Estate sector

Accountants

High Value Dealers, such as persons deafirguto sales, jeweller

Micro Lenders

Investment Companies

Money Service Business

International Insurance sector

Domestic Insurance sector

Medium

Medium-Low
Low

=A|=A|=2=a =4 =4 =8 A a8 -8 -8

55.  The assessment team, in identifying priority issuegewed materials submitted by the

TCI onits ML/TF risks including the NRA findings and information from reliable thpdrty
sources (e.g. reports and publications from creditable international organisations). The following
issues, considered as thieand vulnerabilities, werdeemedas posig a higher ML/TF risk to

the TCI.

Foreign Threats

a. Fraud: The NRA identified fraud as one of the foreign predicate offences from which illicit funds
are derivedandutilised toacquireproperty in the TCIAlso,the countrg s f i nanci al
bordersare used as condis to move cash to other jurisdictions. The TCI authorities have
processed sever®MLA requestsfrom foreign counterparts that identified significant amount of
funds coming from North America involving various types of frandluding wie fraud, health
care fraud, and tax frafid

5The TCI National ML/TF Risk Assessment, August 2017, p.9.
6 The TCI National ML/TF Risk Assessment, August 2017, p.9.
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b. Tax Evasion: The NRA identified tax evasion as one of the soudfgsroceeds of criméhat
flows throughthe jurisdictior. TCI has been listeds atax havef in the past and ihas been
guot ed t hrast legiSlafidn Gakbows &fdr asset protection insulating assets from civil
adjudication by °fTustsehavge beengused d¢or nmask ebentfisidries and the
sources of their illicit gains, enabling themevadeheir domestic tax reporting requirents; as
a result, focus was placed in this area.

c. Drug trafficking: The T CI1 0 & clds®pmoaimity o iHaiti andhe Bahamas makes it an
ideal transshipment point for narcotics including cocaine. Further, direct flights between the TCI
andThe Bahanas, coupled with direct flights between Haiti and the Ti@¢resuledin Bahamian
smuwglers travelling to Haiti via TCI with large amount of cash for their smuggling venture
Moreover, reports from Bahamian law enforcement authorities suggest thiekéraffrom South
America and Venezuela utilised remote airfields to airdrop cocathe fBCl andrhe Bahamas.

For the period 2022017, TCI law enforcement officials recorded an increase of 21 cases for drug
offencesfrom the previous yeafFurther, here was a 28% increase in the detection rate for drug
case$.

Domestic Threats

a. Corruption: Nine Q) persons have been arrestettargedand prosecutetbr a total of 24ML
offences which are currently before the Couftdditional incidents of corruptiorinvolving the
arrest and conviction of law enforcement and public officials have lmsa reported in the
jurisdiction.

b. Other Predicate Offences During the period 2016 to 2017 crime declined by 14% when

compared to the previous year,adotal of 2626 crimeswhich included703 burglaries and 45
cases of aggravated burglaties

Vulnerabilities

a. Misuse of legal persons and legal arrangement$herehave beeroncerns about the capacity
of regulatoryauthorities to superviséls and DNFBPs for complianceittv their AML/CFT
obligations This is significant for theevaluation of the CSPs since they provide a critical
gatekeeper role in the formation of companies aradthe largest single sector by number of
licensees, with some 37 licenses issued. The melighrisk rating of the sect@cknowledgd
the low levelsof AML/CFT compliance, particularly the gaps in the monitoring of client activities
and CDD. The inherent attractiveness of the sector to disguise owneitshigppeal to

7 The TCI National ML/TF Risk Assessment, Aigj 2017, p.9.

8 Seelisting of tax havens by the EU. Retrieved fromhttp://www.europarl.europa.eu/cmsdata/147412/7%20
%2001%20EPR®Briefing-621872Listing-tax-havenshy-the EU-FINAL.PDF

9 Bureau of International Narcotics and Law Enforcement Affairs. Retrieved from:
https://www.state.qgoylinl/rls/nrcrpt/2014/supplemental/228031.htm

10 SeeThe United States Department of State: International Narcotics Control Strategy Report Volch 2BtEF,
p.100101.

11 SeeRoyal Turks and Caicos Island Police: Retrieved frdip://www.tcipolice.tc/2016201&rime-statsreleased/

12 SeeTurks and Caicos Island Police: Retrieved fratp://www.tcipolice.tc/tomikeglinton-pleadguilty-to-two-
countsof-actsof-corruption/ Smith, Lewisi Independent Newspapebecember 201-2Michael Misck: Turks and
Caicos premier ‘'who left office with USD 180m fortune' arrested Retrieved from:
https://www.independent.co.uk/news/world/americas/michasick-turks-andcaicospremierwho-left-office-with-
180mfortunearrestee8393734.html

3 Royal Turks and Caicos Islands Polibép://www.tcipolice.tc/2016201¢rime statsreleased/
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A

international customeendthel Cl1 6 s s tIFL thakes thgussdigionespe@lly vulnerable

to the potential misuse of legal persons and arrangements by PEPs and criminals. Bmaghasis
placed on the supervision of the sector as well as on its implementation of AML/CGiSTines
generally and specifically in relation to requirensefor beneficial owners antreatment of
PEPS*.

b. International Insurance Sector. This was assessed in the NRAmasdiumlow risk. The TCI
has developed a niche market for the incorporation anaciieg ofProducerOwnedReinsurance
Companies (PORCs), which are beneficially owned by the producers of the business that is
reinsuredAs at May 3%, 2017 the FSCwasresponsik# for thesupervision of 6,856 PORCs.
The licensing of these entitidsas been increasing at the rate of approximately 700 per &num
Focuswasplaced on the steps taken by the FSC to mitigate the risks of PORCs beingrused f
ML/TF and being otherwise abused by criminals when forming companidkdit purposes.

c. Offshore and Domestic Banking sectorThe assessment of meditmgh risk in the banking
sector was based upon the significant scale of activity through the baskator in the
jurisdiction, which includes exposure to mmsident acount holders, with nofiaceto-face
activity. Attentionwasplaced on both the offshore and domestic seckmsus was also placed
onwhether BO information is obtainegkcorded and maintained by FFailed institutions in the
past exhibited issues withel o c a | management 86s capaciterg t o
were alsochallenges for the FSC to address problems promptigre are imilar types of
concernsabou FIs which aréheadquartered in the Caribbeahile othershave complexnon
transpaent ownership structures (including parallel banks) that challenge consolidated
supervisiof®. Consequently, focus as placed on both the supervision of the offshore and
domestic banking sectors and the implementation of preventive measures within ¢ing, sect
especially regarding requirements to maing@information.

d. DNFBPs The | egal profession is acknowledged t
AML/CFT regime beause of the sect@r integral role in property transactions. Notably, almost
50% of law firms are linked by commonality of shareholders/directors and business premises with
CSPs licensed to conduct company formation activitiescdhlescence between te@business
activities has created the potential for the legal profession to bedabysgiminals using legal
services for the acquisition of assets of value (real estate), and for criminals to engage in company
formation to obscure ownership. Consedlyenfocus was placed on preventive measures
established by legal professiondlse eal estate sector and by Fls (including CS#sch are
treated as Fls in T¢Cto mitigate the risks involved in dealing with legal professionals and the real
estate seot, as well as on the levels of supervision of this sector.

56.  The following was identiéd as an area of lesser focus based on the information contained
in the NRA and the absence of any publicly available data:

a. Terrorist financing or terrorist acts: Thereare no known ties t®F or support for terrorism in
the TCI and the threat dfF or other involvement with terrorism internally or externally to the
TCl is considered loW. The NRA state@mong other thingthat there were n8ARssubmitted
to theFIA, na any prosecutions relating to suspected TF. The FSC is the designated supervisor
of the NPO sector and in a review of 181 registered NPOs, only avéeevcategorised dsgh-

14The TCI National ML/TF Risk Assessmertugust 2017, p.89.
15The TCI National ML/TF Risk Assessment, August 2017, p.86.

16 IMF Report of the Financial System Stability Assessment for Turks ans<Hilands, 2015, pagel7. Retrieved
from: https://www.imf.org/~/media/Websites/IMF/importéall -text-pdf/external/pubs/ft/scr/2015/ &282.ashx

17 Response provided by TCI authorities in Eféectiveness submission, p. 6
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risk categorydue tooverseas remittances from and to countries fagighbourig countries)
related to known terrorist activity

Materiality

57. The TCI is anlFC with no capital and income gain taxes. The TCI has large banking,
insurance, and asset management sectors with (mostly offshore) assetsA028IBilion (666%

the size of the 2017 GDP). The financial services sector is the second major contributor to the
comtryds GDP (reported as 9.9% for 2017) and
assets size. As at JuB@", 2018, theb bankswhich hold both national and overseas licences had

a combined asset base of USD 2hillion, with 90% of these assdteld byl British-Belizean

bank and3 Canadian banks. The banking sector is compris&dtommercial banks.

58. Like the banking sectomhe securities and the trust sectors have sizeable aguassets
under management. A DecembeB1®, 2017, the seurities seair hadUSD 884 million assets
under management and administration with more than half of those funds iraesitiedstered
by 1 fund manager. & atJune 3%, 2018, he trust sector, comprising mostigmall boutique
firmsd t hat p rl ustisetviceslype UEP 848.1 million of assets under management,
77% of which is held by trust companies. The trust sector gsovides prepaid credit card
services, mortgage funding and investment as ancillary services to their licenses.

59. TheCSPsector, which provides company formation sersjds the largest single sector

by number of licenses, witB76 licenses issued. As a&flarch 31%, 2018, there were 18589
companies incorporated or registered in TCl. Approximately 10(65%) of those compaies

are exempt companies, which aneorporated by CSPs awld not conductbusiness inthe TCI.
These include Producer Owned Reirssice Companies (PORCSs), captive insurance companies
and companies which include asset holding vehicles for both cogrmatnd individuals.

60. The International Insurance Sector in the TCI consists of 2 categories of companies
captive insurance compasiand PORCs and was assessed in the NRA as mémliunsk. As

at June30", 2018, there were 69 licensed captive insurandbe TCI of which 61 are general
insurers and 8 offer long term insurance. The TCI has developed a niche market for the
incorporaion and licensing of PORCs, which are small reinsurance companies that are
beneficially owned by the producers/owners @f usiness/risk that is reinsured. As at Rfe

2018, the FSC was responsible for the licensing and supervision of 7,504 R&#Cs
Vulnerabilities b. abovePORCs are general insurance businesses, which are not covered under
the FATF Standards, Howex, TCIl has classified PORCs as financial institutions and have
brought them under the countr y toproadtively/mé@nBgée r e g u |
any potential risk. As financial institutions, PORCs are required to meet all relevant requirements
of the Insurance Ordinance, the Companies Ordinance (including beneficial ownership
requirements) and the Financial Services Comuomns$rdinance. PORCs are subjected to a
licensing regime by the FSC that includes the submission of information on
shareholdrs/directors, AML/CFT management strategy, copies of the reinsurance agreement and
custodial/trust agreement. Also, annual finah@aorts and annual compliance statements are
required. PORCs are also required to operate under an AML/CFT risk managéanésirategy
approved by the FSC. Some focus was placed on the steps taken by the FSC to mitigate the risk
of PORCs being used f&dL/TF and being otherwise abused by criminals when forming these
companies, however the FSC has not fully assessedkhassociated with the captive insurance
companies and PORCs but indicated plans to do so.

18The TCI National ML/TF Risk Assessment, August 2017, p.11.

Mutual Evaluation Report of the Turks and Caicos Islands



b 25

Structural Elements

61. There are structurallements in place for an effective AML/CFT system. The TCI is
politically stable and has demonstrated a Heglel commitmenin addressing ML/TF issues. The

rule of law is effective, and the Judiciary is capable and independent. The AML/CFT supervisory
regme is in need of further enhancement to ensure that Fls and DNFBPs implement robust risk
based mitigating measures to effeely address ML/TF risks.

Background and Other Contextual Factors

62. In2017,the TClwas severely affected by both HurricanesamdaMaria, and the country
has been recovering from the consequences of both natural disasters.

1.1.3.AML/CFT strategy

63. The AntiMoney Laundering Committee (AMLC) established by POCO, is chaired by the
Honourable Attorney General (AG). It is the AML/CBolicy making body that spearheaded the
conduct of the NRA angreparedhe NationalStrategyand the National AML/CFT Action Plan

(the National Action Plan). The National Strategy, approved by the Cabinet onfV2g18 and
published on July 1§ 2018via press release, details 10 strategic objectives which aims to

i mprove the c¢ount The&satedyblope@tioiadidshyoagh thenNational
Action Plan, which was shared with the respective government authorities in March 2018 by the
AMLC.

1.1.4.Legal & institutional framework
64. The main | aws r el e@P&nystentadhe lOwiigs AML/ CF T/

1 Proceeds of Crime OrdinanceCap.03.15 (POCO):establishedML/TF as criminal
offences andestablishea legal framework for confiscatiaand other provisinal measures

1 Anti-Money Laundering and Prevention of Terrorist Financing Regulations 2010
(AMLR) : provides the legal basis fonfincial sector and DNFBPs regulation and supervision. It
also sets out the basic AML/CFT obligations for FIs and DNFBPs.

1 Anti-Money Laundering and Prevention of Terrorist Financing Code 2011
(AML/PTF Code): outlines in greater detail the obligations afidncial businessg$Is and
DNFBPs)and provides guidance to achieve compliance with these obligations;

1 The Prevention of Terorism Ordinance, Cap 3.21 (POTO): provides for the
implementation of the United Nations International Convention for the Suppmmes$ithe
Financing of Terrorism, creates terrorism and TF offences and provides and provides appropriate
measures to deal thithose offences.

1 Companies Ordinance 2017 (CO 2017pRart IX makes provision for beneficial owners
of companies and provides fitre establishment of beneficial owners{i®) registers;

1 Financial Intelligence Agency Ordinance Cap. 3.20 (FIAO)establislkes the FIA as an
independent agency to receive reports of suspicious transactions from FIs and other persons; to
gather, store, ahge and disseminate information to law enforcement authorities and relevant
bodies; and
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1 Financial Services Commission Ordiance Cap.16.01 (FSCOprovides powerto the
financial sector regulator to penalisks for breaches of the regulatory ordinaraedAML/CFT
legislation.

65. Section 115 of the POC@stablishedthe AMLC!® which comprises the following
competenauthorities:

1 The Attorney Gener aThé AG iCdpmoimbedey the QoVRIGAE N :
accordance wits.9]) of the Constitution, 2015.410f the Constitution states that tA& &hall

be the Legal Adviser tthe Government and the House of Asserabljnie AG leads ational
coordination efforts for MLTF/PF preventionand is also responsible for the processing and
handling of Mutual Legal Asstance (MLA) matters and applicab®nventions. External
requests athorders are also processed by the@\Ghe AG is also the civil recovery authority.

1 Financial Services Commission (FSC)who is the supervisory authority for regulated
Fls and most DFBPsand itsmandate is to monitor compliance by licensees with &I/ T
laws, codes and guidancdehe FSC is also the designasegbervisorfor the NPO sector.

1 Financial Intelligence Agency (FIA):whichplays a central role in the AML/CFT regime
and seves as thenational centralisedigency that is responsible for the egt, analysis and
dissemination o6ARsfrom FIs and DNFBPs

1 Royal Turks and Caicos Islands Police Force (RTCIPFnwhosemandate is to provide
internal security by preventing and ddebeg crime, protection of life and property and
maintaining the peac&heFinancial Crimes Unit (FCU) which is a specialised department within
the RTCIPFis taskedwith conducting ML/TF investigations, and the identification, tracing of
assets that can lfzen or restraint and later subject to confiscation andcooricion-based
confiscation. The FCU and to a larger extent the RTCIPF work in close collaboration with the
office of the Director of Public Prosecutions.

1 The Office of the Director of Public Prosecutions ODPP): constitutionally responsible

to undertakeall criminal proceedingsincluding the prosecution of ML/TF offencesthin the
TCI. The ODPPis empowered unddpart || POCO to conduct dminal confiscation (post
conviction) which seels to recover the finanal benefit that a person has gained because of
having committed a criminal offence.

1 Customs Department: responsible for preventing and interdicting illegal drumiher
prohibited and restricted goods, as well as undeclaredacaksBNIs over the statutgrthreshold
of USD 1Q000beingbrougtt into or leavingthe TCI at the borders

66.  Other authorities that are directly involved in the administration of AML/CPFin the
TCI:

1 Office of the Governor: The Governor is the Chairman of thaliinet and the compasit
authority for designatiorof persons under the relevant UNSC&s®l ensuring the Sanctions
Orders and other relevant Orders as remitted by the Foreign and Commonwealth Office are
published in the Gazette under his hand, upon thead¥ the AGC.

19 The functions of the AMLC are specified in section 116 of POCO and include to advise the Governdpimteelat

the detection and prevention of ML, TF and the PF, and on the development of a natiomdl gaifion to include
recommendations on effective mechanisms to enable the competent authorities in the Islands to coordinate with each
other concerning theéevelopment and implementation of policies and activities to combat ML, TF and PF. The AMLC

is responsible for cordinating the assessment of risks.
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i The Judicial Administration Department: The Judicial Administration Department
comprises the Supreme Court and the Magistracy and is headed by the Chief Justice. The High
Court and Court of Appeal constitute the Supreme Court. The Hight Gasirsittings in two
islands in the TClthese being in Grand Turk and Providenciales. As with most democracies,
there is a separation of powers between the Judiciary, Executive and Legislature. In the TCI, the
Chief Justice is the head of the Judiciany Judicial Administative Department as it is called

The Chief Magistrate is the Competent Authority for all Mutual Legal Assistance matters between
the TCl and the USA

1 The Integrity Commission (IC): The IC is an independent body which vestablished
by the Integrity Commission Ordinance 2008 (IC@hd is tasked with the responsibility of
identifying and investigahg allegations and complaints of corruption involving public officials.

1 Gaming Inspectorate: The supervisory authority for theuging industy.

1.1.5.Financial sector and DNFBPs

67. The FIs in TCI consist ofbanks, trust companies, money services businesses,
insurance companies, CSPs, investmergompanies and mutual funds administrators.
Because of the scale of their contribution to the €&nomy, tret businesses and CSPs are
treated as FIs and are required to meet similar AML/CFT requireniérastype numberand
importance weightf Fisin theTCI areas follows®:

Table 1.2.Type, number and Importance Weight of FIs in the TCI

Type Number Risk & Im portance

Weighting

1. Banks 7 Most Significant

2. Corporate Service Providers 36 Most Significant

3. Money Services Businesses 3 Most Significant

4. Producer Owned Reinsurance 7,504 Most Significant

Companies (PORCS)

6 Trust Companies 9 Significant

7. Life Insurance Companies 5 Less Significant

8. (domestic)

9 Captive Insurance Companies 69 Less Significant

10. Investment Companies 7 Less Significant

11. Mutual FundsAdministrators 11 Less Significant

68. Thebanking sectoras at Jun80", 2018 had a combined asset base of USD 2.26 billion,
however the TCI does not have information on the percentage of assets held offshore or onshore
There are 6 banks which hdidth national and overseas banking licences and 1 bank which holds
only an oveseas licenseThree (3) of the six (6) banks holding both licences are commercial
banks which are foreign subsidiaries of Canadian bartkes.remaining banks are private, non

20TCI did not provide information regarding the size of the financial system in the TCl as a perteitaGDP.

21 pPORCs are general insurance businesses and have been classified as finantiahmstithe TCl. PORCs have
also been brought under the AML/CFT regulatory regime of the jurisdiction.
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commercial bankswhich cater to high net worth clienfBhe assets held in magement bythe 9
trust companiesin the TCl amount t&JSD 848.1 million(as at Jun80", 2018§. Securitiesheld

by investmentompaniesandmutual funds administratoeccount fo 279.3% sector assets as a
percentage of GDP.

69. Insurance businesdn the TQ is categorised into domestic insurance and international
insurance Schedule 2 of the TClI AMIRegulations states that general insurance business is
excluded from AMLRegulatioss. General insurance dominated the domestic insurance market

with 14 registerd insurers and 93% of insurance premiums in 20ifé.insurance businessn

the TCI is extremely small with an average ofJ&5 million in premiums collected annually

contribuite 1.4% sector assets as a percentage of GbB&reis no data available ondhassets of

PORCs (see paragraph ® above) and captive insurance companies, both components of
international insuranceyt hei r contri bution to the countryo:

70. RegardingDNFBPs, thelegal and real estate sectoraeighed most significant for risk

and mportance on account of the role they play in a range of activities including property
purchases and sales, company foromest, property management and the handling and managing
of client funds. TClrecognse therisks in these sectors and has rated themmediumhigh for

ML in the NRA given their susceptibility to abuse for serious predicate crBassd on the NRA,

the legal sector is susceptible to ML and thave keen previous instances cifiarge against
lawyersin TCI for corruption and Mtrelatedoffences.Further, based on typologies conducted
by the FIA, some lawyers are suspedtele engagd in other criminal onduct such as holding
funds for international criminal clients, and intentionally comminglihgir clientsd funds to
disguise theisource and owners. Firmwgthin the real estate sector have been instrumental in
facilitating the acquisition of properiy the TCI by international and domestic criminals and have
failed to implement key AML/CFT controls, such as conducting CDD andlissiialy AML/CFT
policies, necessary to mitigating their risks. Hiyllar property sales to high net worth
internationaklients dominate the real estate market, but the sector lacks adequate understanding
of its sources of risks and have not been coimigicomprehensive risk assessments covering key
risk factors such as customers, geographic regions, etc.

71. There are 43 la firms and 144 legal professionals operating inltbgal Sector. The
majority of law firms in TCI operate with fewer than 5 emplegewith the top 5 largest firms

each having 25, 20, 13, 10, and 9 employees respectively. Approximately 66% of the firms
operating in the legal sector provide services that fall within the FATF Standards, with a similar
percentage providing services ralgtto property sales and purchases. At least 8 firms provide
property conveyancing services as their main businessésrnia ofreal estate the sector also
provides consultancy services in real estate, real estate development, and property management.
Other services provided by the sector include wills and probate, trust services, company formation,
corporate/commerciatansaction, family law, and litigation. With respect to trust businesses and
company formations, law firms frequently perform theserises as a part of a oseop facility

under common ownership and business premises with CSPs and trust companies.

72.  Thegaming sector(except for Casinos, which are less significant siheelt operable
casino has fairly reasonable measures in placetigate its ML/TF risks and accounts for only

7% of yearly gaming sector revenu@articularly the operations of gamingaahines, also
weighed most significant for risk and materiality owing to their potential to being used to launder
illicit funds, and he gaps that exist in the due diligence process for owners and operators.

73.  Gaming machines account for over 90%ToC | @rsial BSD 4 million gaming sector
revenue, which aids in raising their materiality and risk profile, particularly within the con&éxt t

the sector was not regulated for AML/CFT purposes and revenue auditing process needs
improvement. Other vulnerability fac®include the fact gaming venues operate on cash basis
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or deploy cashless gaming monitored by compsddriaccounting for whicithe Gaming
Inspectorate is not technologically equipped to monitor. As well, AML/CFT supervision of the
sector is very new artthd not commenced at the time of the onsite.

74.  Theaccounting and microfinancesectors have significant risks and importaheek of

information and knowledge by the FSC on the extent to which the accounting sector is engaging

in services that make them saptible to ML is a serious gap in the regime for the sector,
especially considering that it has not been subjected to AML/@pdrgision. Lack of AML/CFT
monitoring of the microfinance sector also po
lending practices and FSC6s seemingly | imited

75.  TheHigh Value Dealersectorconsists of 32 car deateand 4 jeweller8dased on TCI 0
statutory definition of high value dealers to include a business dealing in vehicles where th
transaction value is at least USD 15,000, only 3 car dealers satisfy this criterion. For these dealers,

the majority of vehites in inventory are new with values at or above USD 15,000, with the average

cost for a new vehicle being USD 36,000. The rengi 29 car dealers supply used vehicles to

the market with prices ranging between USD 8,000 and USD 13,000. Statistics ogeavera
inventory, sale price and number of imports was not available as there is uneven information
available on the car dealer secias whole. Countries from which dealers imported vehicles

include the USA, Mexico, and Japan, which accounted for the |asigaxs of used car imports.

76. Jewellersandcar dealershave less significant ML risk and importance given their size

and materialt y t o the TClIO&s economy. While risks ex
including the lack of adequate oversighttbg FSC and weak AML/CFT controls, the extent of

t heir i mpact on the TClb6s economy eriDNFBPess s
categories.

Table 1.3 @). Type and Importance Weight of DNFBPs in TCI

Type Risk & Importance Weighting
1. Legal Profssion Most Significant
2. Real Estate Most Significant
3. Gaming Sector (Slot machines and Most Significant
Gaming Parlours)
4. Accountants Significant
5. Microfinance Lenderd Significant
6. Car dealers Less Significant
7. Gaming Sector (Casind$) Less Signifiant
8. Jewellers Less Significant
9. E-Gaming Less Significant

227C] considers ta micrefinancesector as a DNFBP and not an FI

23 One of the casinos is currently not in operation, but still holds a gaming litenséhe Gaming Inspectorate.
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Table 1.3 p). DNFBPs Sctor Breakdown by Type, Customer and AML/CFT Supervisor in TCI

DNFBP Sector # of Registered / Registration Customer Base
Licensed Business | / AML/ CFT | Domestic (%) | International
Supervisor %)
Total
Independent Law Firms Not available Not available
. 43
Legal Profession 43
Lawyers - 1444
Accountants Bookkeepers 6 Not available Not available
Small business
12
accountants 23
Professional 5
Accountants
2 9 Not available Not available
Real Estate Firms 7 7
FSC
Agents 123 123
Auto Dealers 32 Not available Not available
High Value Jewellers 36 Not available Not available
Dealers 4
Microfinance 4 4 Not available Not available
Firms for the sector
Casino 2* 40% 60%
Gaming
0, 0,
Slot Machines 60 . 80% 20%
7925 Gaming
In r
Gaming spectorate 80% 20%
10
Parlours
Total DNFBP Licensees 201

1.1.6.Preventive measures

77. The main legal basis of AML/CFT obligans for the Fls and DNFBPs and enforceable
instruments through which they are applied,taesPOCO, AMLR, AMIPTF Code, POTO and
FIAO.

78.  The preventive measure®entionedn the paragraph aboepply to all FIs and DRBPs

The newly enacted Gaming Contfatdinance also includes preventive measures for the gaming
industry. These measures address to some extent the FATF Recommendapoagentive
measuresincluding measures for CDD, record keeping, internal contrefmrting of suspicious
transactionsetc. For casinos and gaming facilities, @@mming Control Ordinance (GC@3 the
primary AML/CFT law, but only part VI of the Ordinancelating toML is in effect. The other
regulationsin the Ordinanceincludingthe provisions on sanction and enfonant powersare

not in force.

24 The FSC does not register individual lawyers unless they are sole practitioners. Registration &ofitins |

25 \While there are currently 72 gaming licenses, there is a total of 678 gaming deviegsly in TCI.
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1.1.7.Legal persons and arrangements

79.  Legal persons that may be formed in TCl are companies and partneWhiip&ffect
from Februaryl®, 2018,the law governing the incorporation and administration of comp@nies
the CO 2017and pursuant tos.309 repealed theCompanies Ordinance Cap 16:@thd the
Protected Cells Companies Ordinance 16:08rrently, there is a transition period for companies
that were formed and administered underrgEealedOrdinances to be registered untes new
legislation(see Chapter 7 10.5).

80. The CO 2017 provides for the incorporation of domestic companies, international
companies, noprofit companies and protectedliccompaniesand oncethe transition period
expires.all companies would be autonwally registered under the new Ordinanthe numbers
anddescription of thalifferenttypes of legal persons are elaboratederChapter 7- 10.5 (see
Tables 7.1 and 7)2

Table 1.4.Types of CompaniesComparison between the Companies Ordinances

Companies Ordinance (Cap Protected Cells Companies
16:08) Ordinance (Cap Ordinance 2017
16:09)
Non-Exempted Ordinary) Protected Cell Domestic
Exempted - International
Protected Cell - Protected Cell
Non-Profit - Non-profit
Limited Life

81. At the time of he assessmenthe majority of companies registered in the TCI are
exemptednternationalcompaniesthe majority ofwhich are PORG which also constitute the
majority of insurance companies in the TEBORCsconductbusinessnainly outside of the TCI
and are not subject to the same oversight as other companies creititid the TCI.
Exemptedinternationatompanies are allowed to eathe register of members at an office outside
of the TCI, but a copy is kept at the registered office. However, und€l#917 all companies
including exemptinternational companies are required to maintain and file detaithenf
members with the FSO.he CO 2017provides for the FSC to manageBeneficial Ownership
Registewhich, though not open to the public, is assible toLEAS.

82.  ThelLimited Partnership Ordinance Cap 16:15 (LPP&lows for registration of Limited
Partnership. Partnerships whose principal activities are conducted outside the islands may be
registered under the LPO as exempted partnerships. Toene iregistration of Ordinary
Partnerships under the LPO

83.  Trustscan be created by common law or Tiast Ordinarce 2016 However,Trusisunder

the Ordinance must be established Iprafessional trustee which isgistered and licenced by
the FSC pursudno theTrust Companies (Licensing and Supervision) Ordinance .Z01éfor

the purpose of AML/CFT supervisiame deemed a financial business and therefore subject to the
AML/CFT laws (including the AMIR and AML/PTF Code) hence,are required tanter alia
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conduct CDD and ascertain the beneficiaries, trustees, settlors, protectors and any other natural
person ultimgely controlling the trust. On the other hand, the obligations ofpmofessional
trustees only arise from the common lavwvhich case thegnust have full knowledge of all trust
documents, maintain identification information on the settlors and bem&sgiact in the interest

of the beneficiaries and only distribute assets to the right persons.

1.1.8.Supervisory arrangements

84. The FSC is the congpent authorityor thelicensing, regulation and supervision of all Fls
and DNFBPsxcept forcasinos and otheragning facilities, which are licensed by the Gaming
Inspectoratavithin the Ministry of Tourism, Environment, Heritage, Culture and Gaminge Cor
principles Fls banks, securities businesses and insurance compamn@esequired to be licensed
under respdive ordinances governing their operations. MSBs are subjected to a similar regime.
The FSC has chosen to subjeast businesseendCSP40 a licensing regime on account of their
significance to the successes of the international financial sectorTiCthe

85. DNFBPsare not subjected tny risked basedML/CFT supervision or monitoringt an
adequate levelCasinos and other gaming facilitibave né beensupervised for AML/CFT
purposes.Although he National Strategy includeprovisions to aid in remedying these
deficiencies, at the time of thensite the authoritiesvere yet to formulate, formade and
implement measures to undertake AKIET supervision of the DNFBP sector.

1.1.9.International cooperation

86. The competent authorm@s for MLA andextradition are the Chief Magistrate, the ABe
Director of the Exchange of Information Unit (EQI and the Governorrespectively The
functions of thes competent authorities are further explaime@hapter 8- 10.2.

87. TCI engages in inteational cooperation through a wide range of international, regional
and bilateral treaties, conventions and arrangements including MOUs. The Vienna and Palermo
Convenions have been extended to the TCI. Additionally, some aspects of the Merida Convention
and the TF Conventiomelevant to AML/CFT have been implemented through domestic
legislation.

88. The MLA legal framework to facilitate cooperation and exchange of infiomavith
foreign counterparts includee POCO,Mutual Legal Assistance (USA) Ordinanthe Criminal
Justice (International Cooperation) Ordinance, the Evidence (Proceedings in Other
Jurisdictions) (Turks and Caicos Islands) Or@erd theTax Information(Exchange and Mutual
Administrative Assistance) Ordinandeéhese instruments facili@mthe exchange of information,
including tax andBO information, the service of documerdad theregistering of orders and
examination of witnesses. MLA&nabledthe juisdiction to assist in a number of suspected
criminal offencegelating to ML, fraud ofences, tax evasion, bribes, arms trafficking, extortion
and aggravated swindling.

89.  There is no legalestriction which prevente jurisdictionfrom extraditng its nationals.
ML and TF are extraditable offencesich arepermissible pursuant to théK Extradition Act
(2003)which is extended to the T@h the Extradition Act 2003 (Overseas Territories) Order
2016.

90. TCI has entered into bilateral and multilateral agregmée.g. tietA bilateral agreement
with 20 jurisdictions fotthe purpose o$haring tax information). The AGC and the LEAs have
made and received requests for assistance from other jurisdictiorladifuigc foreign
counterparts), however, few requestsénaeen made by TCI for assistance with ML/TF matters.
Most of the international information requests from overk&#ss emanate fronNorth America
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due to its proximity to th&'Cl. Both the FCU and Cusins Department engage aounter
narcotics activitiesn cooperation with the USunder Operation BahamakC| (OPBAT) where

US law enforcement agencies integrate with RTCIPF to gather intelligence, conduct
investigations, and execute interdictions.

91. The FA has signed several MOUs with foreign FIUs and is \ave in exchanging
information related to ML and related predicate offences via the Egmont SecuréEBat

They have also shared information both upon request and spontaneously. The FCU has an MOU
with other BOTs and shares information with other lanforcement bodies includinthe
International Criminal Police OrganizatiGiNTERPOL)and theFederal Bureau of Investigation

(FBI). As a member of ARINCARIB, the TCI can also informally share infoatron with other
members. Also, thESC has signed MOUgith Panama, Cayman Islands, Jamaica, Cardus,
Bahamas, Barbados and Georgia.
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2. NATI ONAL AML/ CFT POLI CI'ES AND COO

Key Findings and Recommended Actions

Key Findings

a) TCI has a fair understanding of pleted NRATherNRA k
included broad stakeholder participation and helped the authorities to focus collectively on nationg
risks and omimeasures to mitigate and prevent them. TCI does not have an adequate understanc
its TF risk as the assessmeitt dot include analysis of relevant information and data such as the le
of outgoing cash, attempted transactions and the flow thrdughds in TCI as an IFC.

b) Identification and assessment of ML/TF risks in the NRA were based mostly on generallyguerce
risks, assumptions, and were often not supported by complete and objective analysis, and inforr
and data from LEAs, supervisoasid other competent authorities. Understanding of ML/TF risks
legal persons, international and domestic predigattees deemed high risk for TCI, and the extent o
illicit cross-border flows were limited due to inadequate analysis in the assessment.

c) TCI did not assess the risks associated with microfinance business, PORCs and captive ins
businesses, althoughe latter two account for the majority of exempt companies licensed in the T
operate outside the jurisdiction, and are not subjectedicdBFT supervision by the FSC

d) The TCI has developed a National AML/CFT Strategy and a National AML/CFT Action RAsR) (
for 20182019, both of which are informed by the ML/TF risks identified in the NRA. Other polici€g
such as the ODPPG6s pol i ci e stingrMh lhave heanglevealoped asna
result of the NRA in the months prior to the onsite.

e) The National Strategy did not include any national priorities to deal with the international predi
offences- such as human smuggling, wire fraud, €tcat poseth most si gni fi c
domestic system.

f)  While the Customs Departmentpiier Control and Gaming Inspectorate were generally aware of 1
results of the NRA, at the time of the onsite, they were not familiar with key ML/TFmiglgating
responsibilities assigned to them under the National Strategy and the NAP.

g) Exceptin thecase of a sector assessed as low risk, exempted CDD measures permitted under TC
are not justified by any findings of low ML/TF risk and are allowed for custorhatgsuch as banks,
CSPs, MSBs) are rated medidmgh and medium risk for ML. Also, éhapplication of these measures
to customers in the PORCs and captive insurance sectors are not supported by a proper finding
ML/TF risks in these sectors.

h) The obgctives and activities of the authorities are informed by the National StrategyoBboithe
review period, there were no AML/CFT polic
allocation of resources and implementation of measuresjgnirto the National Strategy and NAP, to
address identified ML/TF risks in the NRAeanot riskbased.

i) National coordination and cooperation among the relevant agencies on the developmeni
implementation of AML/CFT measures and activities have imgaipespecially in relation to the
conduct of the NRA and the preparation and impleatent of the National Strategy and NAP. There

Mutual Evaluation Report of the Turks and Caicos Islands



b 35

is however limited evidence demonstrating that adequate levels of coordination and cooperation e
between the author#s over the entire review period.

j) The private sector, includingls and DNFBPs, pacipated in the NRA and is therefore aware of its
results. Prior to the NRA however, TCI had not conducted any other national assessment of M
risk that was shared thi the private sector or published for its benefit

Recommended Actions

a) In relation o risks, TCI should undertake the following:

i. take steps to properly understand the ML/TF risks posed by domestic and international pre
crimes, and in the casd the latter, ascertain the extent of the associated-bager illicit flows
of fundsin and out of the country.

ii. revise its deskbased reviewof the NPO sector tanclude an assessmenpt f t he
vulnerabilities to TEand ensuréhat the procesacludes adequate and comprehensive inputs fro
current dialogue witthe sector and isupported bya wide range of credibleccurateupdatecand
relevantinformation and data.

iii. assess the TF risks inherémfTCl as an IFCtaking into consideration the fact that TCI as an IF(
receives funds from all over the v and examiathe flow throughs, service provisions to partieg
that support terrorism and the use of cbempstructures to disguise the underlying beneficial owne
who may be involved in terrorism

iv. take steps to better understandéstorakisks though analysis adapted to domestic circumstance
and supported by supervisory, regulatory and LEA data and information.

v. conduct a comprehensive review of exempt comggrincluding PORCs and captive insurers
formed in TCI to understand the ML/TF risks yhgose to the jurisdiction, and to identify and
implement appropriately tailored risk mitigation and prevention measures.

b) TCI should take steps to ensure that all the relevant competent authorities are aware of their resj
ML/TF risk-mitigatingregonsibilities inthe National Strategy and the NA¢®encouragéhewhole of
government implementation dfesemeasures.

c) Efforts by nationahuthorities pursuant to the National Strategy and National Action Plan, should
prioritised based on the mosgsificant ML/TF risks for the country,

d) The TCI should revievexempted CDDmeasures embodied withihe AMLR to ensure thathey are
supportedoy findings of proven low rig not applicable in high risk situatioasidnot permitted for
customers in the PRCs and captive insurers sectors until the ML/TF risks associated with them
properly identified, assessed and mitigated

92.  The relevant Immediate Outcome considered and assessed in this chiptér The
Recommendationeelevant for the assessmenteaffectiveness under thgectionareR.1, 2, 33
and 34

Immediate Outcome 1 (Risk, Policy and Coordination)

211Countryods understanding of its ML/TF

93. TCldéds understanding of its ML/ TRRAwhichks i
was @mpleted and approved by Cabinet in 20IfieNRA represents the first time the TCI has
conduc¢ed a formal assessment of its ML/TF risks that included broad stakeholder participation.
The process motivated collective thinking across key@gsmand sectors about national ML/TF
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risks. A review of the NRA and discussions with private and publiosstiakeholdersevealed
that the NRA could have benefited from the usecofical data and informationmore
comprehensiveupporting analysishe inclusiorof other keyareas and examination of their risks;
andgreaterinputs byotherrelevant public ad private sector stakeholders

94. Conducted under the leadership of 4@, Chair of the AMLC, the NRA was a consultative
approach that involved thearticipation, albeit at varying levels, of various private and public
sector stakeholders. These stakehasldacluded theAG, FSC, FIA, DPP, RTCIPF, Gaming
Inspectorate, Customs Department and several other government ministries, as well as
representati@s from the various FIs and DNFBPs, including the banking, securities, and insurance
sectors.

95. The World Bank(WB) Methodology used to conduct the NRA included five separate
modules for assessimgctorakisks in the Fl and DNFBP sectors: (1) banking;ii@urance; (3)
securities; (4) DNFPB (which allows for each category of DNFPB to be assessed);@r@ {5h e
Financi al ,férkls moi covered by thessb of theMethodology. Each of the sector
modules also included a separate assessmentaotaly for assessing inherent risks associated
with the products, services or activities in those sectors.oflty FI assessed for ML/TF risks
under thed Ot her Fi n an anodulewas MSB$, natwithstandingsinglication by the
country that the fiancial sector included financial leasing and microfinance businesses as well.
The Methodology also included ®odules for assessing national ML threat, national ML
vulnerability and TF.

96. TCI understands its ML risks to a fair degree and adopts the appr@azitomatically
designate as higtisk, most of the areas generally perceived as suchxéonple, drug trafficking,

PEPs, MSBs and CSRaimilarly, the country identified international predicate crimes, such as
tax evasion, tax fraud, health care ffaand wire fraud and the resulting funds flowing through or
remaining in the country as thregbosing the most significant risks for the jurisdictioiCl
developed an understanding of these risks through analysis of data on requests for international
assstance processed and maintained by the AGC and the FIA. The imp#detsefisks on the
domestic system were however not explored, although the country has indicated plans to do so.
The NRA also recognised sever al orysudhiasegapmbi | i t i
theregulatory and supervisory regime for FIs and DNFBRsML/TF riskawareness across the
systemihe data collection frameworkndthe STR filings by Fls and DNFBP3. C $ sfatus as

an IFC was also acknowledged by the countrg aslInerability.

97. Insome respects, understanding of ML/TF risks in the NRA is based on gareggitions

and assumptions about risks affecting particular sectors, including for example the gaming, real
estate, MSB, investment, and legal sectors. Thisoggp to identification of risks were at times
balanced with anecdotal evidence, knowledgeextor operations and limited information/data
from relevant authorities such as STRs filed with the FIA. Risk appreciation in the NRA could
benefit nonethelessom more comprehensive anadggierived from the examination of domestic
typologies and trerg] information and data from LEAs, supervisors and other competent
authorities and the private sector in order to facilitate deeper analysis on key risk faators.
example, information on the levels of cash movements in and out of the country fronsthia€u
Department and other relevant sources; data on fundstlilmughs via wire transfers; and
complete records on ML/TF confiscations would have assisted duetrg in formulating
adequate understanding on the amount and frequency of illicitlooodsr flows associated with

the aforementioned international predicate crimes.
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98. Similar deficiencies to those mentioned above were also found in the analgsdsraf

risks, whereby ML risks in sectors such as MSBs, investment and trust businesses were mostly
examined in terms of their generally perceived risks and on general statements about their
vulnerabilities on consequence of their operations in an IFC h&€labetter understanding of

the ML risks in the CSP and banking sectors, likely because these sectors haughjmsedo

more supervisory scrutiny than the other sectors, albeit at insufficient levels. Still, the authorities
were unable to specify ¢hbarking products/services that attracted the most significant ML risks,
despite confirming that it had assessed 8 such products/services, including, among others, private
banking, retail deposits, negotiable instruments and wire transfers.

99. CSPs have lan sibjected to more frequent AML/CFT supervision and examination than
any other FS@egulated entity. The information and data from such supervision helped informed
the understanding of risks within t hoityteector .
ML risks appear to be greater than a medium high rating would suggest. Despite increased
supervisory scrutiny, there is still low levels of AML/CFT compliance within the sector,
particularly as it relates to client monitoring. Information froqpalogy and legal requests for
assistance showed CSPs in TCI being abused for illicit purposes on several occasions. The filing
of STRs/SARSs are low in the sector and the more than 10,000 TCI exempt companies that operate
outside the jurisdictiofsee pargraph60), which are nosubjectedo AML/CFT supervision by

the FSC, are formed by CSPs.

100. The assessment of ML risk in thegalsector was predicated on a typology report by the
FIA and generally perceived risks and assumptions about the professiodirigthhe specialised

skill and knowledge opractitionersthat makes them susceptible to being exploited for illicit
purposes. For theal estate and gaming sectdng identification and assessment of ML/TF risks
were based on lack of supervision, gatlg perceived risks in the sectors, a limiszmbpe
thematic report on the real estate sector and a report containing prelimésagsmertf the
regulatory regimefor the gaming industry. Review of the real estate sector also included
considerationsof the risks posed by professionals, such as auctioneers and condominium
developers, that provided real estate services without being registered by the FSC to do so.

101. Sectoralanalysis in the NRA lacked meaningful and comprehensive examination of the
produwcts and services in the sectors, such as banking, investment, trusts, and other DNFBPs, that
are vulnerable to ML, and therefore greatly impaired the developmentufade and complete
understanding aofectoraML/TF risks.

102. A main deficiency in the NR4#s the lack of sufficient assessment of key domestic predicate
crimes, exempt companies and trusts. Human trafficking, human smuggling, illegal immigration
andfraud were not examined and assessed in the NRA, although several key agencies revealed
duringthe onsite interviews that these crimes present major ML risks for the TCI. The assessors
were informedby some competerauthoritiesthat the predicateoffence of corruption also
continues to be a threat for MA review and analysis of the NRA showsttlearruption was
referenced throughout several sections of the document but was not assessed and analysed in great
detail. However, despite the risk of corruption ma&ing assessed in any great details duttieg

period under reviewnost competent authies in theTCl have demonstrated that they do have
some understanding of the risk of corruption based on previous occurrence that led to an
assessment that was cated by way of a Commission of Inquiry in 26@®0%°. The TCI as

2%https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/268143/inquiry
reportpdf
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a result of the findigs of the Commission of Inqui{began to treat corruption as a higtiority
issue and this is evidence froemacinentand amedment ofseveral pieces of antorruyption
legislation including procurement legislation, prosecution for corruption offerss=Chapter 3
T 10,7) andthe establishment afvestigatory and supervisomgstitutions such aghe Integrity
Commissionfo mitigate against the risk of corruption

103. The TCI efforts to tackle corruption, despite not being addressed substantialljNiRAhe

is evidencd throughthe ODPP instituted poliayn August 2018equiring that corruptiomelated

matters be assigned aospecially designated prosecufbine TCI authorities have also indicated

to the assessment team that they have instituted auggublic education program, which
including targeting children about the importance of tackling corruption. Neverthéhess,
assessment team found that there is still a need to assess the current risk associated with corruption
in more detail and ensutieat the measures that are in place are sufficient to mitigate those risk.

104. Thereis limited understanding of the extenttbé ML risk exposure presented by exempt
companies, although they account for more than 65% of companies formed in TCI and&few ha
been abused for criminal purposes. Exempt companies operate internationally, and most are
licensed by the FSC but are gdied to limited supervision. Over 75% of the exempt companies

in TCI are international insurers. The majority of these are PORIfls the remainder being

captive insurers. Research has shown that captive insurance companies have come under increased
scuutiny in particular as it relates to matters of taxation in the US and because of their risk for
abuse.

105. PORCs are vehicles usedrainsure the risks of their beneficial owners (otherwise known
as the introducers, producers or intermediaries) underwiitgeimsurance companies, which
operate mainly in the USAhe TCI has not fully evaluated the risks associated with these types
of companies but consider them to present a lower level of inherent ML/TF risks due to their
limited product and service offegn The FSC has however recently included PORCs in their
AML/CFT supervisory regime but recogas that more needs to be done ttyfappreciate the

ML risks in this sector.

106. The assessment team is of the view that the FSC should expend greater aitettioon
operations of PORCs. PORCs make up approximately 70% of the more than 10,000 exempt
companies formed in the TCl. The largamber of unknowns surrounding the business
operations of PORCs also suggests that they may be exposed to risks not dxpthed Cl.

For example, there is some uncertainty of the extent of reinsurance transferred to the PORCs, and
the arrangements thalbtain where direct writer reinsures all the risk with PORCs, particularly as

it relates to the collection of premiums, gettlement of claims and the custodial/trust agreement

107. Assessmendf TF as low risk is not adequately supported. This risk ratiag applied on

the basis that there were no-fétated prosecutions or STRs/SARs filed with the FIA, and that

TCI has no links to terrorist groups or organisations or trade with countriedigithterrorist
threats. The r at i n dgtiontfasit isandt slase tb ang areths oboonflidt,C1 6 s
notwithstanding that TF can occur in countries even when they are not near conflicfT£ines.

27The Inquiry had three scopes (i) looking at possible corruption involving elected members and those who
may been a party to suckhmviour and recommend criminal investigation, (ii) whether there are systematic
weaknesses in legislation, regulatiamrsadministration and (iii) whether they give rise to findings and/or
recommendations to other related matters. At the completion @dhenission of Inquiry, a report was
produced highlighting in the findings of the Commissioners. The findings includedye not limited to;
systematic weaknesses in legislation, regulation and institutional framework. The Commissioners in their
findingsalso made several recommendations, including criminal investigation, prosecution, strengthening
institutional framewdk and legislative amendments.
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has not detected any potential TF case thpagdtherefore has not investigated, prosecuted and
convictedany person or entities for TF offencdis.addition, no STRs have been filed on TF.
However, the authorities have not undertaken a review to determine and validate the rationale for
the lack & TF-related STRs/SARs, especially considering that Fls and B<HBave only
recently been provided with guidance on TF and therefore might not have been adequately guided
on how to identify TFrelated activities and file associated STRs/SARs.

108. Moreover,the TCI also did not factor into the assessment of TF the fadkta on out

going cash. At the time of the NRA, the Customs Department was not collecting declarations of
outgoing cash and lack of this data represents a gap in the analysis of TFhGitmdassessment

on TF did not consider the level of flethrough funds that TCIl, as an IFC, receives from
international sources. Attempted transaction, which is seldom reported by the jurisdiction, was
also not examinecheither was use of complex sttues to disguise BOs who may be involved

in terrorism.

109. NPOs arén generaparticularly susceptible toeing used fof F, but this vulnerability was

not adequately examined in the NRAVhile the NRA concluded that there is no evidence of

NPOs in the TCbeing used for terrorism, the basis for the finding was not dstraied. The

sector has since been subjected to a -daskd reviewthat provided a starting point to
understanding risks in the sector and its susceptibility to being exploited for TF gairpos
However the process raises concerns about whether thesassgiswas sufficient to help the
authorities make accurate deter mi rBasedoothes abou
contents of the review, the assessors were challenged tadeticht the findings were reasonable

and credible

110. Using registation information and other documents received as part of that process, TCI
indicated that it riskated NPOs based on 6 factors: activities, incorporated or unincorporated
status, annual gss income, distribution of funds, country of beneficiary remétaand country

of fund-raising. Of the 195 NPOs whose registration documents were reviewed, 4 were rated as
high risk, 67 as medium risk, and 124 as low risk.

111. The bass for these findingshowever, were not sufficiently clear. Sparse or no explanation
was provided of the risk factors used to guide the review or of the information used to determine
the extent to which NPQegererated high or low for each risk category. The review did notigeov

any information on the regulatory and supervisory environiiletNPOs or on the extent of their
compliance operating within that framewor k.
proposed riskmitigating measures were effectively the sameafbrisk categories of NPOs.

112. The review was based solely on stgation documents submitted by NPOs to the FSC.
During the onsite, the FSC confirmed that some of the registration documents were not current
and thatsomeNPOs were not fully compliant withegistration requirements. These issues
suggested that thereuwd be gaps in the accuracy of the analysis. Focusing the review on only
registration documents meant as well that the analysis did not benefit from the consideration of
relevant informationrbm sources such as donor orgations,LEAs, STRs filed by baks on

NPOs, if any and consultation with the sector. Notably, the review did not include any inputs
from current dialogue with the NPO sector. Engagement with the sector was particulartamnpo
however given that the FSC had not been conductindesid supervision of NPOs to determine
their vulnerability to being misused for TF; had not conducted any onsite examination of the
sector; had not provided any guidance or outreach to ther segtarding TF; and had not
interacted on a meaningful level tvithe sector since the registration process in 2014.

113. While the review focused on identifying inherent risks, it did not include a clear assessment
of the sector 6s v utedhfer MR It isIndt likely howevebteat such are x p | o
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assessment, Hdt occurred, would have been reasonable given the aforementioned gaps in the
countryo6s understanding of its TF risks.

114. Overallt he NRAG6s main strengths are broad agen
sector and the opportunities it providedtfug agencies to think collectively about national ML/TF

risks. However, the NRA identified that TCI was not able to develop agfalip on all the
predicate crimes being committed in the jurisdiction because of limited data and analysis from
relevant LEAs This gap suggests that the scope and nature of the ML/TF risks facing the country
may nhot be completely understood. Anothartda impacting the robustness of the NRA and

i mpairing the jurisdictionds abiksisthgfacttioat hav e
critical data was either limited or fragmented. There is limited knowledge of the levels of cash
movements inand out of the jurisdiction and flow throughs via wire transactions was not
considered; no consolidated record of incominguests for information across all competent
authorities are maintained; there are incomplete records of ML/TF confiscations atel ass
seizures; low levels of STRs filing across all sectors; and lack of data regarding the regulation,
supervision and moniting of certain key Fls and DNFBPs.

2.1.2.National policies to address identified ML/TF risks

115. The National Strategy is used by the T& the main mechanism through which risks
identified in NRA are addressed. It outlines ten Higlrel objectives and key rigkitigating
actions necessary for their accomplishm&hese include, for example, key objectives to enhance
the AML/CFT supervisty and regulatory framework for Fls and DNFBPs; close legislative gaps;
improve ML/TF investigations and prosecutions; idgntifivestigate and prosecute all predicate
crimes; and improve the existing framework for data collection. The National Strdszgy a
highlights gaps in knowledge and awareness of ML/TF risks in the financial sector and in its
supervisory framework, andtamulate measures to build capacity, close these deficiencies and
improve the AML/CFT system in general.

116. Key risk-mitigating ations identified in the NRA as well as others developed subsequently
to the initiative are contained in the Strategy. Theg@rmgoints are further refined and
operationaked by the National Action Plan (NAP) to address twelve sources of ML risk for the
jurisdiction, namely: (1) more effective investigation and prosecution of ML and TF; (2) NPO
regulations not fully in force3) insufficient coverage of onsite and -sffe monitoring by the

FSC of FIs and DNFBPs; (4) low suspicious activity reportifjjlack of supervision of DNFBP
casino sector; (6) under development of AML processes by Customs Department; (7) under
developnent of AML processes by Border Control and Immigration; (8) porous borders; (9)
inadequate laws; (10) foster change in the apgbrog the private sector to the issue ofid&ing;
strategies must be detected and monitored for impact.; (11) not altappliDNFBPs are
registered and supervised; and (12) lack of full awareness among all stakeholders agencies of the
TCI wide AML/CFT regime and ML/TF risks and the role each agency plays

117. The NAP includes broad timelines for accomplishing various disccétena necessary to
address the overarching objectives of the National Strategy and is reviewed and updated as
national authoritie engage or complete any of the key actions. Identified in the NAP for instance

is a 3month timetable for the RTCIPF and OD#Rundertake various action, such as reviewing

ML investigations and compiling statistics on same to improve ML investigatioseqution and
conviction and increase national understanding on the reason for the gaps in this area. Similar
timetables withspecified key actions are also included in the NAP for the FSC to develop a
supervision coverage and for the FSC and FIA to addisks posed by low suspicious activity
reporting through various outreach sessions, spanning an entiravigbdheprivate sector.
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118. Essentially, the NAP provides a specific roadmap of the measures to be completed by key
authorities to address the WIF risks identified in the NRA and represented as high level
objectives in the National Strategy. Neither the Strategy r®orM\AP includes any ongoing
guiding principles to direct the daily operat|
of course, with respect to risks identified in the NRA.

119. While the National Strategy is informed by the NRA, ltoweverdoes no contain any
national priorities for dealing with specific ML/TF threats, such as fraud, corruption and human
trafficking, identfied by the authoritieduringthe onsite visitas high risks fothe TCI. As well,
international predicate crimgsuch asealthcarefraud, tax evasioranddrug trafficking were
identified by the authorities as positige greatest ML/TF threats to the T®Ut the National
Strategy did not point to any specific national measargwioritiesfor collectively combatting
andmitigating these risks.

120. Most authorities are generally aware of the National Strategy andnjiterance to
addressing national ML/TF risk&lowever, not all authorities appear to be familiar with the
National Strategy and key actions specifically assigto them. Based on responses to specific
guestions on the Strategy duringsite interviews,tiappeared that some of the authorities, such

as the Gaming Inspectorate, did not have sight of the document beforehand and could not speak
in an informed margr on implementation plans, including those in the NAP, for matters assigned

to them. A similar gp was observed with the Customs and Border Control agencidsel

efforts to sensitise Departments or Agencies of their respective responsibilitieshestekey
documents should be addressed by the AMLC.

121. Progress on the implementation of the objexgiin the National Strategy and degree of
effectiveness achieved will be monitored, with annual reporting by the AMLC to the Governor.
A mechanism has alreathgen set up for the agencies to make reports to the AMLC.

2.1.3.Exemptions, enhanced and simplified msures

122. The NRA is not being used by the TCI Authorities as a basis to justify exemptions from
AML/CFT requirements or support the applicatiofe®€fD or SDD. Havever, there are provisions

in TCI6 SAML/CFT laws that allow for theexemption of CDD under ceita specified
circumstances. Under Regulation 15 of AMLR, FIs and DNFBPs are not required to apply CDD
prior to establishing a business relationship or cagryiot an occasional transaction where
reasonable grounds exist to believe that the customearyi®fathe following: (i) a regulated
person; (i) a foreign regulated person; (iii) a public authority in TCI; (iv) a body corporate with
securities listed oa recogreed stock exchange; (v) from a sector assessed as low risk in a NRA.
The exemption alsapplies where a product is a life insurance contract with annual premiums that
are no more than USD 500 or where a single premium of no more than USD pa@p is

123. Except for category (v), exempted CDD under the other specified situations is not shforme

by a finding of l ow ML/ TF risk or the count
Furthermoresomecustomers included in tmegulated personategoryfor which exempted CDD

is permitted are fairly high risk for MIRegulated persoriaclude licenges in the banking, trust
businesses, company management (CSPs), investment businesses, MSBs and insurance sectors.
The first three of these sectors were rategtliumhigh risk for ML, while the investment and

MSB sectors were rated medium.

124. Al s o, icunrentTri€kl cntext where sectoral assessments are based in large part on
general perceptions and not supported by credible data and information providgettwsers,

LEAs, and other competent authoritifse authoation of CDD exemption based oroav risk

rating of a sector may not be reasonable. For example, PORCs and captives insurance businesses
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are rated as medium low risk (given that they makthapnternational insurance sector which is
rated mediurdow risk), operate outside of the juristlon, and have not been fully evaluated to
ascertain the ML/TF risks they pose to the TCI. Notwithstanding these gaps in the understanding
of ML/TF risks, As and DNFBPs are authsed under Regulation 15 of the AMLR to not apply
CDD to customers fronhese sectors

2.1.4.0bjectives and activities of competent authorities

125. The objectives and activities of competent authorities are largely informed by the recently
formulated National Strategy, which addresses the ML/TF riskttifibel in the NRA. Most
authorites have therefore bag undertaking measures to address these.riskr example, to
address some of the gaps in the investigation, prosecution and consichitity the RTCIPF,

ODPP and Judiciary are working together to establish a cortangsiate for data collection and
compiling existing data; and the Customs Department has incorporated new practices into its
operations, such as the collection of statistied a preliminary assessment of trédsed ML.

The country also began to implememeasures to address the limited information on the levels of
cash movements in and out of the country from the Customs Department and other relevant
sources. Specificallythe CustomsOrdinance wasamended in August 2018 to mandate
declarations on outbod cash which exceeds USD 10,000, and the Customs Department
commence capturing and sharing such declarations with the FIA since February 2018.

126. The AGC, FCU, FA and ODPPm 2018 have started quarterly meetings with the Chief
Magistrate to discuss issuegjarding MLAT requests and the prosecution of underlying predicate
offences and offences under POCO. At the time of the onsite, two meetings were held thus far.
In addition, the ODPP formulated several policies relating to investigating and proselllting

and other serious crime.hese pol i cies guide the daily oper
include procedures relating to confiscation in ML matters, assignmenhafcial and other
serious crimes to specialtjesignated prosecutors, investigatiand prosecution of ML,
requirement reported offences that present a ML component be also referred to FCU for further
investigations, and protocols for treating with forraald informal requests from international
bodies. Given that these policies weréabbshed approximately four months prior to onsite
interviews; the country, at the conclusion of the onsite interviews, was not able to demonstrate
any tangible outcomes aig from the implementation of these policies.

127. Similar efforts to address identife d def i ci enci es in the FSCO&6s
monitoring framework are underway. At the time of the onsite, the FSC had expandesdiiiés on
coverage of regulated gecs, including higkrisk ones; and partially completed 6 -site
examinations oéntities within the CSP and banking sectors respectively (altkaiugle time of

the onsite, the reports were still in the drafting stage). The FSC also conducted-basiesk

review of the NPO sector, commencing plans to increase its oversight andhdarstanding of

risks in the sector. A similar review was also done of the real estate sector. Limited training and
increased dialogue with the sector in view of the ridkstified in the review also commenced.

128. Under an aggressive legislative agernidal also amended and passed more than 12 pieces
of key legislation relevant to combatting ML/TF and other predicate offences, including the
Proceeds of Crime Ordinance, thti-money Laundering Regulations, the Amntoney
Laundering Codes, the Gaming @ah Ordinance, the Terrorism Prevention Ordinarice,
Financial Intelligence Ordinance, Customs Ordinance and NPO Regulations, among several
others.

129. Resource constraints the agencies have precluded significant progress on scheduled key
risk-mitigating actions embodied ithe National Strategmnd reiterated inhe NAP. Several
measurescheduled for completion before the-gite were either not accomplished or initiated,
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including for example, the establishment of a database for maintaining statistiash levefs;
developing key indicators for predicate crimes and measures to improve border control;
conducting a thematic review of the legal sector and several schexiedite examinations of

the banks, trust businesses, CSPs, MSBs and insuramgami@s and expanding AML/CFT
supervision to DNFBPs.

130. It is also not clear from the authoritieso
being prioritised in accaance with those posing the greatest threat to the county; and the agencies
werenot able to provide any clarity in this respect. Neither the National Strategy nor the NAP
includes any articulation of the ML/TF risks the TCI considers to be most signitical that

would by necessity expend the most considerable national resouoreple@on times fothe

majority of the action points were within the same time frame, which made it difficult to gain a

full understanding of the priority order for mattetswas explained to the assessors that the NAP

is prioritised because itdemonsat es t he countryo6s commitment t
ri sks. Given the authoritiesd6 representations
given to alle@ating resources to the areas posing the most significant and immediate risks.

131. The authoritiesbegun to implement th&ational Strategyin 2018 Given the short
timeframe between implementation and the onsite intervievassassment of the extent to whic

the National Strategynforms the objectives and activities of t@mpetenauhorities is limited.

Prior to the development of the National Strategy, there is no evidence that the objectives and
activities of the authorities were informed by a similastrument or established AML/CFT
policies

2.1.5.National coordination and cooperatio
132. As noted above, the National Strategy is the principal document guiding national

authoritiesd activities i n t hAatthp policy levelthe on and
AMLC is reasonably eff ect i achvitiesandictieaneahanisnat i n g
through which the authoritiesd i mplementation

reports are madd.he AMLC also coordinated the conduct of tRRA and the development of

the National Strategy and the NAP.€Th is evidence that the AMLC members worked closely

on the devel opment of the NRA, but there werer
and some of the other relevant authoriiieghe development of these documents or on the
development of ML/CFT policies and activities. Authorities such as the Gaming Inspectorate,
Customs Department and Border Control were not able to demonstrate that they were fully aware

of their responsibities under both documents.

133. The AMLC however undertooéfforts tohave the Gaming Inspectorate more involved in

national coordination of AML/CFT activitiesn the months prior to then-site interviews, the

Gaming Inspectorate, though not a member oA&C, had been invitetb and attendethree

meetings of the AMLCDbut by that time the National Strategy and the National Action were
already prepared and submitted to the TClIGb&s C

134. The Integrity Commissiomepresented that ivas not svare of theNational Strategy,
although it is key to the accomgitiment of3 of the objedtves in the document, and the effective
investigation of corruption (which falls under its remit) could be critical to the advancement of
other objectives such asitaprove ML/TF investigations and prosecutions.

28 TClI has indicated that this was completed after thsitvisit, and the Customs Department now maistain up
to-date record on cash paid into Customs for customs related breaches.
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135. Members 6the AMLC havesignedan MOU that allows them to collaborate on AML/CFT
matters at both the policy and operational lev@lgen that the MOU was executed shortly before
the onsite interview, the extt of the membe@gooperation and coordination through thatraune
could not be ascertained at the time of thesiva visit. Operationally, the AGC, FCU, FIA and
ODPP, in 2018 started quarterly meetings with the Chief Magistrate to discuss issudagegard
MLA requests and the prosecution of underlying predicatenoffe and offences under POCO.
Two meetings have been held so far.

136. LEAs including the RTCIPF, Customs and FIA, have entered into MOUs that allow for the
exchange of information to support theestigation and prosecution of ML, associated predicate
offences and TF. At the time of the onsite, similar MOUs with the FIA, supervisors and other
competent authorities were not in place for the Gaming InspectdrBitugh the authorities
have not hd the opportunity to collaborate on AML/CFT matters under thesmgements given
their relative newness, the Customs, FIA and the ODPP have collaborated informally. For
example, Customs and RTCIPF have worked on drug interdiction matters together alole &o

do so pursuant t6.9 Customs Ordinancéhe FIA colldborated with the AGC and Customs in
relation to a SAR on sequentidiSD 100 bills, which are suspected to be undeclared funds
deposited into a bank account by foreign nationals. Customs ekdAkare working together in
respect of monitoring crodsordercash declarations. Theege also joint task force meetings
between Customs, Border Control and the RTCIPF, although this appeadoteebaanad hoc
basis rather than regularly scheduteéetings for addressing AML/CFT related matters.

137. Notwithstanding that the authorities currently cooperate and coordinate on the development
and implementation of the AML/CFT poles and activities, these effe were not consistently
undertaken over thageriod under review

216.Pri vate sectords awareness of ri sks

138. The NRA included the participation of the private sector at various workshops, some of
which included fact finding and dialogue on national and seckdtATF risks. Some private
sector participast such as representatives from big accounting firms, even contributed to the
drafting of the relevant analysis in the NRA report. Most onsite interviewees had knowledge of
the NRA but were not always aware bétidentified risks in the document facingithsectors.

This gap could, in part, be attributed to the fact that the interviewed representatives were
sometimes different from those that participated in the NRA on behalf of their sectors, and
therefore wee at times challenged to show awareness efsgiecific ML/TF risks identified in

the NRA that affected their sectors. Still, the private sector could benefit from greatesa@nsiti

of the relevant result on risk in the NRA, which the authorities hagen to address with outreach
sessions.

139. While the level of awareness of the NRA results among the private sector constituents was
mixed, with the highvalue dealers demonstrating limited to no awarenbssull NRA report

was made available to the pigblia an October 28 2017PressRelease aththrough publications

on the F$I@ds, CusbaonthsdbheRAGCEPFEOWebsites. The
communication via emaibn the result of the NRA to FIs and DNFBPs and held sessions to
sensitse them on the NRA findingsThe findings othe NRA were also shared at a seminar to

which DNFBPs and FlIs were invited.

140. Other than the NRA, the assessors were not made aware of any other national assessment
of ML/TF risks conducted by TCI. A typologylihe FIA included analysis demonstratingttha

29 Subsequent to the esite visit, theGaming Inspectorate has signed an MOU with the FIA and Ministry of Border.
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several sectorse.g. banking, CSPs, lawyers and real estatere exposed to ML/TF risks, but

there is no indication that the document was published or shared with the private sector. Further,
there was nalemonstration by the authorities that anyeotinstruments on risks have been
published for the benefit of the private sector

Overall conclusions on 10.1

141. TCI has achieved a moderate level of effectiveness for 10.1.
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3. LEGIA SYSTEM AND OPERATI ONAL |

Key Findings and Recommended Actions

Key Findings
Use of financial intelligence (Immediate Outcome 6)

a)

b)

d)

f)

g9)

The FIA hasdemonstrated that it iaccessg and utilising financial intelligence and relevant
information heldwith the various competentauthoritiesand private sector officials to conduct its
fundtions, including operational analysifhe FCU which is charged witthe investigations of ML
activities and identification of assets for confiscatiand other competent authorities have als
demastrated they araccessingnd utilising financial inteljence and relevamtformation from the
FIA and reporting entities. Nevertheledhis is only being done to a limited extent andnat
commensurate with the ML/Tiisksprofile of the jurisdictia.

The FIA operational analyses have supported competginbriies to some extent in the conduct of
their functions. The financial intelligence and relevant information contained in the FIA disseminat
have been used to some extent to identify negeta, trace assets and prosecute offenders. Howev
the autcomes achieved thus far from these operational analyses are minimal and is not in keepin
the ML/TF risks profile of the country.

Competent authorities, including LEAs have received limdted in some instances no training relative
to the use ofihancial intelligence and relevant information in the conduct of their functions. Furth
althoughsomeLEAs have providedeedback to the FIA omccasions abouhe usefulness of the
intelligenceproducts received, there was a lack of forfaaéto-facediscussions between the FIA and
the LEASs to further improve these products.

The FIA has demonstrated that it has worked along with FSC to provide training and awareness tg
Fls and DNFBPs. Neertheless, the guidance and awareness are limited amiiggda to have an
impact on the quality and amount of STRs submitted to the Hhare is evidence that the FIA is
providing feedback to the reporting entities regarding the quality and stathe &TRs submitted
however same is not being done on aticoious basis

Based on T risk profile and its status as BT, the level ofSTRs/SARseporting bysomeFls and
all DNFBPs is lowand not commensurateith the jurisdiction statudzurther, sme Fls and DNFBPs
have not demonstrated a full understagdof their obligation to report suspicious transactions withi
the AML/CFT framework(seeChapter 5- 10.4).

The FIA ha demonstrated that it conducts both operational and stratedysianghe FIA has a cadre
of staffthat has some levels of experierandtraining in relation to conducting botiperationand
strategic analys. However, thdrainingin these two areas are not continuous and need to be furt
developed. There is nadication that the strategic analysis developed by theis-pkopely utilised
by competent authorities and Fls in the conduct of their functions

The FIAin 2017 began to utilise technology namahalyticalsoftwaresuch as ALTIA, IBM iBase
and i2 tocomplementts human resource to condwtalysis. The FIA althougmot fully staffed based
on the approved organisational chart has demonstrated that it is conducted itsgwitttisome level
of effectiveness.
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ML investigation and prosecution (Imediate Outcome 7)

a)

b)

d)

f)

9)

h)

Confiscation (Immediate Outome 8)

LEAs havemechanisms in place for the identificat of potential MLactivities including through both
proactive and reactive mechanisms such as intelligence and reports received by the FIA. Nevert
the manner in which Micasesre identified and investigated is not consistent with the ML riskl@rof
of the country oits AML/CFT policies.Further there is no structure in place to undertake coordinate
parallel financial investigations among the relevant LE&hough there are cases to demonstrate th
thisis occurring

The TCI has demonstradethat it is conduatg ML investigations and prosecutions includitig
prosecution ofh complex ML case involving high profile individuals such as PEPs and Attorneys
Law. Despite the significant impact on the gewitical and AML/CFT landscape thisse has on the
jurisdiction, the assessment findings are that the manner in which complex ML cases are identifie
prosecuted is not commensurate with the risk and context of the jurisdiction.

The minimal nhumber obutcomes such aSlL prosecutions ematiag from F | Adiseminations
suggest that there are deficiencies in the system

Most of the ML mattersvestigated angrosecutedby the TCI authoritieprimarily relate tadomestic
predicatenffences and is not commensurate with the jurisdiction berirl§C with significant amount
of monies moving across the bord&his is also not consistent with the findings of the NRA which
noted that foreign predicate offences represent a threat to the jurisdi€tiere is no indication that
LEAs are targetingroceeds that may t@ derived from foreign predicate offences or thpedty ML

or ML cases that may involve legal persons.

There are recent efforts undertaken by the ODPP to ensure that cases that may involve potent
activities are scrutinised atioe necessanyaralkl financialinvestigations are conductddowever, due
to the recentness of this policy, there has been little to no results.

The ODPP is involved at the earliest opportunity to render assistance and guidance for those ML
under nvestigatiorand hagherefore demonstrated an interest in prosecuting ML cases

TCI hasdemonstrated that it is prepared and is utilisittger criminal justice measures such as civi
recoverywhere it is not possible to obtain a prosecution or coiovidor ML, albeitthat this only being
achievedto a limitedextent. Furtherprosecutions of the substantive predicate offerzes& been
conductedvhere it is not possible to charge or secur&a conviction.

LEAs, specificallythe FCU and théC lackthe necessary resmes, including human and technical to
effectively conduct their functions, taking into consideration that ML and corruption are considere
be medium to high risk for ML and based on the information received during #iteanisit Further,
although here is some expertise among the police officers tasked with investigating ML offences b
on their level of experience, the number of training programs allocated in the area of ML investig
is limited and not continuous

a)

b)

The POCO provides the requisite tools for LE&& AGCand prosecutorial authorities to confiscate
and recover the proceeds of crime, includingpughnonconviction based civil recoverisee R.4).
There is also a policy dicgve issued by the ODPP to prosecutors which mandates that all case
with potential for confiscation to be refedr to the FCU for further investigation. Howevergth
confiscation policy was implemented just prior to thesage visit and has not neked in any outcomes.
The jurisdiction has demonstrated that it is recovering the proceeds of crime, especially through th
recovery regime, however, the results generated thus far are not commensurate with theleisi prc
the country and nati@l AML/CFT policies and priorities.

Although theauthorities have restrained and confiscated assets to a very limited (&xenboth
domestic and foreign predicates and procdedsted abroad}the limited number of casés which
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d)

identification, traeg, restraints and confiscatiomgerepursuedare diproportionde to the number of
convictions for acquisitiverimesand the risk profile of the TCI'his therefore suggettat LEAs and
prosecutorial authorities are naggessively identifying, tracip and freezing criminal assets or
property of equivalent value that may be located in the TCI or aliwoadnfiscation.

The Customs Departmeaot any other LEAave not seizeddetainedr forfeitedany currency oBNIs
from any person or entity entering leaving the TClvho has falsely declared or not declared samg
Giventhg ur i s driicstki opnrdosf i | e and an acknowl edge mer
makes it accessible by all types of watercraft for smaggiind moving of bulk cadlsee Chapter 2-
10.1), the lack of seizuresnd forfeitureby the authoritiess not commensurate with the risk.
Competent authorities such as ODPP and the FCU have reseivetevels oftraining relative tahe
identification, tracing and the recovenysuspected criminal proceeds. HoweVis training is limited

in nature and ndh-depth in some instancdsurther,the customs department who plays an importar
role in the confiscation regime (falsgeclaration) lackshe necessary training and exgse to
effectively identify, trace and confiscate the proceeds of crime.

Recommended Actions
Use of financial intelligence (Immediate Outcome 6)

a)

b)

f)

The FIA shouldconduct areview of the manner in which it conducts its operational anslgsd the
intelligence product disseminatedgith the aim of ensuring that it supports the operational aedd
competent authoritie® a greater extent. The assessment team also recommends fhatishef the
analysis should also be based on the ML/TF risk

LEAsand o mpet ent authorities who are the provele i
feedback o t he FI A on the prescribed Feedback
strengths and weaknesses and the type of information that is beneftbiair tunctions. The feedback
should also incorporate the usefulness of the products. The FIA and other coraptierities,
primarily LEAs are encouraged to have formal discussiegarding how the FIAs disseminations can
better support their operatial needs

TheFIA should be providedith the requisite resourcgscluding humanesourcesgnd training that
are necessarfpr the agencyo effectivelyconductits functionsincluding, operational analys.
Competent authorities should ensure ttaty are accessing and utilising financial intelligence an
relevant information to a greater extent and in a manner that is commensurate with the risk prof
the jurisdiction. They should alemsurethat the ge of financial intelligence and relevanformation
are achievingr supportingnore demonstrable outcomes.

Competent authoritieshould be provided with the requisite training on the effective use and importa
of financial intelligence to their funamns. Such training should includiae caowersion ofrelevant
information andinancialintelligence into evidenceéncluding the intelligence reports disseminated by
the FIAwhichshouldessentially lead to more demonstrable outcomes such as prose@atsjons
andconfiscations from thesgroducts

The FIA should continue its outregajuidance, feedbaand training teensure thaFls and DNFBPs
arereportingmore qualitySTRSARSsincluding in the area of identifying STRsS/SARs that are linke
to high risk offences (including corruptio@nd possible TF (despite this being identified as low risk
The foregoing i2o ensure that those entities that areidentifying and reporting STRs/SARs based
on the level of risk associated with their sectaes @vare of their obligations and are rapisuch.
Training and outreach should also incorpor g
and its importance to the reporting entities.
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ML investigation and prosecution (Immediate Outcome 7)

a)

b)

d)

e)

f)

Confiscation (Immediate Outcome 8)

Competent authorities should develop angblement plicies and procedurewhich allowsfor a
coordinated,effective and structured management of parallel financial investigations between
different investigative agencies such as the FCU, RTCIPF, Customs Department Eh{dptiier to
same @tting to the ODPP)This would ensure that potential ML caseeidentified throughparallel
financial investigatios are investigated or referred to tHeCU that is equipped with the necessary|
expertise and resources fovestigations

Thereis a needor greater coordinatioand meetingbetween the FIA and the relevant LEAS to which
intelligence reports are dissemingtedorder to ensure thantelligence reports are fullynderstood
and greater efforts are made by the LEAs to give more focusdsetlilisseminations in a targeted
manne, especially those that are related to suspected proceeds of crime from those offences tf
deemed to be threat to the jurisdiction. By doing this, LEAs can utilise their already limited resou
in a targeted ntaner.

LEAs and Prosecutorshouldput measures in place &nsure that ML cases are properly identified
investigated and prosecuteda manner which is commensurate with the jurisdi€tidnL/TF risks
profile and national AML/CFT policies. Thimcludestargeting in a more aggressive manties
identification, investigatiomndprosecution oML cases that malyaveresuledfrom the commission
of aforeign predicate offencgespecially those thatre considered to be a threat baseditmNRA),
third-party ML, complex ML caseandthosetha may involvethe use ofegal persons.

Competent authorities should utilise other criminal justice measures such as civil recovery
frequently in cases where they are unable to prosecute and obtain a convidlbrdfee to insufficient
evidence. Thautilising of such measures should be commensurate with the ML/TF riskse of
jurisdiction.

The TCI authorities should ensure that LEAs, particularly thiegagnvestigate high risk offences as
identified in the NFA are provided with the necessary reses, including human and technical and tc
conduct their functions in an effective manner, including those mentioned in key recommended &
(c) above.

The TCI authorities should ensure LEAs and prosecutors aré@edbwith continuous training and
expetise to develop their competencies in properly identifying, investigating and prosecuting pote
ML cases, primarily those that are complex in nature

a)

b)

C)

d)

The authorities shoulengure that a greater effort daced in implementingxistingpolicies including
the departmental order from the ODPP, across the agencies that are responsible for the reco
criminal conduct, thereby building a culture of confiscation among the deycges. Upon the proper
implementation of policies, all authorities involved in the recovery of criminal proceeds includ
through civil recovery should ensure that results are commensurate with the AML/CFT risk profil
the country.

TCI authorities Bould ensure that the relevaimaining and resourceselative to all aspestof the
confiscation proceedings, including tracing, identification and freeaiegrovided to all competent
authorities that are involved in this process, including, LEASQIRE and the Judiciary.

LEAs shouldtake a mor@ggressie approach tmentifying, tradng and restraiimg assetslerived from
criminal conducthat may be located in the TCI abroadwith the intention of recovering same. The
identification, tracing ofassets located abroad shoblel done in greater collaboration with foreign
counterparts

Customs officials should be provided wdbntinuous and relevatraining, sensitisation and resources
to adequately conduct their functioigcluding targeting thehysical cros$order movemats of cash
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and BNk that have not been declared, falsely declare or represent the proceeds of crimes and lia
confiscation. The recovery of cash and BNlhould be onsistentwith the ML/TF risk profile of the
jurisdiction.

142. The relevantmmediate Outconsconsidered and assessed in this chap®O.6-8. The
Recommendationeelevant for the assessment of effectiveness undesébionareR.1, R. 3,
R.4 and R.282.

Immediate Outcome 6 (Financial Intelligence ML/TF)

143. The FIA is the entralauthorityin the TCI that is responsibfer the receipt of suspicious
activity/transaction reports (SARs/STRs) and other financial information related to ML,
associated predicate offences andgde R. 29 TC AnneX The FIA is astatutory body eacted

by theFIAO and is governed by that legislatidrhe FIAby virtue of being the central authority
for the receipt of such informatids the main repositorgnd useiof financial intelligenceand
relevant informatiorwhich is primaily obtained fromthe STRY/SARsit received and analysed
TheFIA is an administrativéype FIU andhas no investigative powedgspite beingtaffed by
police officerswho are seconded to tlgency from the Royal Turks and Caicos Islands Police
Force (RCIPF).

144. The FIAis responsible for analysis and dissemination of financial intelligence in the form
of intelligence reports to competent authoritiElsese intelligence reports are the end product of
analysis of SARs that are sent to the FIA by the vari@porting enties and are bolstered by
additional information obtained by the FIA via enquiries during the course of its analysis to assist
and guide the receiver of the report. These reports are then proactively disseminated to the relevant
competent athorities.The main LEA that utilised financial intelligence from the FIA is the FCU,

a department within the RTCIPF which is tasked with the investigations of ML and other financial
crimes and the identification of assets for confiscation. Other compatthorities thautilise
financial intelligence and relevant information in their functions include the Integrity Commission
(IC), Customs, Financial Service Commission (FSC) and Immigration DeparfilenEIA has
operational independence and is abledaoy out its fuictions without hindrancas the Director

is responsible for managing the daily activities of the age@opd governance oversight is
providedby an impartial and independent Board of Directors. The ageas)its own budget
which comes ¥ way of a subvetion from the TCI Government.

3.1.1.Use of financial intelligence and other information

145. TheFIAO grants the FlAwide array ofpowers to obtairmnformation from any person in

the course ofonducting aenquiry into a suspicious transaction reldtto ML, TF and associated

predicate offencesee criterion 29.3(bB)TC Annex)To effectively conduct its functionké FIA

has access teariousdatabases includingR TCIPF, Immigration, Business Licence Department,

Land Registry and the Companies Rty Ex cept f or the RTCIPFO6s da
accessed directly, all othéatabases are accesgatirectly by way ofetters ofrequestsindirect

access to the other databasedasethrough requests to ttgingle Pointof Contact(SPOC) of

the equsitegovernment departmenS.onver sely LEA®Gs can access ir
database upon request and some agencies, primarily the FCU has demonstrated that they are doing
this. The FIA also usespensourceintelligence (OSINT) to carry outguiriesincludinginternet

search engines and social media platforms. The FIA is a member ajiienigroup of FIUs

and uses the ESY6 securely communicate with foreign FIUs; this platform is also used for the
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receiptof requests from foreign FIUss ve | | as to facilitate request
during the conduct of their investigations.

146. There is arunfetteredorocess for the exchange of information between the FIA and FCU
Thisis largely due to the compitisn of the staff of thd-IA, who ae police officers. Competent
authorities, primarily the FCU, have shown that they are utilising the FIA to access information
including that of a financial natuoe their behalfTheaccesso financial and relevanhformation

is conducted with relate ease, as the TClsmall in natur€despite having multiple islandjus

making communicatioreasy.Once the FCU makes a request to the FIA in relation to an
investigation, the FIA acce#ts sources and providear@ onse t o t hileanEBf@tUos r e
to formalise the sharing of information, thesealso an MOU for the sharing of information
between the FSC and the EOIU for the sharing of tax information. There is also an overarching
multi-agency MOU between lamember agencies of AMLC for the qose of information
sharing related to ML and associated predicate offences. None of the agencies interviewed during
theonsitevisit indicated that there were challenges in obtaining information from fellow AMLC

members. The figurim the tablebelowshowsthe amountsandtypesof information accessed by
the FIAduring the period under review.

Table 3.1 Type of Requests made by FIABetween ' January 2014- 315 December 2017)

Type of Request 2014 | 2015 | 2016 | 2017 | Total
Background Check 6 1 1 1 9
BusinesdlicenseCheck 4 - 1 - 5
Request to Fls for customer information 62 213 296 | 115 686
FSC Checks 19 15 47 13 94
Immigration Check 13 21 36 20 90
International Request 7 10 8 10 35
Land Registry Check 10 4 21 7 42
NHIP Check - 2 4 - 6
NIB Check - 4 - 10
Police Inquiry - - 1 - 1
Section 28 FIAO (inquiries relating to suspicious transacti¢ 16 22 69 27 134
Survey and Mapping Request - - 1 - 1
Telecoms Inquiry - 2 1 - 3
Grand Total 137 294 492 | 193 | 1116

147. The table above represerite requestanade by the FIA td-Is and other government
agenciesilt also identifieshe purpose dhose requests. The information shows thaFthemade
a total of 1116 requests for informatiomf which 1,083 (97%) were submitted t&.GAs and
LEAs. Thepurpose otheserequestsvasto obtain financial and relevant informatitmfurther

developSTRs/SARsandto honourrequests for international and local assistance received by the
FIA.

148. The FIA has the powers ders.28 FIAOto stipulate a timgeriodfor the repoting entity

or person tgroviderespond, which is 14 days. The majori¥p0 (68%) of the requests were
responded to within-30 dayswith themajorityresponded to within the 14 days. The informatio
presented shows that there was a substantial iredredse numbeof requestgor informationin

in 2016 The assessment team believes that this increase is linked to the increase in the number of
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STRs, as the dateorrelates to the increase in STRadimg. The information presented also
shows that thdanformation was primarily requestedfor conducting operational analysis of
STRs/SARs.

Table 3.2. Number of requests made by the FIA to reporting entities

Type of entity 2014 2015 2016 2017 2018 Total
Commercial Banks 64 134 226 138 55 617
Private Baks - 31 31 5 1 68
Trust Companies 2 35 65 12 4 118
Real Estate Agency/ - - - 1 - 1
Agents
MSBs 2 23 23 17 15 80
CSPs 3 4 12 2 - 21
Law Firms/Attorneys 3 4 3 2 - 12
Other - 2 3 - - 5
Total 74 233 363 177 75 922

149. The information above shows that tRi& sent a total of 928 questso reporting entities
requesting financial intelligence and relevant information to assist in the conduct of their
functions Mostof these requestgere sent to theommercial bank®llowed by Trust companies.
Most of the request were sent during 2015 and 2016 and correldte3able 3.1above The
finding is a clear indication that the FIA is accessing and utilising financial intelligence and
relevant information from a broad sector of competent authorities and psivetier officials
including Fls and DNFBPs.

150. The assessemt team reviewe8 casea provided by the FIA to demonstrate among other
things the agencydéds use of financi al i nt el
including operational anatys and subsequent dissemination. Based on the review of these case
studies, the assessment team fotimat the FIA has demonstrated that information is being
requestedrom a wide range of databases to conduct its functionshwhclude conducting
straegic analysis. A review of these 8 casdso showedinformation fromthe RTCIPF
Immigration Department, Flgpen sourcesiomesticauthoritiesandin some instances foreign
counterparts were accessed and ueetdeterminethsa us pect 6 s ¢ md, fimancial | b
profile, business relationships and travel history.

151. The effort of the agencyds access
relevant information in its functions is acknowledged in a positive mafnheraccess to financial
intelligence and relevant information by the FIA has led to some positive outcomes including
identification of assets by LEAddowever, despite this effotherewerelimited outcomes from

the access and use of financial intedlige by the FlAand LEAsasis shown in this Chapter of

the report based ortherisk and context of the jurisdiction. The case example below prosides
summaryof the good use of financial intelligenbg the FIA whichresulted irthe identification
andsubsequentestraintof funds

BOX No. 3.1. Case study of the use of Financial Intelligence

201716 Sour ce of fundsd Case No.

The SARs

sum of USD 77,300amprising of 773 one hundred dollar unblemished and sequential notes (2006 series) into an
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The FIA received a SAR from a Fl operating in the TCI regarding one of its customers (Customier dgposited the
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of a legal person, called o6entity Y& which is owmn
in the TCI with the nature of itsusiness being shetérm rentaliccommodatiorn the TCI. The FI upon receipt of th
funds from Mr. X questioned him as to the source, to which Mesponded that it was for construction purposes.

Following the recait of the initial SAR, 2 further SARsere received from the same Fl by the FIA regarding dep
of USD 40,000 by a different customer. The FI questioned the customer about the source of funds and he ind
the funds came from Mr. X on whose bHhhey were providing a service. AW days later, Mr. X deposited US
10,000 into his entitybds account . Upon being ques

Operational analysis

The FIA conducted review and conductedaerational analysis of original SARRceived to ascertain possible offeng
of ML, TF, counterfeit currency and false declaration of funds. The FIA in its analysis, first conducted checks of
database and other databases to which it has dirextsafar information on Mr. X. Thoséecks revealed that MX

ed

DSits

cated 1
D
tio

es
its ow

has not featured in those databases. The FIA also utilised open source of information by checking search engimnes suc

Google. Those checks revealed that that Mr. X was the previous owaepofpany which he sold.

Toavoidthedi ssi pati on of the funds on Mr. X&6s and that
in accordance the POCO. Upon receipt of the order, the FIA served same on the Fl relative to the ddfasiud ®00
andUSD 1Q000 both of vich were held by the bank at the time. The FIA informed the FCU accordingly of
decision.

Information from FIs and Government agencies

To further assist in the analytical process the FIA requested and quefi@dsvgovernment agencies includiret
company registry for BO information and Customs Department relative to Mr. X travelling history and to detf
whether he had declared any currency during any of his recent travels. The FIA also queried thesddtBlsato obtair
information relaive to cash declarations and bank accounts.

International Request
The FIA also contacted their US LEA colleagues to obtain information relative to the notes deposited, includ
authenticityand whether the castas declared from the USA by Mr. Xudng any of his recent travels to the TCI.

Intelligence report disseminated

The FIA based on its analysis which includes the use of financial intelligence and relevant information dissem
intelligence report to the FCU, who in conjunction vilie ODPP filed an application for a restraint on the funds he
t he s wdnmpanygacapumt.

International Results
Based on the sharing of the information with their foreign counterparts, a few months following Mr. X deposit

10,000, he andis wife were in route to the TCI from Europe when they were subject to a segendzening at a U$

port of entry. During this search the sum of USD 100,000 was found concealed among their clothing and fol
had. Mr. X and his wife were arresteat bulk cash smuggling, one was charged and convicted and presently ay

of

such

ermine

ng the

nated
Id in

pf USD
D
ders th
vaiting

senencing.

152. Thecase referenced abogemonstrates the FIAsse of financial intelligence and relevant
information, the quality of theFIA's operational analysis in this partiewlsituation and the
excellent awareness of the FIA to spontaneously share the information with their foreign
counterparts. This sharing of information resultedria of the subjectseingarrested in the USA.
However there were ngrosecutionor confisation in the TCI by LLEAS, as a result of the
suspected criminal activities which occurred within the TCI.
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3.1.2.Access and use of financial intelligence and relevant information by LEAs and
other Competent Authorities

153. Most competent authoritiesincluding LEAs, have some level of awareness and
understanding of the value of financial intelligence @telvant informatioro their functions and

are requesting sucfrom the FIA This action is commendable and is also emaged.
Nevertheless, there is a need focreased utilisation of financial intelligence and relevant
information to a greater extent to achieve more outcomes. Requests made by the FIA to other
agencies are capturedtables 3.1 and 3.ZThe informationepresented otable 3.3belowshows

the etent to which competent authorities are requesting financial intelligence and relevant
information from the FIA, which is the maiapository forsuch information.

154. The FCU the premier LEA responsible for tlmvestigationsof financial crimes and M

in the jurisdiction,made a total of 39 requests to the Fihich representthe highest number
among all LEAsand other competent authoritiespproximately half of those requestsre
responded tdoy the FIA within 30 days.Although theF CU6 s  ® fue anformationis
commendablgaking into consideration the ML/TF risk and context of the jurisdiction, including
it being an IFC and the role of the FCU in conducting ML investigatitimere is an expectation
that theFCU should be utilising the FIfo agreater degree in accessing financial intelligence and
relevant information

155. Theeisalsoaconcert hat al most hal ftotbef FIAtobkenorétBddd s r e c
60 days tdecompleta by FIA. The delay for such response is largely basesewaal factas

such aslack of information contained in the request, the nature of the reguedtding the

volume ofinformationrequested and the lack of resources at the ptinarily human, despite

the authorities indicating international and loadues are prioritisedThe time period taken to
processheserequestandthosefrom othercompetenauthorities by the FIA should be of concern

to thejurisdiction and likely to haveascading effect on 10.7 and IQiBcluding thetimeliness

in which investgations conducted and the identification, tracing, freezing and subsequent
confiscation of assets

156. The IC plays a critical role in fighting corruption within the TThe information provided

shows that the IC made only 4 requests ovkyearperiad andis suggestive that the authority is

not fully utilising financial intelligence, relevant information and the resources of theTRE.
Customs and Immigration Department made the least with 1 request each. Among théheGAs
FSC submitted the mosequess (17) which were all responded to within 30 days. The
information provided shows that the FSC has increased the number of requests to the FIA yearly,
thoughthe amount is still considered as minimal by the assessmentakiaigninto consideration

the rsk and context of the jurisdiction. Nevertheless, it does shows that the FSC is utilising the
information from the FIA in conducting their functions including fit and proper checks.

Table 3.3. No. of request sent to the FIA by competeauthorities and other agencies.

Years Time taken to process request
Agency 2014 | 2015 2016 2017 | 1-30 days | 31-60 days | Over 60 days | Total
Customs - - - 1 - - 1 1
Immigration 1 - - - 1 - 1
Integrity Commission - - 4 - - 3 1 4
RTCIPF-CID - 1 2 - 2 - 1 3
RTCIPF- FCU 12 6 7 14 19 2 18 39
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SIPT - 1 - 1 1 - 1 2

AGC - 2 1 - 1 2

FSC - 4 6 7 17 - - 17
Total for each year 13 12 19 25 41 5 23 e

157. The information presented on the table above shaw&bof 69requests for information

from LEAs, includingthe FCU RTCIPFCriminal Investigation Department (CID), Customs
Department, Immigration and SIPTwo of the69requests receivagsulted ir2 prosecutions in

2014 and3 prosecutions for predicate offences2017.Two of these cases were still before the
courts at thaime of theon-site visit and onewas dismissed due to insufficient evidenthe

FI A6s anal y s i2sappkcatisns forrrestaintlordersdn 201@ and 2018 respectively.
Further, theassessment team was informed that the financial intelligenceekevant information
disseminated by the FIA have been utilised by the different agencies to conduct their functions,
though in most instances, no evidence was provided to support theestatem

158. The FSCutilised the information provided to inform itaigervisory functions, including

the conduct of oite inspections of the reporting entities it supervised. Regardinigthae
assessment team was informed that given the natutewbrk and strict secreagemandsthe

IC cannot discuss how @onduds its functions. In this particular situation, the assessment team
is unable to provide a synopsis as to how the IC utilise the information it received from the FIA
in its functions.

159. Fd | owi ng a F I AGustomd ansl EXcisadized fimancialintekigence and
relevant information to trace the crassrder movement of funds from the jurisdiction. Tase
study below show€ustoms Departmeuntilising financial intelligence ahrelevaninformation
provided by the FIA to initiate an investigani. Due to the oigoing investigation, this case has
been redacted significantly

BOX No. 3.2. Case study of the use of Financial Intelligene€€ustoms

Following the receipt of a disclosure from the FIA, Customs commenced investigations into a c(
to determine whether false declarations were made to the department. During its investigation,
received records (invoices etc) from the companyaosgschecked same against its databases inclu
Automated Systems for Customs Data (ASYCUDA Worddd discovered that there were sevg
discrepancies.

As a result of its investigation and the discrepancies identified by the Customs Departnuspatimaent
along with the RTCIPF executed search warrants at different properties and recovered thatevere
of material value to the investigation. These documents were reviewed, and other actions were

by the customs department. The maitestill engaging the Customs Department and other agenc
the TCI.

160. Responsefom the request as indicated iffable 3.341 (59.4%)wereprocessedvithin

30 days of receipt5 (7.3%)within 30-60 days, and the remaining 233.3%)took 61 or more
days.For the FIA to honour any request made it is often required that information be obtained
from other entities which include Fls, DNFBPs dackignL EA6s whi ch i n s ome
a delay in the response time by the FIA. These delays are s@sétirther compounded in some
instances by the agency requesting the information fronklideas instficient information is
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contained in the request. In those cases, the FIA routinely update its requestors with the progress
of their request.

161. The FIA reognised the need to provide training to LEAs to sensitise them on the
importance of the FIA and the e to incorporate the use of financial intelligence into their
operations. In an effort to address this need, the agency has cormhetieining exerce with

the RTCIPF in 201@&nd another in 2018Acknowledging this effort, additional training and
awaeness of LEAs in understanding the importance of the &w the use of financial
intelligence and relative information to their functions is necessary.

162. Although all competent authorities have demonstrated that they are accessing and utilising
financial intelligence and relevant information in their functions, taking into consideration the risk
and context of the jurisdiction and the findings as detailébdd NRA, there istill a greateneed,
primarily the LEAs who are involved in the investigationsigh-risk predicate offences and ML

to make greater use of financial intelligence and to demonstrate more tangible outcomes from
such access.

3.1.3.STRs recered and requested by competent authorities

163. The FlAis the sole agency authorised to receive STRs/Si\Bke TCl(see criterion 29.4
TC Annex) The authorities have provided informatidimat demonstratethat the FSChad
requestedthat STRs/SARsbe submittedfollowing the completion of an esite inspection.
STRs/SARsare generally received by the FIA eienically, via email or hand delivered. The
contentof the STRs/SARSs are vettbg an analyst in a secure area at the &hdenterel in the

FI Abs dat ab as e Thisys fohowed Byhinfackaowlaedgement sent to the reporting
entity. Reportsreceived by the FIA are prior#gd on arisk-based approachhe FIA uses aisk
matrixt h at wevedopeail wiich weighs the risk tife report received to determine the
urgencyof the enquiryand analysis. In conducting this analysis informatrequested from
several agencieglthough the TCI does not have direct taxation, the FIA can obtain information
from LGAs that have aspecbf taxation such as the Customs and Revenue Departn@nt
complete the analysis of a STR and to conduct their otimetibns

164. The FIA hasreceived a total of 21$TRs/SARsrom Fls and DNFBPg¢see Table 3.4
below) during the period undereview, an amount that is considered to be low taking into
consideration the risk and context of the jurisdictidrntotal of 165 reports (77%) of the total
amount of STRs/SARsawerereceived from Fls and6 (22%) were received from the DNFBPs.
This figure is consistent with the fathat FIs are expected tbe submitting more reports to the
FIA than DNFBPs based on vulnerabilitfhe anount is nevertheless minimal taking into
consideration the context of the TCI and the absence of mitigating mebgwseme reporting
entities.FIs and DNFBPs are required to sub8iitRs/SARg0 the FIA on the prescribddrm
which captures the informatiaequired by the FIA.

165. Some STRs/SARs received from reporting entitiesonstrated that the reports were of
good wality, based on the sample of STRs reviewed by the assessment hesamvereothers

which the assessmentteamfoundlackedquality andneededfurther clarity or development based
onthereview ofa samfe of STRs reviewed bythe assessment team andhelimited anount that
haveresutedin dssemination. In several instances, the FIA has requested adlitional information

from the reporting entities submitting therepat to canduct its andysis. A significant amount of

the STRs analysed by the FIA have resulted in minimal outcomes such as intelligence reports
disseminated to competent authorities and lack of outcomes deerneed. The informabn
providedshows that the majority of tHf&TRs/SARswvere filed based otine followingindicators

() unverified source of funds, (ii) client profile, (iii) adverse media reporting, (iii) structuring and
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(iv) large volume of transactions. The identifiedsgected offences were mainly fraud and
forgery.

Table 3.4. Number ofSTRs/SARs received by the FIAbetween January ¥, 2014- December 3%, 2017)

Category/Sector
Fls 2014 2015 2016 2017 Total
Commercial Banks 26 8 21 22 77
MSBs 4 21 43 13 81
Private Banks - 3 - - 3
InsuranceCompany/Broker 3 - - 1 4
Trust businesses 4 2 2 2 10
CSP 2 2 7 - 11
Mutual Funds Administrator - - - - 0
Investment Companies - - - - 0
DNFBPs

Casinos - - - 4 4

Gaming Parlour - - - - 0
E-Gaming - - 0
Law Firm/Attorney 6 5 1 5 17
RealEstate Agency/Agent - - 1 3 4
Real Estate - - - - -
Lending (Micro and payay - - - 0
Car Dealers - - - - 0
Jewellers - - - - 0

Other 2 - - - 2

TOTAL 47 41 75 50 213

166. The tableaboveshows the yearly breakdown 8TRs/SARssubmitted to the FIA during

the period 2014 2017. As stated aboyEls submitted’5% of the total, with MSBs submitting

the highesamount of81 and Private Banks the loweastount of threeThere was a noticeable

spike in reportingoy all the gctorsin 2016 with a total of 75 reports submittddkefensive
reporting was a major factor attributable to the increased repadrtinige absence of any detail

risk mitigation measures by some of these sectors to prevent ML and TF, the assessment team
bdieves hat the level of reports that were submitted by the reporting entities in the TCI appear to
be very minimal, taking into consideration the risk and context of the jurisdiction and is reflective

of theminimal andin some instances rtoaining and atreachby the FIA and the FSC to bring
awareness teomesectorgseeChapter 5- 10. 4).

167. Following the receipt and analysis of a STR, the E&tegorisedheir status asctive,

closed, closedntelligence and closed (no further action).The informationreceivedand is

reflected on the table below shows tfram the STRs/SARs received by the FIA in 2014, 60%
were closed in the following year. The information shows that most of the STRs/SARs received
by the FIA for the period 2016 and 2017 remain acthreincrease in reports being received by

the FIA has been noted by the assessment team and it is likely that with the current staff
complement, will need more human resources to adequately support the operational needs of the
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FIA. The increase in SARs/STRsay al® af fect the quality of the
staff complement is not resolved

168. Table 3.5 below shows that the FIA has taken some form of action against all the
STRs/SARs received during the period under review. The information shav@¥thports were

closed (i.e. when these reports were analysed by the FIA subsequent intelligence reports were
produced and either submitted to LEAGs, forei
crime). A total of 116 remains active. The Ahsstaed that matters listed as active refer to

those that are inconclusive where reviews are periodicaligucted and some of these reports

are retained for intelligence purposes.

Table 3.5. Yearly status of STRs/SARSs received by the FIA

2014 | 2015 | 2016 | 2017 Total
*Active 6 9 59 42 116
Closed 37 25 10 2 74
Closed-
Intelligence 3 4 3 3 13
Closed- NFA 1 3 3 3 10
Total a7 41 75 50 213

*Calendar Year:LJanuary to 3 December

169. There were 22 intelligence reports that were connectediTiRs/SARsdisseminated to

LEAs (20) and LGAs (2). This amount is considered to be relatively low taking into consideration
the number of STRs/SARs received and the materiality, risk and context of the financial sector in
the TCI. The authoritiesattributal this mirimal amount varying reasons including, no links to
criminal activities following operational analysis and defensive reporting.

170. Besides FIs and DNFBPs submitting reports on their own volition to the FIA following
their suspicion, the FSC in therrduct ofits functions had requested that 2 entities, namely a real
estate agent and an MSB submit STRs/SARsparticulartransaction. In both cases the outcome
was that an STR/SAR was submitted to the FIA.

171. The authorities have indicated that outreach and awaseon STR quality is also
addressed during the acknowledgement and feedback phase which is don@4fitbins of
receipt.A review of the acknowledgemeiiar theSTRs/SARseceived by the FlAvas performed

by the assessment teaiost of the documents exe identified by the assessment team as
acknowledgements of the receipt of the STRs, with some containing refpresigditional
information and feedback to the reporting entity on the quality of the STRs. Nevertheless, the
assessment team finding istthizere is a need for continuous feedback to reporting entities about
the quality of the STRs filed.

172. The FIAin conjunction with the FSC has conducted a total of 11 outreach and awareness
sessions with some FIs and DNFBBse Table 3.6 below]he effats of the FIA in conjunction

with the FSC is commendable and encouraged. Nevertheless, these ouitkaalai@ness are
limited and does not seemingly involve all the entities that are required to file reports. These
outreach and training sessions alsgé#ed the Money Laundering Reporting Officers (MLROS)
and Money Laundering Compliance Officers (MLCOsho are critical to the process of
identifying and filing STRs/SARs with the FIA.
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Table 3.6. Outreach and awarenessessiongonducted by the FIA/FSC

Sector/ Entity 2014 2015 2016 2017 2018 Total

*Law 1 - 1 - - 2

*MSB 1 - 1 - - 2

*PrivateSector(Fls) - - - - 1 1

*Public and Private - 2 1 - 3
Sector

Police - - 1 - 1 2

*Real Estate/Realtors - - - - 1 1

Total 2 2 3 1 3 11

*Attendees of the ®A sessions also consisted of MLROs/MLCOs.

Currency Declaration

173. The FIA received from the Customs Department a tot&l @dclaration reportsr 2018
Six relatingto incomingpassengerand3 outgoingpassenger&eei 10.8). Prior to July of 208,
there was no mechanism in place éostomsto share this information with the FIA. However,
on the basis ofan MOU signed between both agencies all incoming and outguistpms
declarations are required to &leared with the FIAAIl declarationsvereanalysedandthere were
no linksto criminalactivities.

Table 3.7. Days taken for Declarations to be submitted to the FIA (between1Eebruary 2018- 215

September2018).
Declarations Timeframe (days) Total
1-30 31-60 61 or more
Inbound 6 - - 6
Outbound 3 - - 3
Total 9 - - 9

174. Table 3.7 shows that there was a totaBaurrency declaration®§ of which represents
inbound transactions and three representing outbounds. All currency declarations were submitted
to the FIA in a timely manner.

3.1.4.0Opemtional needs supported by FIU analysis and dissemination
(a) Operational Analysis

175. The staff of the FIAs comprised o8 persons, namelyhe Director, an@ analystsone of

whom also has the responsibility for Information Technol@@y. The FIA acknowledgs that it

is understaffed, as there are positions that remain vacant based on the organisatioa structu
approved by the Board of Directors. Key vacancies that have not been filled include that of;
Deputy Director (Senior Intelligence Officer) and Ingdihce Officer/Analyst. Although it was
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noted that these the vacancies only impact the administratigédns of the FIA, the assessment
team takes note that two of the positions are important to the core functions of the FIA. The
authorities neverthelessknowledged the need to address the resourcing issue.

176. The ultimate responsibility on whether a S3tuld be analysed and disseminated resides

with the Director.As mentionedpreviously, STRs/SARsare risk rated and prioritised when
receivedand are ssigned to an analyst To f urt her devetheocapalysisnd an al
required tomake requestotvarious entitieso access financiandrelevant informationwith

information presented to the assessment team that this is bein{sdemfables 31 and 3.2) In

an effort to generate a complete analytical product that is benefidairtpetent authoritiesnd

to complement its human resourct®e FlIAalso uilise IT software such d8M iBase, i2 and

Altia. However, both pieces of software wergjaiced in 2017 and were therefore not utilised to

enhance the operational analysis of STSARs during the period 202016.

177. Table 38 shows the training that staff of the Fhvave participateduring the period 2014
2017.

Table 38. FIA training 2014-2017.

Date Training
3. 7" March 2014 Strategic Analysis Training
16" - 17" March 2015 Money Laundering Workshop
239- 24" March 2015 10" CFATF Compliance Conference on AML/CFT
13" - 16" July 2015 FINTRAC/ EGMONT Supervisory Course (ESC)
7t - 18" March 2016 Financial Investigation
20" March 2017 Altia Investigation Toolkit
27" March 2017 Altia Analysis Toolbar
39 April 2017 Altia Analysis Toolbar
107 14% July 2017 FATF 4" Round Assessor training
28" August- 15t September 2017 Analyst Training for Financial Intelligence Units
11" September 2017 Money Laundering and Proceeds of Crime Training (refreg
29" November- 15t December 2017 CFATF Standards Training

178. FIA staff has received numerous trainings and has amassedes@iseof expertise during

their tenure at the agency to assist in conducting their core functions. Training in analysis and
other FIU relative fields has been provided to staff in an effatet@lop their competenci€éBhe

assessment teaneviewed infornation on training that was provided outside the assessment

period and observed that a wide array of domestic, regional and international training in the area

of ML and analysis were provided the FIA staff. During the period under reviewmtotal 12

training coursesvere attended by stafivith the numbers increasing yeafbee table & above).

The increase i n numbgo\se ri rscomanithedhte develosthegtaff of T C
capaity and is commendedNevertheless, only two of theaining carsesthat were attended

during this period were in relation to strategic apdrationaa nal ysi s, whi ch repre
corefunctions

179. The FIA disseminates itmtelligence reports filowing the analysis of a STR to LEAS,
primarily the FCU. Intelgence reports aralsodisseminated tthe othercompetent authorities
including other LEAs such as the Criminal Investigation Department (Giithin the RTCIPF
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and the SIPDased on requests for informatidime FIAprovides feedbaclormsto therecipients

of its analytical products, in an effort to receive recommendations or suggestioasjoality of

the intelligence product received and further actions that are nekdaahple of the feedback
forms reviewed byhe assessment team showed that rfrtke FIA disclosures to local LEAs
had led to any new investigatiolgéeverthelessthe dsseminationprovided useful information
regarding known and unknown subjediew disseminations have led to outcomes such as
prosecution and restraint of assgdsnestically.

180. The FCUdescribed theeports receiveads of good qualityand as contributingo their

work. The information provided to the assessment team shbatsas a result of the FIA
operational analysis, LEAs in conjunction with prosecutorial aitteewereable to obtain five
prosecutions for predicate offences &nd restraint ordersThe assessment team commends the
authorities for achieving t hesoperatiomahnalysisis and i
supporting the efforts of L&S to some extent. However, taking into consideration the risk and
context of the jurisdictio, the outcomes achieved thus far, it does not appear that the FIAs
operational analysis is supporting the competent authorities to a large extent. The FlAieaithori
indicated that there were multiple informal discussions with the Police counterpalftig\ on
disseminations, however these discussions were not documented and needs to incorporate all
LEAs. Thelimited outcome icompoundedy competent authorities, iprarily LEAs lack of

training and expertise in tlegfectiveuse of financial intelligence

181. Samplesof Intelligence Repostthat were disseminated by the FIA to the FGChere

reviewed demonstrate good levels of operational analysis by the FIA, despiteethdone
continuous training and resources. Informatioantained in the report include:photo
identifications, occupationdiographical information of the subjectgurce evaluation ratings,
intelligence evaluation ratings, the nature of the report, tiga®ns conducted by the FIA,

account informationkey findings inferences and the FIA analys
offences) The reports demonstrated tlgmod use of financial information and relevant
informationby the FIAand alsdncludec o mpar ati ve analysis of the s
and tre activities they were conducting. Neverthelessadsmssment team believes t@ne of

the intelligence reports reviewed can benefit from misrelepthanalysisto include possible
identification of assets, associates, more detail financial informatciuding banking
informationand possiblénformation from foreign counterpartas some reports had international

nexus). Obtaining and including this typeiaformationwould provide morénformationto the

userof those intelligence repor@and toidentify possible associates and assets. Further, those
particular reports woultlave benefitted from the use of technology which wialdemade the
dissemination more easily understandabléheyinvestigators and provide linkages between the
suspects, s@ers and associates.

182. Althoughit is acknowledged that the use of analytical software should be consideaed on
case by case basithere is nevertheless an expectatiost the use of techragy will greatly
contribute tothe enhancement of the analysis ®TRs/SARs that are complex in nature and
involves multiple persons, bank accounts, transactions and entities. The use of such of analytical
software will also allow the user of the intellige products to have a better understanding of the
flow of the proceeds and individuals involved.

183. The foregoing shows that the FiAay not be utilisingsoftware to a large extent or that
STRs that may include potential complex ML cases are not frequeadlived and therefore does

not warrant the use of such techrgylo Taking into consideratiofactors such athe risk and
context of the jurisdiction and the intelligence reports disseminated are used as an indicator for
ML in most instances, the likelilod exist that complex ML cases are not properly identified
through the STRs receivgdee 10.7)
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(b) Disseminations

184. From the 213STRs/SARsreceived by the FIAsee Table 3.5)a total 22 intelligence
reports(10.3%) were disseminated to competent authoritiefyding LEAs.Fourteerof the 22
intelligence reportdisseminated to LEAs and LGAsere investigatednd have resulted in very
limited outcomes,such as,prosecutions for ML and associated predicateermfes The
investigatioms intothesdntelligencereports by LEAsevealedhat theravas insufficient evidere

to considercriminal chargs againsthe persons listedn the report due to factors such ase
suspecbeinga foreign nationalvho isnot present in the jurisdictioand thethreshold obeyond
reasonable doub$ not met. Severdhvestigationsnto these intelligence reporgse ongoing

with onecase considered for confiscation utilising the civil recovery regiusideof thewritten
feedback that is provided by LEAs1d competent aubhities on the usefulness of the repqrts
there is no evidenc® demonstratany active discussions and meetings between the different
LEAs and therIA on ways of advancing the relevant caaedtoensse t hat t he FI Ab6s
supports their operatiahneeds

185. TheTCl authoritiesattributes the low ratio afisseminatioa(22)in comparisorio number

of S (ER)eseived t&STRs/SARN0t meetingthethreshold (reasonable grounds to suspect
ML or that an associated predicate offencedhaccurred. Another reason for the lack of
dissemination includes; findings dfie person(s) in the report following analysis waret
involved in criminal activities andan be attributed tdefensive reportingdlthough the FIA has
created guidance in the identifiaati of STRS/SARs, the deficiencies in the STRs/SARs are
evidence of the need for more guidance and feedback to reporting entities on identifying and
reporting quality STRs/SARs wdh will lead to more quality dissemination.

186. Fraudrepresentsne the main spectedpredicateoffences thatvasidentified by the FIA
based on their analysif STRs/SARs and wa®mllowed bythe offence oML (see Table 3.8
below). This finding is alignedwith that of the NRA as threats that affects the jurisdiction.
However, onlyonedissemination had a direct nexus to drug traffickimigh nonehaving a direct
nexus to corruption, despite these being identified in the NRAbgirebme ofthe authorities
during the orsite visit respectively as being high risk for ML. The assessteamtherefore
believes that there is a likelihood tipabceeds from these offences are not identified and reported
by the reporting entities or other meam® employed byriminals to launder their criminal
proceeds from these offences

Table 3.9.Suspected activities related to Intelligence report disseminated.

Entity/ Suspected Activities | 2014 | 2015] 2016 2017] Total
LEAs
Concealing Criminal property - - - 1
Currency smuggling - - - 1
Drug Trafficking 1 -
Forged Currency - -
Forgery
Fraud
Immigration related
Lotto Scamming
Mail Fraud
Money Laundering
Sale of criminaproceeds
Uttering false notes -
LGAs
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Fraud - 1 - - 1
Contribution fraud 1 - - - 1
Total 6 8 5 3 22

187. The table below shows the competent authorities to which the FIA has disseminated its
intelligence reportThe LEAs that received disseminations were the FCU, Immigration and SIPT.

The FCU being the premier investigative agerayML and other associated predicate offences

that are financial in natuneceived73% of thereports, withthe SIPT whaeceived oe report.
The FSC and the NIB were the only 2 LGlhat receivedlisseminations. Dissemination to the
different LEAs, espaally the FCU continues to fluctuate. Atlissemination$or the respective
yearsremainin single digits and is not reflective ofne ML/TF risk and context that is as
associated with the jurisdiction ather similar IFCs.The assessment teatyelievesthat the

minimal disseminationfrom the FIA to these agenciean beattributed to factorsuch aghe

lack of resources at the digad of the FIA to conduaine of itscorefunctions énalysi$ and the
lack of quality reports from the reporting entities.

Table 311 Results of intelligence reports disseminated by the FIA tGompetent Authorities.

Competent Authority | 2014 | 2015 | 2016 | 2017 | Total
Immigration 1 1 1 - 3
RTCIPRFCU 3 6 4 3 16

SIPT 1 - - - 1
FSC - 1 - - 1
TCI-NIB 1 - - - 1
Total 6 8 5 3 22

*Calendar Year: $January to 3 December

Table 310. Intelligence Reports sent by FIA to LEAs and LGAs

Entities No. of Reports | Investigations | Arrest | Prosecution | Conviction | Confiscation
FCU 16 13 - - - 1
FSC 1 - - - - -
Immigration 3 1 - - - B
NIB 1 - - - - -
Total 19 14 0 0 0 1

188. Theinformation presented demonstrates that LEAs and competent authorities who were
therecipientof the intelligence reports received by the FIA has nliatited use of such reports.
In the absece of any other factors, the assessment team findings ba#ieeliaformation on the
table shows theF | A @nalysis does notonsistently support their operationalneed. The
assessment team therefore believes that thereneea forcontinuoustraining, dialogue and
sensitisatiorbetweerthe FIA and the agencies thaceived its intelligencproducts, as there is

very little evidenceo f
for competent authorities who receivedititelligence products from the FIA to provide feedback

t his.

The

assessment

t eamobds

i

ndi

in all instances, written or orally on the quality of the products they receive from the FIA in an
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effort to have the FIA strengthen its analysis should any deficiencies be identified. The case below
il lustrates the FIAG6s analfyghe FGUJ supporting the

BOX No. 3.3. Case Example FIA analysis supporting operational needs of competen
authorities.

The FCU following the dissemination of an intelligence report from the FIA in July,2fdnducted
investigations into Mr. Xoé6s financi al af f ai
convicted drug dealer in another jurisdiction with legitimate sources of income. The investigat
revealed that Mr. X formed a regésed company in TCI and between 2010 to 2013 conducted s¢
wire-transfers into the TCI financial institutions. These monies were suspected be proceeds from
X unlawful conduct.

The FCU obtained a production order in accordance with the PO@Qeamed same on the financ
institution with the intention of obtaining Mr. X financial records. The information provided as a
of the production orders showeduat Mr. X was the owner of real and personal property to the val
USD 1 million. The FCU and other competent authorities engaged the jurisdiction in which Mr.

convicted informing them of the discovery of assets. A restraint Order was subseaiaitied in
relation to the properties. An application for civil recovery is iniitalfstage with a view of forfeiting
the properties through the civil forfeiture mechanism.

(c) Strategic Analysis

189. The FIA has demonstrated that it is conducting stratewilysis, as evidenced in its annual

reports whichare published on its official websitandeasilyaccessibldy all reporting entities.

In these reportdrends and typologies are identifiéithe strategic analysis conducted shows that

fraud seems to be constant and persistent problem each year during the assessment period for
both thereporting and investigating agencies. In its 28MmualReport the FIA lamented that
\otwithstanding warnings to reporting entities to implement the necessary safegegarding
instructions for wire transfers received via email and to use alternatigods to correspond

with their customers/clients in order to confirm the instructions that they receive, some entities
continue to submit to such instructions withoahsulting with their customers/clients. This may

cause reputational damage and losghe entit The foregoingsuggests thahere is a level of
miscommunication between the FIA and the relevant reporting entities or that the reporting
entitiesareflgr antly di sregarding the FHéewr,tlhedaatl ysi s
that the FIA indicated that it specifically issued warnings to the reporting entities in question
indicate that the entities are ignoring the F

Table 3.12.Strategic Analysis

Year | Amount Nature To whom Disseminated
2014 1 Wire transfer frad through email compromise. Public (FIA website)
2015 1 Fraud and Scam Competent Authorities
2016 - - -
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2017 2 Report identifying reporting trends of entities in Competent Authorities
comparison to previous quarters.
2018 4 Trends identified in compison with previous quarter§  Public & Competent
and cash advance schemes Authorities

190. The table above shows that during the period under consideration a tigthtaftrategic

analysis projects consisting largely of ML trends and typologies withinutiediction were

undertaken by the FIACI. Whilst some of these reports were made available to the general
public via publicationlisheldeohRh|l Abhe &hAdas| wetd
disseminated directly to competent authorities, idiclg the RTCIPF, Attorney General
Chambers, Customs and the FSC. Whilst some competent authorities acknowledged that the
information provided in the strategic aysi was useful, there is no information provided in the
feedback as to how these productgprted their operational needs.

3.1.5.Cooperation and exchange of information/financial intelligence

191. The FIA has signed MOUswith the following LGAs:NIB, FSC, IC, Land Division,
Customs Department, Business Licencing Unit, Revenue and Control Depaithema@reno
barriers that preverthe sharing of information and financial intelligenoetween competent
authorities despite the only recent sigis of MOUsNevertheless, there appears to be a lack of
coordination among the agencies involved with invesiigs of ML and associated predicate
offence as it relates to bringinigivestigations to a successful outcofgee 107).

192. While there have beenmultiple informd discussions by the FIA and their police
courterparts on the importanceof FIAG disseminaions, as well asan MOU with the RTCIPF,
thefindingsof theassessmenteam ardhatthere isaneedfor formalisedmedingswhere possible
amongtheLEAs andthe FIA to discuss andadvance caesandnot sdely placing relianceonthe
feedback form.

193. TheFIA creates a secure communication environment through the establishment of SPOCs
which the FIA staff communicates with LEAs and LGAs mainly via eroailnonsensitive

matters Sensitive information is secured via password protected documents and thé emai
platform uses encrypt ioffieisequippedomtinthe relevasgdurdy. The
arrangements in place for receiving, storing, exchanging and accessing inforanadics

consideredo be adequate.

Overall conclusions on 10.6

194. The TCl is rated as having a moderate level of effectiveness for 10.6.
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Immediate Outcome 7 (ML investigation and prosecution)

3.1.6.ML identification andinvestigation

195. ML activities identifiedjnvestigated and prosecuted in the TCI are not consistent with the
c o u n tthrests) ssk profile, and national AML/CFT polici¢see Chapter 2- 10.1). The
foregoing statement is based on the findings of the amsesseam and reflected throughout this
section of the reportiNevertheless, LEAs have demonstrated that they aestigating and
prosecuting ML offencet® some exteniThe information provided by the jurisdiction shows that
there have been minimal instggations and prosecutions for Mictivitiesin the TCI during the
period under revieysee Table 3.9).

196. TheFCU, adepartment within the RTCIPF is the unit that is tasked with the responsibility
of investigatingall types offinancial acimes ML and TF. The Unit isalso charged with the
responsibility ofconducting some level of parallel finandiavestigationgo identify possible ML
offences and trace and identify assets following the commission efssociated predicate
offences. The othénvestigaive authorities and agencies thed responsible fahe identification

of potential ML casess a result of theirperationsare the FIA, IC, Customs, Immigraticand
departmentsvithin the RTCIPFsuch as th€riminal Investigation Departmeriaving identified
potential cases of Mithat may have resulted from their investigation iassociated predicate
offences these agencies are required to refesecasesto the FCU for furtheinvestigations.
However,there is no documenteequiremerg and procedures such as departmental orders or
MOUs for suchand this is only being done on-adc basis.

197. Further, the=CU daes not have a formal policy for the prioritisatiofhML investigations

based orfactors such asisk. Moreover there is nostardard procedures for monitoring the
progress of ML investigationsnd process in place to guide the officers at the FCU to cbndu
investigations based on risk and complexity of ML cases. Nevertheless, the Unit has implemented
a @Financial Investigation Plabwhich is used by investigators within the department on a case
by case base to evaluate the cases. The assessment tearmdsrtimeeauthorities for the
implementation of such plan as it does providenkestigatorand the Head of Departmenith
guidance on thenanagement of case@scluding strategic and operational objectives, resources
available and the structure of thevéstigation.

198. Upon receipt of report by the FCU, a reviewfisst undertaken to determine the urgency
of the matter The outome ofthis review is then utilised tguide the investigative process that
follows. Despite the TCI being an IR@here the likelihood that complex ML cases may ogcur
therewasonly onereported complex Mlprosecution during thperiod under review.

199. The FCU has a staff 08 persons who are tasked with conducting all investigatfcen
financial natureand ML offencesThe staffing includesa senior police officer who is responsible
for the overall supervision of the departmamid who has an extensive kgmund and has
received training in financial crimes investigation. Staff of the FCU has been exposed to some
level of ML investigations traininglsee Table 3.13 belovgnd has developed some level of
expertise due to their years of experience withinapency in conducting ML investigation.
Nevertheless, th€CU is insufficiently staffedlacks the relevant resources and is\@ed of
continuous trainingo effectively conduct its function$he lack of resources is clearly identified

in a review of onef the samples frora completedrinancial Investigation Plann this review

the department personneldicated ¢he organisatn lacks resources, however, will be in a
position to manage the investigatimakinginto consideratiofiactors ofrisk and context of the
TCI, the assessmetgam believeshatthe resources (i.e. technical and human) provided to the
premier agency t&ed with the identification and investigatioof ML offences in the TCI is
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insufficient and hampers the effectiveness of the agency to conduct its functions. This is further
compounded by the limited continuous training in the area of ML investigations

Table 3.13 Training attended by FCU Staff for the period 20142018.

Date Name of Training Agency/Location
12-14 November, Caribbean Gaming Forum (Improving Miami, United States of
2014 Compliance, Regulation and Cooperation) America
24-25 March, 2015 AML/CFT Compliance Conference CFATF, TCI
8-10 September, Civil Forfeiture Workshop Foreign and

2015

Commonwealth Office

6-8 October, 2015

Encase Computer Forensic 1

Guidance Software

24-26 February,2016

Civil Forfeiture Workshop

Foreign and
Commonwealth Ofte

17-18 March, 2016

Fraud Prevention Workshop

US Embassy, TCI

18-19 April, 2016

Senior investigators Development Course

Not provided

25 May 2016

Anti-Corruption Workshop

Miami

9-20 January 2017

Financial Investigation Course

RSSARU, Barbados

24-28 April,2017

Asset Recovery and Confiscation

RSSARU, Barbados

November Standards Training Course CFATF, TCI
December 2017
3-5 April,2018 Asset Recovery Training TCI Authorities
July-August 2018 Specialist Fraudhvestigation UK
September, 2018 Specialst Fraud Investigation UK

200. The information presented on the table above shows that a total of 14 training courses were
attended by staff at the FCU during the period 220#8. Although these trainings are of
relevance to the work of the FCU, very few Bpf the integral work of identification and
investigations of ML. The authorities must nevertheless be commended for the continuous
development of the FCU, despite the need for more training.

201. ML investigatiors and activities in the TCI atgpically idertified and triggered by various
mechanisms including proactive and reactive measures such as, intelligence reports and
investigations into complaints of predicate offences that may lead to a parallel financial
investigation

202. The largest and most complex LMinvestigation and prosecution in the TCI was
nevertheless identified and triggered as a result of a Commission of InquirydinT2@Xerms of
reference for that commission includes, to inquire whether its information that corruption or other
serious degations of dishonesty in relation to past and elected members of the House of Assembly
may have taken place and to submit itdigni@ary findings and recommendations. Following the
conclusion of this Commission of Inquiry and the submission of thenfysgdia Special Prosecutor

and subsequently the SIPT was appointed by the Governor to conduct the necessary investigations.
The mis#n of the SIPT was to investigate, prosecute and recover the proceeds of crime through
criminal and civil measures. The SIRBnsist mainly of investigators and prosecutors from
outside of the TCI with the relevant skills and expertise in investigatianaging and
prosecuting the case but is supported financially by the Government of the TCI.
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203. Theintelligence reports dissénated bythe FIAwhich arederived fromthe operational
analysis of STRs/SARareused ashe main ML indicatorso elicit suspicon andin turntrigger

an investigationFrom the early orset on a ML investigation by the FCU, the ODPP is contacted
and cmsulted to provide guidance and support taithestigation Should there be sufficiency

of evidenceo prove the crime, beyoralreasonable doubt, the ODPP would make the necessary
recommendation on the charges that should be preferred against &ot. $hiejassessment team
applauds thé&CU and the ODPP for having such structured and proactive appkb@ckver,

the resultsgenaated from this approachthus far has resultedery little results and not
commensurate with the ML risk identified in the AR

204. In conducting its investigation into ML and other associated predicate offéatese of

a financial naturethe FCUutilised traditional methods of policing such as obtaining search
warrants and obtaining statemenitsalso relies on requesting formation from the FIA and
obtaining of investigative orders such as production orders as provide for ROGD The
information povided shows that a total of 10 production orders were obtained by the FCU during
the period under revieygee Table 3.14 hmw).

205. Despite demonstrating that the FCU is conducting investigations into ML offences in light
of its limited resources, the assement team finding suggest that the department is not
aggressively pursuing ML cases, taking into consideration the riséoemelxt of the jurisdiction.

This finding is arrived at due to thminimal requestdor information by the FCU as the major
investgator of financial crimegsee 10.6) and the limited number of investigative ordéreese

lack of investigatory orders amdquests for financial information also has a cascading effect on
10.8 which shows that LEAs are not aggressively targeting amtifging assets for confiscation

Table 3.14. Production Orders

Year Amount Offence Local/Foreign MLAT/LoR
offence
2014 2 Theft & ML Both No
2016 1 Fraud Local No
2017 4 Cash Smuggling, Both Yes (Outgoing MLAT in two
Fraud and ML cases)
2018 3 Fraud & ML Both Yes (Incoming MLAT in one
case)
Total 10

206. The 10 production orders obtained by the LEAs relates priynarilhe offences of fraud

and ML. The information presented and reviewed by the assessment team showed that thirty
percent of the orders obtained had a nexus to foreign predicate offences)esitiplicableto an
incoming MLAT. The information shows th#ne number of production orders obtained continues

to fluctuate, with 2017 representing the year when most of the orders were obtained. Whilst it is
commendable that LEA are utilising this @stigative measure as a tool to investigate ML and
other assdated predicate offences, the number of orders obtained thus far is minimal, taking into
consideration the risk and context of the jurisdiction.
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3.1.7.Parallel Financial Investigations

207. Although thereare no documented procedures for the conducting of paradhaintial
investigation, the evidence presented to the assessment team shows itnaddgatiors in the

TCI are also identified anttiggeredby the conducting oparallel financial investigan. For
example, when a department within the RTCIPF invat#sg serious offences such as drug
trafficking, fraud, robberor theft thatgivesriseto thesuspicion ofa potentiaML offence the

case is referred to the FCU. The case is referred soamtide the FCU to conduatparallel
financial investigationo determine whether a ML offence was committed, or assets can be traced
and identified'see. 108). Despite the presentation of evidence to demonstrate the foregoing, this
procedure in place iad hocand is hot communicated to all tagencies withithe RTCIPF and

to all competent authorities engaged in the investigation of predicate offences. It therefore means
that the likelihood exists thathere are instances wheaepredicate offencemay have been
committed and no parallel financial investigatimesiducted including cases that are high risk

for ML such as drug traffickings is evidenced from the table below.

208. The case below demonstrates excellent {aggncy coordination between LEAsda
parallel financial investigations that resulted in the weizof cash for possible confiscation
proceedings.

BOX No. 34 Parallel Financial Investigation.

In 2017, the Customs Department intercepted a suspected package, where they informed the Drug Squad. A search
conducted of the package and a quantity aifcatics discovered. The suspect was detained, and the matter was also
referred to the FCU to condt parallel financial investigation. The Drug Squad and the FCU executed a search warran

at the home of the suspect where another quantity of narcoticisgasered along with USDP,000in cash. During the

search a quantity of documents which were afarial value to the case was also discovered and seized by the officers.

The suspect was formally charged for several offences under Drugs and Customicesdibe FCU formally made
an application before the Court to forfeit the cash in accordancethvetROCO following its financial investigations.
This application and the substantive matters are currently before the Court

209. TheTCIl has recorded ttal of 666 prosecutions fodifferent types of associatgdedicate
offencedduring the review periofsee Table 3.15 below)ith approximately 48% relating drug
offencesand is in keeping with the risk of drug trafficking that is identified in the NRiAe
remaining52% of prosecuted offences represeasitger potential proceeds generating offences
including corruption. Neverthelesthere wereonly 28 ML investigations initiated with the
majority being fronthe intelligenceeports from the FIAFurther, bhere are very limited requests
for financial irtelligence and relevant information to conduct investigation or to identify, trace
and confiscate assets. The foregoing shows that very little attention is given to conducting parallel
financial investigationswith the intention of identifying potential Mhctivities or to identify,
trace and confiscate assdimwever, should the recently implemented policy by the ODPP be
utilised effectively, the possibility exist that more parallel financial investigatioitls be
conducted

210. Although there may be seveffaktors that are unknown to the assessment team for such
low number of ML investigationderiving from parallel financiahvestigations, the assessment
team believethatthis can be attributed thelack of resourcesit the FCUand therecentnessf

the ODPP policyAlthough the authorities indicated that these predicate offences involved minor
financial gains, there is no evidence to substantiate this inform&tiother, there is no evidence
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that LEAs wio are responsible for conducting investigatiimns predicate offences outside of the
FCU are aware of the importance of conducting parfitiahcialinvestigations as there has been

no sensitisation or training afforded to these agentiesrefore, thge agencieare not referring
cases or informig the FCU at the earliest stage of an investigation into the predicate so that
parallel financial investigations can be initiateBased on the statistics presented there was
significant potential for the itiation of more parallel financial investigati® by the LEAS
involved.

Table 315. Court statistics for the period 2014 to March 2018 of completed matters

Type of offence 2014 | 2015 | 2016 | 2017 | 2018 | Total
Murder /attempted 5 4 2 3 - 14
Firearm Related 18 14 13 22 5 72
Burglary 23 57 36 30 - 146
Theft 3 24 19 21 12 79
Drug Related 47 82 77 78 30 314
Robbery/attempted 9 4 6 5 4 28
Corruption 1 8 - 4 - 13
TOTAL 106 193 153 163 51 666

211. The ODPPhavingrecognised theveaknessem the investigation sysm andrecognising
that law enforcement officers outside of the FQ@re solely focusing on completing
investigations intgoredicate offenceand submittingcasefiles to the ODPRasthey arenot
trained to identify ML offencesimplemented a policy diotive toremedythis deficiency This
policy directive wadssued to all prosecutormandatingthat all files received from LEAs for
review and direction, shoulclyeviewed to determine whether there is a componerftrarzial
crime, such as ML ando ensure thatheckswere conducted to identify assets fpptential
confiscation. The directive alspandatedhatsuchfiles arerequiredto be copied and sent to the
FCU. Although this approach is commendable and encourdgegbolicy took effect frompril
2018, just prio to the on-site visit, therefore, very limited outcomes were seen from the
implementation of the poligywith only 1file submittedto the FCU forML investigatios and
identification of potential assets.

212. ThelC isthebody tasked withhe investigation fothe predicate offence aforruptionand

the ML componenteferredto the FCU The staffing of the agency includes police officers who

are responsible for conducting the investigatittmwyever, neither agencies havd@umented

policy to facilitate this proces€asednvolving corruption are forwarded directly to the ODPP

who can refer such cases to the FCU to conduct a financial investigation. The IC has disseminated
2 cases to the FCU to conduct both investigatiotes the allegeredicate and ML offences.
Although corruption is perceived as being higgk for ML in the jurisdiction, the NRA did not
consider corruptior{see Chapter 2 10. 1). Thefindings of the assessment team relative to
corruption are basethdeedback receivkfrom competent authorities, primarily LEAs.

213. Although corruption is considered to be higgk and has the propensity to generate
significant amount of criminal proceeds, the IC is staffed by Brihwestigators and therefore

severdy understaffed tceffectively execute its mandat€he staff of the IC have attended a
training event relative to AML/CFT in 2016 atide CFATF PreAssessmentraining that was

held in October 2017 in preparation of thesite visit. There is no indicatn that the invegjators

at the IC are exposed or have attended any training that are pertinent to their functions. The table
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below represents the number of complaints received, investigations commenced, enquiries
conducted, and prosecution obtained ey ItD.

Table 316. Activities undertaken by the IC.

Year Number of Number of Enquiries Prosecutions
Complaints investigations conducted
commenced

2014 30 15 3 2

2015 30 10 3 3

2016 40 5 3 3

2017 45 14 4 6
2018 (up to on 52 17 6 6

site visit
Total 197 61 19 20

214. Thetable above shows that the IC continues to do more with the limited resources at its
disposal. Although the number of prosecutions in comparison the number of complaints received
and investigations conducted is significantly low, prosecutions for casngantinue taise over

the yearsThe assessment team nevertheless understands that not all complaints will result in a
prosecution The information also shows that the number of complaints and investigations
continue to increase and correlates with i@rmation given to the assessment team that
corruption represents a risk to the jurisdiction. The information presented to the asséssment
justify the need to strengthen the IC to address the growing complaints it received annually.
Despite the workindertaken by the IC with its limited resources, the information demonstrate that
not enough cases are being referred to the FCU by the IC as only 2 of 197 cases received have
been forwarded thus fadespite the fadhat corruption has the propensitygmerate significant
amount of proceeds.

215. The information shows that there amspproximately 20 active nvestigationsand
approximately52 complaints with 31 corresponding investigations for the year 2017 that were
being undertaken by thkC. The IC hasno formal prioritisation policy for the allocation of
investigationson the basis of risk and/or public interest, é¢towever, tle allocation of files to
investigators are at the discretion of the Director argkigerallybased on criteria such,dbe
nature and urgency of the case, potential threat and whether there is risk of losing evidence.

216. Priority is sometimes given to a caze the basis of the individual or organisation that is
subnitting the report. For example a report from apolitician or othe prominent person.
Nevertheless, i not cleaas tohow these criteria are cumulatively considered for prioritisation.
There is also no clear and structured case management gfavdassstigations within the I1C

217. Overall, LEAs lack the capacity toffectively pursue ML investigationsncluding
complex casedue to the staffing limitations, lack of training and resources that are available at
their disposal. Specialists, such fasensic accountantsvho can render assistance to LEAS,
specifically the FCU are not availablt® ensure that investigations are conducted in an efficient
and proper mannerhe training and expertise available to LEAs needs to be bolstered, especially
in complex ML cases that may involve voluminous material with multiple $eslaundering.
Despite the challenges that exist within the systemQiePhas demonstratedsiwillingness

to play an integral role in the advancement of ML matterd hasdeen involved at the earliest
stage otheinvestigaion to render guidancentil the conclusion of the matter (whether the matter
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was prosecuted or notBesides the provisionf guidance, the ODPRdvisedon the possible
chargedo be laid based ae evidenc®btained.

218. Uponreferrals of casew the FCU the investigatorsvill investigateboth predicate and

ML matters. However, if for some reason a matter is referred tdrithiéo proceed with any other
proceedings under POCO, the FCU would closely work with the referring department to advance
that proceedingRegardng theseparallel investigationghereis structured approach between the
FCU and the referring agency to mage and progress the investigatiddswever, no evidence

was provided to demonstrate such.

219. As reflected ormable3.17 below, te FCU initiated a total &8 ML investigations25 of

which had input from the FIALO of which have resulted prosecution®f natural persond.0 of

the 28 investigationsthat were initiatedwere discontinued, while 8 matters remain ongoing.
These 10matters were discontinued a result of a lack of evidence or due to the insignificant
nature of the criminal property involdd¢o proceed with ML charge&n exampleof one such

case the criminal propertyconstituted old computerthe matter was referred to tH@DPP for
advice,who indicated that there was not sufficient evidence to proceed to trial with th&loase
assessment team considers that the competent authorities are more reactive in conducting ML
investigations and are not actively targeting legal persons who amecsegf ML or complex

ML schemes during the course of investigations.

Table 317. ML Statistics 2014March 2018.

Year No. of Number of Type of Investigation | Investigation
Investigations Prosecutiors Case Pending closed

2014 11 1 - 2 3
2015 7 8 Standaloe 1 4
2016 2 1 Standalone
2017 2 - Third party/ 4 9

Proceeds

from foreign

predicate

offences
Jan 1 6 1 - 2 3

Sept 21,

2018
Total 28 11 9 19

220. The information presented on the table shows that the FCU conducted a &8aVibf
investigations,11 of which resulted improsecutionsMost of the cases relate stasmdne ML
offences and the remainiriyconnected to thirgharty ML and suspected ML activity that had
occurred in the jurisdiction from theuspected commission of a foreign predicate o#efitie
information presented to the assessment team shows th&Cideconducted most athe
investigationsin 2014, with the figures continuously declining between 2015 and 2017. The
information presented shows that despite the smathberof investigatons the agency has
recorded a 55% prosecutorial rate. Despiteavie ofinvestigationdeing undertaken and cases
being prosecuted in the TCI, the information presented demonstrates that ML identification,
investigations angrosecutionsare not commensate with the ML risk associated with the
jurisdiction and the fidings in the NRA. This deficiency may be due to the lack of resources and
continuous traininghat is available to the FCU.
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3.1.8.Consistency of ML investigations and prosecutions with threats aisk profile,
and national AML policies

221. TheODPPis the competerduthority that is charged with the responsibility of prosecuting

all criminal offences, including ML in the TCIl. The department is staffed by a team of 10
prosecutors including a Directand a Deputy. The ODPP views ML as a serious offelncan

effort to ensure that ML offences are properly identified, investigated and prosecuted, a written
policy by the ODPRvas implemented just prior to the-site visit. To further demonstrate its
conmmitment, the policynandated that 2 of its most senior prosecutoct)ding the Deputy DPP,

be assigned to ML cases. This policy, like several others related to ML within the ODPP were
implemented just prior to the esite visit and has not resulted imyatangible outcomes.
Nevertheless, the effort is commendable dralikl generate more outcomes should it be properly
followed. The staff at the ODPP has undergone several training courses, including 1 on
AML / CMdckt r6i al s 6 r el at iucted. There iddlerthelesa neadlfos morec o n d
detail and continuousaining in the area of prosecuting ML cases, especially those that may be
complex in nature.

222. The types of ML actitiesinvestigated and prosecuted in the TCI are not consistent with
theomuntrybés threats, ri sk pr(seéhdpter2|Oalam Tablat i on al
3.17). The assessmeiit e a mndlisg is based onthe limited number of invegfations and
prosecutiongonducted and obtainédr the different types d¥iL activitiesin the TCI during the

period under revieWsee figures in Table B7) which is notcommensurate with the ML/TF risk
assessment conducted by the jurisdictieurther, he TClis geographically close to the BS$

The Bahamas, Haiti, Jamaica and the Dvoan Republic and its archipelagic nature makes the

Islands accessible by sea and air and susceptible to all types of illegal atinlitding the

movement of criminal proceeds, with no investigations and prosecution for ML that have a nexus

to these dtivities.

223. TCl1 6s NRA explicitly states that the greate
committed internationally, with the funds deriving from these offences flowing through or
remaining in the countrydowever there has been no proséons for ML offences that are linked

to foreign predicates during the review period. THeas been onli conviction of ML offence

in the TCI that involve$oreign predicatebut this convictioroccurredprior to 2014(outside of

the period under reviewNevertheless, some effodsemade by the authorities primarily the FIA

to share the information with their foreign counterparts when the proceeds of crime are suspected

to have beemwlerived from criminal conduct abroad and located in the(3€3 Chafer 81 10.2).

224. The FIA has spontaneously disseminated information to their foreign counterpart including
Trinidad and Tobago, Canada and the USA relative to suspected criminal proceeds that may have
been in that island. The RTCIPF has demonstrated thimouglimited extent that some focus is

also given to foreign predicate offences and has disclosed information to their foreign counterparts
relative to proceeds located in the TCI that may have derived from criminal conduct located
abroad.

225. The case belowalthough not prosecuted in the TCI, shows that LEAs are giving some
level of focus to proceeds from foreign predicate offeim®verthelessthe investigations and
prosecutions of these types of cases are not commensurate with the identified ML ristifeedide

in the NRA and context of the jurisdictiosegé Chapter 2 10.1), where the ML threat within the

TCl is considered to be greater from international sources rather than domestic. Further, the
assessment teais not certain whether the evidenceai&l from incoming MLA requests has

been examined to determine whether any relevant intelliganeeidencenay be harvestefbr

the purpose of identifying and prosecuting ML offences linked to foreign predicates.
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BOX No. 35. Identification of proceedsfrom foreign predicate offences

Police Partnership reaps reward

An information sharing partnership between the TCI and the US Police resulted in the TCI g
receiving the sum of nearly USD 280,000 based on information that was shared by the RTdCHRH
FBI. The case involved securities fraud that was condugsyethe New York Division of the US
Embassy. The Micaseoriginated in 2001 and involved a national of the United States of Americg
was onbail for an offenceor utilising a company toammit fraud via stock. The subject was arres
by the FBI in theUnited States of America and with the assistance of their foreign counterparts
TCI were able to confirm the existence of the proceeds of crime brokerage account located in t

Source: Turks and Caicos Weekly newspafeate February 23, 2d1

226. Despite the TCI being an IFC where a significant number of legal persons and arrangements
are incorporated and operationalised, LEAs and prosecutors aggressivelydentifying and
prosecuting cases thiavolve them The lack of investigations anqutosecutions of such cases is

not commensurate with the risikdcontext of the jurisdictionThe weakness in the capacity of

LEAs and investigative authorities to propeitientify ML casesthat have a nexus foreign
predicate offence and those that aoenplex in nature or are connected to legal persons and
arrangement is a concern to the assessment team and represent a weakness in the investigative
regime.

3.1.9.Types of ML cases pursued

227. The tabk below illustrates the types of ML cases that have been andrthatrrently

before the Court. The number ML prosecutions currently before the Court amount$ fth&8
information shows that most of the charges were brought in 2014 and there hasibelarean

the amount of charges, from 10 in 2014 to 1 in 2018 reason(s) for such decline was not
communicated to the assessment team. The information presented to the team also shows that
most of the charges that were preferred against defenddatssréo possession of criminal
property and acquiring crimingroperty.

Table 318. ML Charges laid during 20147 March 2018

Type of ML offence 2014 | 2015| 2016 | 2017 | 2018
Conspiracy to launder criminal proceeds 1 - - - -
Concealing criminal property 1 1 - - -
Possession of criminal property - 3 1 - -
Conspiracy to disguise the proceeds of crime 1 - - - -
Entering into or becoming concerned in an ML arrangern| 1 - - - -
Converting or transferring the proceeds of criminal cond| 1 - - - -
Using theproceeds of crime 1 - - - -
Acquisition use otriminal property 1 - - - -
Use criminal property - - - - 1
Acquiring criminal property 3 - 1 1 -
TOTAL 10 4 2 1 1

30 The number of individuals charged has not been providedeb§ €l.
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228. There were 18 prosecutions for ML offences and these cases are still pending before the
Court. There have been at leagir6secutions of standalone offences. There are currently 5 ML
investigations and an egoing trial involving 8 defendants, whose charges include sthowk
offences and thirgharty laundering. Thus far, only natural perstiave been prosecuted for ML,
there has been no prosecution of legal persons, despite the jurisdiction being an IFC.

229. The case currently being prosecuted by the SIPT represents the single largest ML case
within the TCI. This case involves substantial vislas of financial transactions, rtiple
jurisdiction, complex financial schemes, Attorneys, PEPs and the use of legal p&tsooase
represents one of significance to the assessment team, taking into consideration contextual factors
such as the size tifie jurisdiction and its populatio The case was as a result of a Commission

of Inquiry that took place in 2009. Several higlel officials within senior levels of the past
government were charged for offences of corruption and other predicate ofiEragwvith ML.

The investigation dsted for over two years and involved more than two dozen specialist
corruption, fraud and financial investigators (including forensic, data and financial analysts). The
case also includes an extradition request. The coatplof the case resulted in antghy
investigation and prosecution.

230. The individuals in this case include a formferemierand several of his Ministers,
Attorneys at law and higprofile investors. A total of 13 persons were charged, 11 of whom are
currently facing trial for various offieces including ML. 5 of the 11 defendants facing charges are
PEPs.

231. Table 3.19 represents the number indictments for ML and other associated predicate
offences against the individuals. 11 of the charges resulting frorimweistigation are related to

ML.The assessment team believes that this case¢e
AML/CFT regime taking into consideration the defendants involved and complexity of the matter.

The TCI authorities have demonstictiat they can seek the assistaibw the UK to conduct

complex ML cases investigations and prosecutions when the jurisdiction is unable to undertake
such.

232. The assessment team gave significant amount weighting to this prosecution, taking into
consideratin the size of the TCI and its pdption along with the impact of this case on its
political, economic and AML/CFT landscape. However, the deficiencies that exist with the current
investigatory regime and highlighted throughout the different core is§u@s7ooutweighs this

case. Therefre, the assessment team gave more weight to the overall ML/TF investigation and
prosecution regime and risk and context of the jurisdiction over this single yet large and complex
case. Further, this trial emanated frosirsgle ML case for offences whidtcurred and charges

that were brought outside of the reporting periblde table below shows the types of offences
and the number of charges resulting from this case.

Table 3.19. Prosecution resulting from the SIPT ML ad associated predicate offence cas

Name of Offence Counts
Conspiracy to receive bribes 1
Conspiracy to defraud
Conspiracy to disguise the proceeds of crime (ML offence)
Conspiracy to conceal or transfer for the proceeds of crime (ML offe
Entering into or becomingoncern with a ML arrangement (ML offenc

NW|lFR|>
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Converting and transferring the proceeds of crime (ML offence 3
Acquiring the proceeds of crime (ML offence) 1

Using the proceeds of crime (ML offence) 1
Conspiracy to pervert theuarse of justice. 1

Total 17

3.1.10.Effectiveness, proportionality and dissuasiveness of sanctions

233. The criminal penalties for ML ranges from a-yidar term of imprisonmerand an
unlimited fineas outlined in the POC@eeR 3 - TC Annex)Sanctions for ML adtities, just like

any other criminal offences are at the discretion of jtitkciary who is required to follow
sentencing guidelines. Thesmgencing guidelines are based loose developed by the Courts in

the UK Some of the factors taken into consat@n by the Courtluring sentencingncludes
seriousness of the crime, previous records, mitigating factors presented to the court, age of the
defendant and guiltgleas In addition to imprisonment and fingbeCourtalsohasthe option of
compensatiowhen victims are involved hedata provided byhe ODPP and the judiciary shows

that there were no repeat offenders for ML offences and therefore suggest that the sentences
applied by the Courhay have beedissiasive.

234. The Table belovshows that the @&rage sentence imposbky the Court for ML offences
ranged from dine or a term of imprisonment not exceedit®ymonths.For first time offenders

in the TCI, they are rarelgentenced to a term of imprisonmanid rormally given a financial
penalty. Failve to comply with such financial penalty within the specific timeline, would result
in default sentence.

Table 320. Penalties imposed for ML Offences between the Period 2t3March 2018.

Type of Offences Uptolyear | 1-3years | 3-5years | 5-7 years

Conceals, disguise, convert, transfer 6 - - -
remove criminal property
Acquiring, Use, Possession crimina 5 - - -
property

Money Laundering - - - 1
Conspiracy to Launder 1 - - -
TOTAL 12 0 0 1

235. The case example below shows the penalty that was impgdkd Gourt in the TCI for a

ML offence. The case also represents a simple ML schBamed on this case example, the

statistical dataoutlinedila bl e 3. 19 and t he Coentericisgiguidelnés] gat i
the assessment team is of the vithat sanctions applied against natural persons are also
proportionate. There were no convictions against legal persons for ML offences during the period

31 The review period is from the year 2014 up to thesive visit. TCI did not provide information which pertab the
review period.
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therefore the assessors could not commetiteaffectiveness, proportionality and dissuasiveness
reldive to legal persons.

BOX No. 3.6. Penalty for ML.Regina v Christopher Forbes

A family home was broken into by masked men and a quality of items were stolen including a Rolex wéfedand
The matter was reported, and the police conducted theistigaéon that led the arrest and questioning. The suspect
under caution indicated that he purchased the watch and the iPad but had sold same in The Bahamas at a carjlwash h
travelled trere for vacation. The suspect was charged for the ML offencessségsion of criminal property and was
found guilty. The Court imposed a penalty of USD 5,000 with a default imprisonment. The accused failed to pay the fir
and was sentenced to a term @0 ays imprisonment.

3.1.11.Use of alternative measures

236. Measures suchsaivil recoveryandcashforfeitureare available to competent authorities
when it is not possible to obtain a prosecution and conviction for ML offences due to insufficient
evidence. Comgentauthorities havalsoindicated that it is more effective pwefer charges for
predicate offenceson the basis ofthe evidence presented and the likelihood of a successful
prosecutionFor example adefendantvascharged with using criminal propgrand theft.The

case was considered for possible ML, howevetloang a thorough review of the evidence
taking into consideration case law in the UK on similar cases and the UK Crown Prosecution
Service Guidelines the authorities deemed it was nougnt to prosecute for Midue to
insufficient evidence to prove sl case.

237. Competent authorities have utilised civil recovery proceedisggs 0. 8where it is not
possible to prosecutaffendersfor ML. In onespecific case it was not possible to prosecute the
offender for ML in the TCI as he was, serving a sentendganada for similar offences. The
matter was referred to the AGC who is the civil recovery authdsdged on the belief that the
assets reprents proceeds of crim&his mattewasinstitutedin 2018 and is ongoing. A parcel

of land and funds in a bardccount was restrained in 2018, as a first step in the proceedings.
Similar proceedings such as civil recovery was also conducted by the TGliteestprior to the
period under review (2013) and 1 case in January 2014 in the amount of USD 100,00€d00 bas
on investigations resulting from the Commission of Inquiry.

Overall conclusions on 10.7

238. The TCI has achieved dow level of effectiveness forO.7.
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Immediate Outcome 8 (Confiscation)

3.1.12.Confiscation of proceeds, instrumentalities and property of equinalalue as
a policy objective

239. Thepolicy documentlated April16", 2018and implemented bthe ODPHSs also meant
to ensure that assatspresentinghe proceeds of crime or property ajrrespondingralue are
identified and traced for the purpose of fiscation Although the action of drafting and
implementing the policy is commendable, thesre no outcomesom this document as at the
completion of the osite visit. LEAs, the ODPP and the AGC, are the nagiencies responsible
for identification andherecovery of the suspected proceeds of crifiliese competent authorities
are guided by the provision within éhPOCO relative to confiscating the proceeds,
instrumentalities and property of equivalent vahauding through civil recovery proceedings

240. The legal framework angrocedures taestrain, freeze, detaiand confiscae criminal
proceeds aradequately provided for under the PO&@eR 4 and R.32 TC Anney and is very

robust in naturel he law provides foconfiscation and civil recoverydersto be made in relation

to the proceeds of crime, instrumentalities and property of equivalenevalthe provisions
representhefundamentapillarsthat are necessafgr confiscation. The use efvil recoveryalso
represents an excellent altetima for competent authorities in cases where there is an
insufficiency of evidence for a criminal praeging orin circumstances whergefendant was
acquittedand there is reasonable ground to suspect that the property was derived from criminal
conduct.

241. For the purpose of this report, civil recovery is included in the definition of confiscation.
Despitethe legal frameworkbeingrobust, competent authorities are not effectively utilising the
legislation to recover the proceeds of crimes or property d¥aeunt value, and confiscatiavas

not being pursued as a policy objective. The assessment teaad atithis finding due to the
very limited confiscatiorresults. Neverthelesshe authoritiesare utilising the civil recovery
provisions to restraint thproceeds of crime, especially when requested to do so on the behalf
foreigncounterparts, which isoonmendable

3.1.13.Restraint Orders/ Freezing Orders

242. For the purpose of this report, freezing oréfeasdrestraint ordersire treated as onkn

an effort to enure that proceedsf crime and assets suspected to have derived from criminal
conductor intended focriminal activitieshat were identified are not dissipated and are available
to satisfy confiscation (postonviction) or a civil recovery order, the BRind the AGC have the
power to apply for restraint orders and freezing orders respectively. Irfcantefidentify and

trace assets that can be subject for restraint, the FCU is the major LEA tasked with this
responsibility.Although the FCUhas been mvided with some levebdf training inthe area of
asset recovery, the findings are that F@bhainedunderresourced to effectively conduct these
functions and lacks tdepth training(see Table 3.12)n confiscation and other provisional
measuresThere § very limited evidence to show that the FCU and other LEAs are aggressively
identifying and tracingissetdor confiscationThe information provided to the assessment team
shows that a total of @straintordess were applied for by competent authoritesl granted by

the Courts during the period 202018 (seeTable 3.20).Most of the restraint ordetbat were
obtained by the jurisdiction were as a result of MLA requests from their foreign counterparts.

82 FreezingOrders are applicable in cases of civil recovery whilst restraint orders are applicable in cases of confiscatio
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Table 3.21. Restraint Orders obtained by the TC

Year | Amount Types of assets | Estimated Value of Status (Active/ Discharged)
restrained assets retrained
2014 2 Unknown - -
2015 - - - -
2016 - - - -
2017 2 Unknown - -
2018 2 Cash and Propertig USD 661,777.24 Active
19.4 acres of land

and a parcel dand

Total 6

243. The information on the table shows tmainimal restraint orders were obtained by the
authorities in the TCI and the results are not consistent with the ML risk of the jurisdiction.
Further, there is no indication that the variousAls and competent authorities are proactively
engaged in the idgification of assets for confiscation, despite the willingness that is shown by
the ODPP and the AGC to make the necessary applications for restraint and confiscation orders.
The assessmengdm findings are based on the information provided that shows afidhe
restraints were based on MLA requests and intelligence received primarily from the USA and
Canada. The findings are also based on the numipgedicate offencethat have been repted

and prosecuted in the T(dee Table 3.11gand the lack oknquiries to the FIA and reporting
entities by LEAs and other authorities with the intention of obtaining financial intelligence and
relevant information to trace and identify assets thaegessary for confiscation. As a result of

the lack of identifiation and tracing of assets, both in the jurisdiction and abroad, there is very
minimal confiscation proceedings

244. In 2018, the TChuthorities furtheobtained2 orders involving 2 eparatematters. The
first was by way of a civil recovergction and wabased on intelligenceeceived by the TCI
authoritiedfrom their Canadan counterpart. The amount restrained amoutatedsD 494,531.74,
along with one parcel of land’his case is currentlpending before the CourT.he second
application was made on taf of the USauthorities and resulted in thetal amountof USD
167,245.2eingrestrained along with one parcellahd measuringptal 19.4 acresThe status
of this caseis unknown to lte assessment teamrasinformation was provided to demonstrate
that these funds were eventually confiscat€dese cases andther previouslymentioned
demonstrate the efforts of the TCI authorities to restrairfa@ifeit the proceeds of crime that are
located in the jurisdiction as a result of the commission guesisd commission of predicate
offence in another jurisdiction. Howeveas indicated previouslymost of these cases are
predicated on requests made by their foreign counterparts and nbe dragis of the TCI
authorities proactively identifying anttadng and confiscating theroceeds from foreign
predicate.

245. The case belowepresent®ne® wherebyproactive investigationsonductedby the FCU
and othercompetent authorities identified prapes in the TCl The AGC was notified and

33 The assessment team was informed that TCI authorities in 2013 obtained 2 restraints of USD 11,000)800 and
594,346 as a result of an MLA request received from the USA. However, no information was provided to demonstrate
that these funds were eveally confiscated, and both restraint orders fall outside the period under review.
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requested toestrain those properties. In this case, through the use of international cooperation,
the TCI authorities also obtained vital information from their Canadian counterparts.

BOX No. 3.7. Case example Restraint Order- Civil Recovery Case

The FCU received an intelligence report from the FIA in April 2014 in respect of Mr. X and commenced an investigation. It was
subsequently discovered that Mr. X was charged by the Canadian authorities with possessqgourpose of trafficking.

Investigatons conducted by FCU revealed that Mr. X had substantial amount of assets located in the TCI, including a company tf
was being managed on his behalf, a trust account and real estate, etc. Canadian autherititgwed of the assets located in the
jurisdiction which were suspected to derived from criminal conduct. The feedback received from the Canadian officialstiraticated
they were not interested in confiscation proceedings against Mr. X.

In September @14, the FCU wrote a report to the AGC aadommended that the assets be subject to civil recovery proceedings. An
application for a restraint order was filed before the court in accordance with the POCO and granted. The assetsmesivanhed i

(i) Trust account with the sum of USD 214,006.88 6f 2016);(ii) Debentures issued by the owner beneficially through a company
to another company in the amount of USD 100,00i); Debentures issued by the owner beneficially through a company to another
company in the amount of USD 180,525.46d (i\) Lands.

The matter is pending before the Court in the TCI.

246. A significant amount of the restraint and confiscation orders obtaimsdargely based

upon requestfrom foreign counterparts and is consistent wvifta findings in the NRA, that
proceeds from foreign predicate offences represents a threat to the jurisdiction. Nevertheless, the
amountof restraintorders that were obtained argénimal taking into consierationthe factorsof

ML risk and context. Furtihethe confiscation process is reactimenature as it largely based on
requests receive@hisconclusions based othefindings set out ifChapter & 10. 2 ofthereport

and limited requests argpontaneous sharingf informationto identify assets ybcompetent
authorities involved irthe process.

247. The total value of assets restrained as a result of the SIPT trial is unknown. Nevertheless,
monies amounting to just over USD 1.3 Million representimegpensions of individuals charged

in this case wereestrained. TCI authorities did not provide any information and evidence as to
when these amounts were restrained. Therefore, the assessment team is unsure as to whether these
amounts were restrainedréhg the period under review. Although, the amountsaweferenced

to provide some context as to the work being undertaken by the TCI to restrain assets, they were
not considered by the assessment team in arriving at the ratings for the immediate anttome

the assessment teambés findings.

248. The ODPP and the AG aretwo veryimportantcompetent authorities ithhe recovery of
suspected proceeds of crimes and properties of equivalent value mainly through the application
for the relevant orders to restraint etss All CrownCounsels withirthe AGChave benefitted

from confiscation and civil recovetyainingsin 2013 and2017respectively. Despitthe ODPP
receiving some levef AML/CFT training, theras noindication that the department has received
trainingrelative to confiscatiofi. The lack of trainindor these agencies especially the ODPP, has

the possibility to negativelynpactt h e s e a g e nto iea\iithe arbcedds of drirges.

34 Effective April 1%, 2019the ODPP benefited from arfionth Exchange Program from the Secretariat of the
Commonweal th where one Pr os ascommmenced psoviding saining imhpusdt€thed s o f f
staff in the areas of financial crimes, fraud, ML cases prosesytconfiscations, freezing orders and the recovery of

the proceeds of crime.
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3.1.14.Confiscation of proceedfom foreign and domestic predicateand process
located abroad.

(a) Confiscations from DomestiPredicates

249. TheTCI authorities haveonfiscated the sutdSD 969.0Ghat has a nexus to a domestic
predicate offencduring the review period-his forfeiture was obtained under entrol of Drug
OrdinanceProperties namely vessels waigo seized andafiscated as a result of contravention
to the Fisheries Protection Ordinance. The information presented and refletitedable below
shows a total of45 vessels andlinghieswere confiscated during the period under review.
Although the information igeferenced in the report, no information was provided by the
jurisdiction as to whether the offences that were committed are predicate to ML.

250. During the period under review, the TCI authorities obtained an enforcement order from
the Court for a parcel ¢dnd that was sold in the amount of DS575,000.00. The authorities also
received the sum of U5200,000.00 for another property that wadised. Therefore, the total
amount of assets realis&tSD 775,969.00 as a result of the commission of predicanoés
domestically

Table 322. Number of forfeitures by the Fisheries authorities

Year Total number of Items forfeited Realisable Value
Forfeitures (amounts in USD).

2014 3 Vessels Vessels not sold
2015 15 Ten14 ft boats including 18,718

COMpressors
2016 5 Vessels Items not sold
2017 22 Vessel containing eighteen 40,000

&ingybvessels.
Fifteen14 ft boats including
compressors 16,996

251. The information presentazh the table above shows that a total of 45 forfeitmesirred
under theFishelies Ordinance The amount realised frorthese forfeitures amounted to USD
75,714 and represerdasconsiderable amount under this provision.

252. The assessment team believes ket of confiscation relative to proceeds from domestic
predicate offences tue to the fact that LEAs are not identifying and tracing afslé&isving the
commission of the offences, hence the rationale for the creatgimplementation of the ODPP
policy. These findingsare based on the lack of requests for financial inteligeand relevant
information by LEAgsee 10.6)n comparison tehe number of msecutions and convictions for
domestic predicate offences. Tlimaited accessingnd use ofinancial intelligence and relevant
information therefore has a cascading effecthismimmediateoutcome.

253. A total of just over USD 14.72 million was recoveffedm individuals as a result of the
SIPT trial. Most of these monies with the exception of USD 100,000 (2014) were recovered
outside of the period under review. The total amoeptesents the work that has been taken thus
far to recover the suspected pged of criminal conduct in this case and does provide some
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contextand background as to the good work undertaken to recover criminal proceeds in.the past
However, outside athe amountecovered during the period under the review, the amount does
not haveanyimpact on thaveighting on the rating assigned to the immediate outcome.

(b) Confiscations, repatriation and sharing of proceeds derived from foreign predicates
offences

254. The TA has demonstratedsome level of commitmento identifying, restraining,
confiscating and repatriating the proceeds of crilmet may have derived from the commission
of foreign predicate offences and located in the, Ta&Efjely on the basis of requestsrfr foreign
counterpartsHowever, LEAs are not proactive in their identification assets that may have
derived from the commission of a foreign predicate offenceéhese confiscations are largely
basedon requests or information received from foreigmumterpartsTakinginto consideration
the LEAsGweaknesses identifying andtargetingML cases that may have derived from foreign
predicate offencear utilising financial intelligence and relevant informat{gee 106 and 10.7,
there is a cascadingfect on thisimmediateoutcome.

Table 323. Assets restrainedconfiscated and repatriated based on request from foreign
counterparts (amounts in USD)

Date Amount Amount Amount Jurisdiction
Restrained Confiscated Repatriated

2014 700,000 700,000 420,379.68° USA

2015 998,530.93 998,530.93 998,530.93 USA & UK

2016 - - - -

2017 - - - -

2018 167,245.20 - - USA
494, 531.74 CANADA

TOTAL 2,360,307.87 1,698,530.93 1,418,910.61

255. The table above shows that a total of just over USD 2.3 million suspediadaalerived
from the commission of foreign predicaifences wereestrained by the TCI authorities, with
approximately 71% or just over USD 1.6 million tbfat amount confiscad. The successful
conversion from restraint to confiscation is commendabid ahows that ther@are no
impediments withirthe confiscation process in the T@Il confiscation results were obtained in
a timely manner.Competentauthorities including LEAs continue to benefit from assets
confiscatedas a result ofhe assistance relered. Eightsthree percendf the assets confiscated
by the TCI authorities on behalf of foreign counterparts were repatriated and demonstrates the
viable assettgring mechanisralong with a willingness to repatriate assets, including to victims.
CanadaUSA and the UK were the jurisdictions from which these proceeds were d&esgite

the commendable actions in this gréae amount of assets identified, trdceestrained and
confiscated is not consistent with the risk profile of the country anfirifiegs of the NRA.

35The amount repatriated was less following the US Offichlring of USI279,620.32 with TCI Officials.
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256. The case examples belaepresensome of the cases where competent authorities in the
TCI assisted their foreign counterparts utilising adatrand confiscation provisions to recover
the proceeds of crime.

BOX No. 38. Case exam

In 2014, the TCI assisted their US counterparts in a matter where the defendant pled guilty to his role 914 soseme to exploit
t he c ount nthrdxattaékefar the pupdse o manipulating the stock price of a publicly traded conipardefendant had
the funds placed in a local brokerage account and the TCI authorities were able to get the funds restrained, andated rtoehar
USA. The total sum restrained was nearly USD 700,000. Asset sharing agreement between thie resuitied in USD 279,620.32
of the amount confiscated being shared with the TCI authorities.

BOX No. 39. Case example

In 2015, the US submitted an MLA requesider the Mutual Legal Assistance Treaty in relation to criminal matters between the UK
andthe USA, and which is also extended to the TCI. The TCI was successful in its application to restrain USD 998,530.P3 on t
behalf of the US Officials. A final foeiture order was made at the completion of this matter and the monies were repatriaed to th
US. The TCI authorities in this matter have proposed an asset sharing arrangement with their US counterparts whiakitvioyld res
TCI receiving part of the foefited amount. However, the request is still being processed.

(c) Confiscation of Proceeds whichave been moved to other countries

257. There are very limited circumstances where the TCI authorities have identified, and traced
proceeds of criméhatwere moved to other countries as a result of the commission of a criminal
offence in the TCI. Nevertheleshis may nohecessaril\pe as aesult of no such cases in the
jurisdiction butbased on deficiencies L E As 6 r endabilitiesanedentifying and tracing
thoseassetsThe ML and associated predicate offencasecurrently under the remitf the SIPT

did nevertheless show thogevéstigators and prosecutors taking the necessary steps to identify

and traceassets thawvere possibly locateabroad Theauthorities have indicated that because this

matter is currently before the court and due itssgrvity the measures taken to reeo and

repatriate these assets could not be disclosed but assured the assessment team that the appropriate
action is being taken.

258. A caseexample provided demonstratderethe authorities identified, and tracadsets
locatedabroad However, this caseafls outside of the period under consideration and does not

have an impaatntheweighting on the report. The case occurred in 2010rasadveda Jamaican

national prosecuted in the TCI for fraud and ML offendes.application for confiscatiorwas

madei n 2012 foll owi ng tandircludedthitisumi a#iSD &106,30.00o nv i ct
which wadocatedoutside of the jurisdiction. In this case, the TCI was made aware by the relevant
authorities that funds in relah to this matter have recently Ime&entified. Although the
confiscationhearingconcluded outside of the period under consideration, in @ @uthorities
madeanapplication to the Court to appoint a Trustee to manage and dispose of the assets.

3.1.15.Confiscation of falsely or undeclaredrossborder transaction of
currency/BNI

259. The TCI has a declarati®ystem in placéhat requiresravellersentering and leavinthe
islandsto declare any amount of cash BNIs with a value over UB 10,000 Travellersare
required to complete a customs declaration form and submit same to the customs (s&eials
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R.321 TC AnneX Despite the jurisdiction having the regime in place and identified risk of the
crossborder movement of cash in the Nigee Chapter 210.1), neither the&eustoms department

or any of the other LEAs have seized or detained any cash or BNIs that were undeclared or
suspected to represent the proceeds of crime during the rpeigvd. Customs officers have
attended 2 training coursdecusing on anti-fraud and financial crimes conferenca post
conference workshop in 2015 and a -olay workshop on TF which was subsequent to the
conducting of the omwite visit.

260. The assessment team attributies lack of seizuresand detentionsof cashand BNI by
customsand other bordesecurity agencieso the lackof training and awareness of their
AML/CFT functions. Customs officials hawesoreceived very limited training regarding the
crossborder movement of cash and BNIs and are also wmedeurced (tdmical and human) to
effectively conduct their functions.

261. There is one case that is currently engaging the authorities in the jurisdiction regarding the
suspected physical cross border movement of cash that were suspected of being smuggled into the
country and not declared. This matter is currently under investigations and the details of the
investigation are therefore not published in the repdetzertheless, this one seizure does not
negate th@otentialthreat thgurisdiction faceselative to the crosborder movement of cash and

BNIs.

262. The table below represents the declaration of cash and BNIs by passengers to Customs
Department in the TCI. The investigations into these declarations did not reveal anything of a
criminal nature ad the monies were thefore not seized.

Table 3.24. Declarations received by the FIA from the Customs Department in 20{8etween
12" February 2018- 215 September2018)

Declarations Feb-Mar April -June July-September
Inbound 4 2 -
Outbound 1 2 -
Total 5 4 -

3.1.16.Consistencyof confiscation results with ML/TF risks and national AML/CFT
policies and priorities

263. Although competent authorities have demonstrated that they are confiscating and
repatriating criminal proceeds, specificallydincumstances when a request is madedogidn
jurisdiction, the overall confiscation results as of the completion of thsitenvisit is not
commensurate aonsistent withthe u r i s diével of Mlorisk@seeChapter 2- 10.1) andits
national AML/CFT policies Further, the recently instited policy by the ODPRasnot resulted

in any tangibleoutcomes The lack of confiscation and other provisional measures, such as
restraint, may bas a result of a combination séveral factors, includingvealnessesn the

L E A abiity to properlyidentify, trace assets and lack of training and awareness in this area. As
a result of the lack of seizure of assets, there have been very limited confiscation proceedings that
were initiated by the competent authies outside ofhose that involved regetsby their foreign
counterparts.

264. Regardngassets and funds that may have a nexti§confiscation results seem to reflect
the TF riskas identified in the NRAseeChapter 2- 10. 1andChapter4 - 10. 9). However there
is aconcernthat someFls are not sufficiently trained to identify and report such offences and
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some competent authoritileeked the relevantaining to investigate such offences and confiscate
the funds or other property linked to terson.

Overall conclusions on 10.8
265. The TCI has achieved dow level of effectiveness folO. 8.
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4. TERRORI ST FI NANCI NG AND FI NANCI NG

Key Findings and Recommended Actions

Key Findings
Terrorism financing investigatiorand prosecutioi TF offence (Immediate Outcome 9)

a)

b)

c)

d)

f)

TF related targeted financial sanctions and NB@Immediate Otcome 10)

TFwas assesseaxs low in the NRA; however, the assessment did not consider that legal or illicit mo
(over the USD10,000 threshold) may be passing through the jurisdiction unknown to Custc
authorities due to a lack of a regime for making declaratibsitbound cds. This is a weakness in
the met hodol ogy to determine the jurisdictdi
There has been limited training in TF detection, investigation and prosecution for officers of the
FCU and ODPP. Customs officers have not been traindd-idetection.Accordingly, there is no
personnel in the foregoing departments with specialist trainingh TF

Whilst the detection and investigation of THist dependent on the filing ohe5TR/SAR, there is no
established or written coordinated stgit approachythe FCUto counter TF within the TCI.
Declarations of inbound and outbound cash are not forwarded to the FIA in a timely manner an
can have an effect on the timely analysis of the information and subseatissgrninationof any
information on TFd the FCU.

While there is a National Strategy and Action Ptha,investigation of TF is not integrated within these
documents.

The MOU between the BOTs allow for the exchange of experts for TF puypssEs which is a serious
crime inthe TCI falls wthin the scope of assistance that can be provided. However, though assist
can be providedthe competent authorities have not exchanged informatiaiilised the MOUwith
respect to TF.

a)
b)

c)

TCI has a robust legal framework in place to implement targeted financial sanctions related t
without delay and there have been no matches to the UN Sanctions Lists.

Fls including the banking, insurance and money transméteraware of # sanctions lists and screen
customers against those lists.

The jurisdiction has publicly known procedures for delisting. Guidance was issued to the Governo
the Fls and DNFBPs on implementing TH$wever, while guidance has been preddon how
deliging may occur, no guidance has been provided to FIs and DNFBPs on the action to be taken

there isadelisting and or revocation of designated persons and entities.

%6 Since the conclusion of the onsite visit, officers from the CustBepartment, FCUFIA and ODPP

OF

participated in the Workshop 6Basic CFT I nvestiga

November 208.
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d)

e)

f)

Proliferation financing (Immediate Outcome 11)

The mode of communication used by the jurisdiction to communicategkséind orderdo not result

in prompt transmission of designations, freezing obligations and the relevant updates.

The DNFBP sector has limited knowledge of the UN Sanctions Lists and some do not screen cust
against those lists. These sectors arénitpe value busesses and Casino. Some Fls and DNFBPs a
not aware of the steps to be taken and what measures they should implement where there is &
against the UN Sanctions Lists.

The FSC conducted a debksed review of the NPO sector whisaw churches, chaies and an
educational institution being rated as high risk. However, at the time of the, insted measures
had been taken to mitigate the TF risk associated with these NPOs.

a)

b)

c)

d)

f)

9)

Recommended Actions

Immediate Outcome 9

TCI has a robust legal fraawork in place to implement targeted financial sanctions without del
related to PF and there have been no matchi&e tON Sanctions Lists.

Fls including the banking, insurance and money transmitters are aware of the sanctions lists and
customersgainst those lists.

The jurisdiction has publicly known procedures for delisting. Guidance was issued to the Gamdrno
the FIs on implementing TFS. However, while guidance has been provided, no guidance has
provided to Fls and DNFBPs on the antio be taken when a listed person or entity has been delis
or the listing has been revoked.

The Customs Departmehts the mandate of monitoring the import and export of goods. There
been no trade between TCI and Iran or DPRK or to any persotitgranthe UN Sanctions Lists.

The mode of communication used by the jurisdiction to communicate listings and dodevsresult

in prompt transmission of designations, freezing obligations and the relevant updates.

The DNFBP sector has limited knowlexlgf the UN Sanctions Lists and some do not screen custom
against those lists. These sectors are the high valigebsss and Casino. Some Fls and DNFBPs &
not aware of the steps to be taken and what measures they should implement where thetghis &
against the UN Sanctions Lists.

MOUs have been signed between the competent authorities for the exchange dditioforand
cooperation and coordination in support of the detection, investigation, prosecution and preventi
among other things finarat crimes.

a)

The jurisdiction should assess TF factoring in data on outboastd fcom the Customs Department,
and the impact of the lack &TRs/SARsand attempted transactions reporting, to ascertain a mc
accura¢ understanding of their TF risks. This would ensure that they are applying the approp
measures commensurate witieir risks. Further, it would confirm whether lack of investigations an
prosecutions is truly in line i the low risk rating assigeto TF.

More guidance anttainingshould be provided to FIs and DNFBi®snable them to identify possible
instance relating to TF and take the necessary action, inclusive of filing.STRs

The capacity of LEAs in the areas of detecting and investigakrgiould be enhanced through training
and improvement of policies and procedures.

Customs should put measures incgldo ensure the timely dissemination of declarations of inbour
and outbound cash to the FIA.

As the MOU between BOTs and Bermuda on Miuitbaw Enforcement Assistangeovides for ce
operation and mutual assistance of law enforcement services in iniiegtiggrious crimes including
acts of terrorism, TCI should seek assistance with respect to TF pursuant to this MOU
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Immediate Outcome 10

a)

b)
C)

d)

e)

The FSC should review and revise the channels for communicating listing, freezing obligations
notices to Flsand DNFBPs to ensure all FIs and DNFBPs receive these notices and are aware of
obligations in a timely manner.

There is need for morautreach, guidance, training and supervision by the competent authorities on
implementation of the UNSCRs reldtto TF especially to the DNFBP sector.

There is need for enhance supervision of FIs and DNFBPs in relation to their compliance with
ohligations to implement targeted financial sanctions.

The NPO Supervisor should intensify ihglemenétion of mitigating measures to prevent the misusg
of the NPO sector especially for those NPOs that have been assessed as high risk. These meast
include outreach to the sector, utilisingianproveddeskbased review for riskased supervision and
intensifying he monitoring of the activities of those NP@pecifically, efforts should be intensified
around the rislbased supervision of NPOs assesseHigh risk.

Deficienciesidertifiedin Rec.6 shoud beremedied. To this end, the Governor should provide guidance

to FlsandDNFBPsonthe action to be taken wherperson or entity has been deliste@ designation
has been revoked.

Immediate Outome 1

a)

b)
c)
d)

e)

The FSC should review and revise the channels for communicating listing, freezing obligationg
notices to Fls and DNFBPs to ensure all FIs and DNFBPs receive these notices and are aware
obligations in a timely manner.

There is need famore outreach, guidance, training and supervision by the competent authorities o
implementation of the UNSCRs related to PF especially to the DNFBP sector.

Enhance supervision of Fls and DNFBPs in relation to their compliance with their obligation
implement targeted financial sanctions.

The Customs Department should receive trgimin PF to enhance their ability to monitor complianc
with the sanctior@regime for PF.

The AMLC should ensure that the competent authorities cooperate and cooldimatfdrts to ensure
TFS related to PF is implemented effectively utilising fullg MOUs and that there is compliance by
Fls and DNFBPs with the UNSCRs related to PF

266. Therelevant Immediate Outcomes considered and assessed in this chd@erafe The
Recommendationelevant for the assessment of effectiveness undesabi®nare R.1, 4,51 8,
30, 31 and 39

Immediate Outcome 9 (TF investigation and prosecution)

267. The criminalisation of TF is covered under the provisions oPth&Owhich crimiralises
terrorism and terrorist financingee Rec. b TC Annex) The FCU is the competent authority to
investigate TF offences while the FIA is responsible for anal\&8irigs/SARsand disseminating
the analysis to the FCU. On its oWfCl has not detecteany case of TF but saonducted an
investigation into THurswantto a referral from the UK.
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411Prosecution/ conviction of types of TF a
profile

268. TCI hashadl investigation into gotential TF casevhich was initated by a request from
another jurisdictionThe intelligence ghered and conducted by the FIA during the investigation
did not reveal or suggest any criminal activitye jurisdictionduring the period 20122018 has
not conducted any other investigatiomo TF and accordingly there is no data ttiemonstrate
effedive prosecution and conviction of persons or entities for TF offences.

269. The NRA assessed the risk of TF to be low because the jurisdiction is not close to any areas
of conflict and there ango known ties to TF or support for terrorism in the jurisdictiohowever

did not articulate what empirical data was used as the basis for this conasidiErmay occur

in jurisdictions that are not near conflict ardase Chapter 2 10.1). Additionally, the NRA
determined that there are ms@ynificant business or trade relations with countries with high
terrorist threats. Accordingly, based on the NRA, the lack of investigations and prosecutions and
convictions i s c¢onsi dandng ofitsWk riskhprofldhe countr yods

270. At the office of the ODPP there ald prosecutors of various levels of senioriysenior
officers are tasked with reviewing and providing advice on financial crimes matters. However,
any officer may be assigned a finaddarimes caseéNo specific prosecutor issaigned to handle

TF cases and there has been limited training provided to 2 prosedutersfore, there are
limitations in the technical capacity within the ODPP to prosecute TF should a matteTlagise.
jurisdiction has indicated that they can requespecialist from the UK to represent the Crown in
not onlycomplexcases but any casencerning TF.

4.1.2.TF identification and investigation

271. Due to the lack of information frotme Customs Departmean collecting nformation on
out-going cashthe analysiof data by the FIA for TF and by extension the opportunity for the
FCU to carry out TF investigations based on data from the FIA would be affEcézdfore,
although the FIA had access to data on money leavimgutisdiction through other channels
including MSBs and wire transfers and company information from the FSC, a significant gap still
existed. As the FIA was not in receipt of all the information on cash leaving the jurisdiction this
indicator could not hae been factored into the FIAs analysis

272. TCI has investigated TFcase and concluded that there was no links to TF. However, on
its own volition the TCI has not identifiedr investigated ay potential TF matterThis finding

is based on information prested to the assessment team and disciss$ield with the FCU,
RTCIPF, FIA, Custom®epartmenand ODPP.

273. The FCU is the competent authority with the mandate to carry out TF investigetisat

out in theForce Special Order, No. 32 of 20TBhe FCU als investigates MI(see Chapter 3

10.7) andthe same powers and resources will be used to conduct a TF investigation if one should
arise. The work of the FCU is supported by the FIA, which anay§Bs/SARsand other reports

and disseminates intelligente the FCU.There has been n8TR filed with respect to TF.
Additionally, becausettempted transactions are seldom reported by FIs and DNEB&sas

the potential to adversely affect the T&adbility to successfullydentify TF. The FIA indicated

tha despite tk deficiency in data fim the Customs Department they were able to andigtse

from the financial sector using information froMSBs wire transfers and other banking
transactions.

274. The FCU haso formal written policy on how to detect and istigate TF. However, the
FIA has gudancedocumenin relation to indicators and red flags concerning TF. Officers of the
FIA have received analyst training which featured elements of TF detéltiere is no dedicated
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specialist within the FCU to deal thiTF matters. The lack of persohméth specialisation in TF
can present a challenge for the TCI in investigating TF cases

275. There is atMOU in place between the BOTs and Bermuda for the provision of mutual law
enforcement assistance in the area of teamoand other serious crimes. Thi©M allows for the
exchange of officers and equipment to assist in investigatibesrious and organised crime,
including acts of terrorism, money laundering and asset confiscation. The scope of this MOU
enables the TGb access assistance from other BO&ssist the TCI with investigating terrorism
financing. However, TCI has not utilised the MOU for this purpose as there has only been one TF
investigation.

276. Although, the FCU has no written process for investigatingtidy would adopt the same
practies used to investigate ML. These include using @oeinces ofnformation such agrom

the FBI and utilising the resources of the FRatentially,the process for investigating Wl
commence witltherecept of financial intelligence or reports frothe FIA. However, the FCU

can investigate TF without receiving financial intelligence or reports from the FIA. Despite this,
no independent investigation has taken place. The ODPP indicated that a file was sent td them an
they inquired of the FCU wheth#rey considered a nexus to TF. The investigation considered a
person who took property out of the TCI and transferred it to Turkéye FCU informed the
ODPP that there was no link to BRd ro factors were given as tdmat led to tis conclusion.

277. Although there has been no STR/SAR filed relating to TF, the FIA indicated that there is a
procedure in place to analyse any report they may receive for potential TF. This procedure is
documentedn the Standard Operating Proceels of the FIA. Therocedure includes the FIA
conducting inquiries to verify suspicion that someone or an entity is on the sanctions lists, steps
that will be taking in the event that the person or entity has property in the TCI and steps to notify
the mlice, Governor and$C.

278. Customs officers do not specifically address TF as part ofdbeiationsthereforgit is
incidental tothe detection of othecustomsrelated offencesThere is a need to provide training
to the Customs Departmeiior TF. The Department playa gvotal role in enforcing customs laws
and assisting in the detection of casttering and leavingCl, sobuilding their capacity in this
area would not only enhance their work bytextensiorthat of the FIA and the FCU.

279. To assistimF identification there is the Strategic Policy and Planning Department (SPPD)
which has data on economic inflows and outflows of the jurisdiction. The SPPD receives data o
transactions under the remit of Customs. The information is reviewed and tathéto statistics

to reflect all economic trade in the TCI. Additionally, the Customs Department has a system to
capture information on inbound and outbound cash and BSliee February 2018&his
informationhas beerforwarded to the FIAThe declaratbnsare submitted téthe FIA via emalil

or hand deliveredn total, 9declarations have been submitted to the Fh&. current system as
indicated by TCI has limitations with respect to the timeliness of the reports being received by the
FIA. All declaratims were sent to thel& within 30 days The timelines within which the FIA
receive the declarations should be rectified as this will delay the analysis by the FIA.
Consequently, the work of the FCU can be hampered since they are dependent on the FIA to
forward analysis on TFotthe unit(see Chapter 8 10.6).

280. Apart from the one investigation infbF already mentionedhere have been no other
reports or investigations afF. Consequentlythe roles played by terrorist financiers have not
been identified.
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4.1.3.TF investigation integated withi and supportive ofnational strategies

281. There is no singular strategy or policy thddresses TH he jurisdictionhas theNational

Stratey and the National Action Plan. Additionallythe TCI relies on the National Threat
Assessment foCombatting of Terrorism prepared by the UKiis National Threat Assessment

is relied on by the TCI for national security commitments. The TCI was able to rely on
commitments made by the UK in the Assessment in obtaining assistance witir¢chase and
installation of a Coastal Radar Station. However, it is unclear how this document is used to assist
detection and investigation of TF.

282. In the National Strategy, the jurisdiction acknowledged that existing policies and
procedures need to beviewed and thit ML/TF investigations should be priorities for BEAs.

Further, they recognised the need for resources to detect TF. Therefore, there is awareness of the
need to strengthen this area. Moreover, while there are MOUs between members\if tho
shareinformation on TF no such information has been exchanged.

4.1.4 Effectiveness, proportionality and dissuasiveness of sanctions

283. Thereare dissuasive and proportionate sanctions fo(s€é R.5 TC Annex)However,
as therehavebeen no prosecutis, o sanctims or other measures have been applied to either
natural or legal persons convicted of TF offences.

4.1.5.Alternative measures used where TF conviction is not possible (e.g. disruption)
284. No alternative measures have been used to disrupt THhiastiv

Overall conclusions on 10.9

285. The rating for 10.9 is a Low level of effectiveness.
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Immediate Outcome 10 (TF preventive measures and financial sanctions)

4.1.6.Implementation of targeted financial sanctions for TF without delay

286. TCI as aBOT does not prop@spersons or entities to thiN; this is the responsibility of

the UK. TCl implement3FSrelated to TFUNSCRL373 sanctions regime) through fherrorist
AssetFreezing, etc. Act 2010 (Overseas Territories) Order 2011(TAFA)P®EO and the
Policing andCrime Act (Financial Sanctions) Overseas Territories Order 2017 (PBd}her,

the sanctions measures are implemented through orders made by the UK and extended to the TCI
(UNSCR 1267/1989 and 1988 sanctions regimbg ordersake immediate legal effeapon the
commencement date stated in the Qrdelditionally, under the provisions of TAFA, all UK lists

have been automatically incorporated into the TCls freezing regime. The Governor is empowered
by the TAFA to designate pers®and entities in keepivgth UNSCR 1373. The legislation and

the orders do not explicitly require that freezing must be without delay and without notice.
However, the effect of the respective provisions is that freezing must take place once persons or
entities know they are deab with the funds or assets for a designated person.

287. While there is a mechanism in place for domestic designation pursuant to UNSCR 1373
no designations have been made by the jurisdiction and there have been no matches to the UN
Sanctions List.

288. Prior totheon-sitevisit, the AGC conducted a survey using to assess the awareness of Fls
and DNFBPs with their obligations under the UNSCRs. The survey was s&68 tbls and
DNFBPs and’2responded. The survey revealed that tiene singular mechanism uség Fls

and DNFBPs to access the sanctions lists. Knowledge of the list either came from the FSC,
subsidiary legislation or the Gazette. The general conclusion of the survey was that there are
several screening methods used bydfid DNFBPs to identify agdgnated persons and entities.
Some respondents consulted the UN, UK or both lists ardithege liststo screen customers.
Others indicated that they received notifications through CDD systems, head offices, training,
automaticscanning software and WdrCheck and WorldCompliance. The survey also indicated

that there is greater awareness of the need to screen customers among Fls and DNFBPs which are
supervised or regulated under more tloene financial sector. The survey revedla lack of
knowledge orthe steps to be taken where there is a match against the UN lists

289. Theonsite vist revealed that thewareness of the obligations under the UNSCRs is limited
and this finding was consistent with that of the surn@gmmunicatiorto FIs and DNFBPs is
through publication of the UNSCR lists on the FSCs web3ilés publication is done within 24
hours.The Sanctions Orders are also published on the A@Elsite and in the Gazette, which

is published weekly. ThAGC hasa subscriptia to receie updates on g UN lists. Notification

is also done through periodic emails sent to FIs and DNFBPs by the FSC. Most FIs and DNFBPs
were in receipt of the emails from the FSC. Sectors like the legal professionals subscribe to the
Gazette.

290. SomeFIs and DNFBPs were not ieceipt of the noticesent by the FS@nd depersl

solely on their screening systen@n the other hand, othé&rl s and DNFBPs <check
website periodically for the lists and orders and received updates from the FSC.odki®in
communication empiged by the FSC does not result in the prompt transmission of designations,
freezing obligations and other relevant updates. There were some Fls and DNFBPs who were not
aware of the lists and any new designation as not everyonekclbe t he F SCinely websi t
or regular manner, subscribe to the Gazette or receive the emails and notices.

291. FlIs such as banking, insurance, MSBs and CSPs were aware of the list and employed
screening mechanisms to check customers. Important to rb&e $sreening systems ISBs,
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since theyemploy a twetier system where checks are done locally and then by the international
affiliate. Therefore, where a customer may get pass the screening of the local business the
transaction will be blocked by thaternational affiliate. Haever, a weakness in this system is

that the local company would not be aware of the reason why the transaction was blocked. In
such a case there would be a missed opportunity to file dS&RRwith the FIA and for the
necessarynvestigations to be condted in the TCI. On the other hand, the Mifirancing
businesses had no measures in place to detect if a customer was on the UN sanctions list and
depends on their CDD measures for making that detection.

292. The DNFBP sectoparticularly the micrefinancée’, casino, car dealers, jewellers aiso

the NPO sectordad limited or no knowledge of the Sanctions Lists and Orders. The Real Estate
Sector, while having knowledge of the Sanctions Lists did not screen every customer against the
UN Lists. This sector@plied a riskbased approach and only customers deemg itigk are
screened. Factors used by the sector to determingikigimcludes complex structures or deals,
geography and unusual large transactions. However, by only screenirigkighstomershere

is the potential that persons who are involvedeinarist activities but who are not deemed to be
Ohirghs k8 can go undetected. There is also rel
personal interactions. Screening only Riggk custaners or customers personally unknown to the
proprietors 6 the business translates ot screening every clien€SPs are familiar with the
sanctions lists and every person connected with a company is screened inclusivepafrthird
introducers.

293. For boh the Fls and DNFBPs the use of screening systems compénted the CDD
process and decreases the risk of being mis
Automated and manual screening systems include Riskscreexis, Nexis, WorldCheck,
World-Compliance, Forterdnd Hotscans, to check customers agaithe sanctions lists. Some

Fls had systems that did continuous screening of customers against the sanctions lists. Some
entities indicated that they used Google to do screening however, thit & rappropriate

screening tool for TF8nce used in isation.

294. Another impediment to effective implementation of TFS is that the private sector was not
aware of the requirement to deprive a listed person or entity of their assets without delay. Overall,
Fls and DNFBPs were not clear on the steps to be taken and edsunmes are to be implemented
whenever a match is identified. This can be attributed to lack of awareness, training and guidance
by the competent and supervisory authorities. Some of tippnsss taif a match is found
included not facilitating the traaction, filing an STR, contacting the FSC for further instructions
and guidance and conductinghpuse investigations and assessment before reporting the client.

295. 1bank indicated that whe there is a need to file an STR for TF or any other reasaas it h

to be filed online withir8 days. Once this is done it is then assessed by the parent branch in Canada
who will review it and make an analysis. This is then filtered down to the MLRO with
recommendations. A decision is then made on filing a STR oiTh&.process outlined by the

bank would not result in swift implementation of the UNSCRs. Further, trustees did not
understand that they are also required to take steps to deprive pdisted or entity of their
assets (which are held by the trustesx) make the necessary report.

296. There have been no matches to Sanctions Lists. Howkbeasiness received matches to
high-risk countries and those customers were flagged. The caseswastgated by the MLRO
and reports were made to the FIA.

37 Microfinance are classified as DNFBPs in the TCI.
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297. The FE is aware that not all licensees have screening systems and conduct screenings,
and this is significant among the DNFBP sector. Also, the FSC indicated that most Fls and DNFBP
recently acqned screening systems, within the 18stears some of which s@g customers in

real time. When conductimmtsitevisits, licensees are asked to show their screening systems and
evidence that they have screened customers against the sanctions lisiSPEhdave been
subject to monitoring or supervision with respiecthe TFS as a part the FSCs compliance visits.
Where licensees fail to show evidence of screening a directive is given for them to commence
screening immediately.

298. It must be noted thattheGui dance on | mpl ementing Target
published in July 2018 by the AGC. This was followed by a presentation to the financial sector

on application of financial sanctions in TCI. Nevertheless, duringmnksite, most interviewees

did not understand the requirements of taking action against enpmnsthe list without delay,

filing a STR and reporting any assets frozen to the Governor. Fls and DNFBPs not being aware

of their requirements will present a challenge to the jurisdictia@etecting any potential TF case.

299. Overall, there needs to be mooetreach, guidance, training and supervision by the
competent authorities on the implementation of the UNSCRs. Hutiemsshould result in an
understanding of thprocessand what measas should beimplemented whenever a match is
identified.

4.1.7.Targeta approach, outreach and oversight of-ask non-profit organisations

300. In TCI, an NPO can be incorporated or unincorporated. Incorporated NPOs are governed
by both theCO 2017and theNPO Reulations (NPOR) whereas unincorporated NPOs are
governed only by the NPO Regulations. The NPO sector waslequatelyassessed in the NRA

and no rating was assigned to the sector in the K#eA Chapter 210 1). However, in August

2018 a deslbased eview of the seor was done by the FS@Gee Chapter 2 10.1, paragraph

100). The assessment risk rated 195 NPOs providing both service and expressive activities on the
basis of status of the NPO (incorporated or not incorporated), annual gross inconte;, b

fund distribution, sister/parent organisation and country of fund raisthiyPOs were rated as

high risk. The factors which contributed to this rating include high percentage of disbursement of
funds outside of the TCI, the amount of gross ine@nd country ofund raising outside of the

TCIl. The NPOsdeemedhighrisk were churches, and those involved in hurricane relief and
educational activitie®7 NPOs were rated as mediuisk and 124 were rated as loigk. Factors

that contributed to thask rating of nedium included a medium percentage of disbursement of
funds outside of the TCI ranging from 25886% and annual gross income. Low rigkingwas

given to those NPOs with a small percentage of disbursement of funds outside of the TCI ranging
up to 20%.

301. Theinformation used to derive at a conclusion was based on contributions from the sector
at the time of registration. These contributions stemmed from interviews conducted with the NPO
representatives at the time of making an application mfodnnation colleted and recorded on

the GApplication to Register Forén

302. Since the completion of the deblsed assessment no action has been taken. However, the
mitigation measures outlined by the jurisdiction with respect to the high risk NPé@sfaltews:
review of annual financial statements of these NP@gquest bank statements to determine wire
transfers and assess gross incoraeiew of names of donors oveiSD 10,000 per annupand
faceto-face discussion with controllers of the NPO.

303. Although there has beemo targeted approach, registration of NPOs is done biXNE@
Supervisor There is no fit and proper test for controllers, however, they provide full identification

Mutual Evaluation Report of the Turks and Caicos Islands



b 95

information and verification to the standard of that required by the N&§dI&ions. Thewre

also required to signnadNPO declaratiof Registration is renewed eveByears subject to the

production of relevant documents. Further, NPOs registered undétgdl17are required to

file annual returns. Also, pursuant to thNPOR, a registered NPO must submit financial
statements. There is no requirement for NPOs to &dnaamk account. However, it was indicated

that this practice is encouraged bythe HSQ.r t her , i n accordance with
Profit Organisatoa 6 NP Os must ensure that the organisa
conducted throughofmal banking channels.

304. The FATF methodology does not require that all NPOs are supervised for the purposes of
TF. Nevertheless, pursuant to Regulation 4hoet NPO Regul ati ons, TCI 0s
required to conduct periodic reviews of the seabotttie purposes of identifying the features and
types of NPOs that are at risk of ML/TF. There has been no outreach for the purposes of TF and
the sanctions regme. The NPO sector indicated that the FSC has never conducteds#e on
examination and thereas been little or no interaction with the FSC. Further, the NPO sector
indicated that they had not received guidance from the FSC. The only outreach cohyubted

FSC was in 2014 to discuss the requirements and rationale for registration. Also, deere w
consultation with representatives of the NPO sector with respect to preparation of the NPO
Regulations. Accordingly, competent authorities are yet to apfalygated approach to prevent

the misuse of those NPOs identified as hiigk as being vulnerdédto TF.

4.1.8.Deprivation of TF assets and instrumentalities

305. The TCI has not frozen or deprived terrorists, terrorist organisations and terrorist financiers
of ther assets as there has been no reported TF activity. However, the necessary legislative
frameworkis present to implement these measures. It is important to note that the deficiency with
respect to timely notification to FIs and DNFBPs of the sanctionsdigtl hampers the ability to
deprive listed persons and entities of their assets. Furthdacththat FIs and DNFBPs are not
aware of the procedure to follow where there is a match makes the implementation of TFS
difficult.

306. There has beef request inthe last4 years with respect to the TF Sanctions List. The
request came from the UK and comad whether an individual on the UN Sanctions List owned

a company in the TCKA search was conducted, and it was determined that the beneficial owner
of the canpany was the son of the person on the UN Sanctions List. This person was not on the
Sanctions lIsts and the entity did not own any asset in the TCI. Inquiries did not reveal any
evidence to suggest control of the company by the listed person. The ofghksinquiries
conducted were submitted to the requesting country. There were no subseguesisnegarding

the matter. The intelligence gathered by the FIA determined there was no need for criminal
investigation and the matter was closed

4.1.9.Consistencyof measures with overall TF risk profile

307. TheNRA assessed that the risk of TF is low (see @rap- 10.1). However, the lack of

adequate supervision of and awareness to NPOs that have been identified as high risk and are at
risk of being used for TF &ves them susceptible to abuse by terrorist and terrorist financiers.
Therefore, though the maagss implemented are consistent with the low risk of TF, as assessed

in the NRA, the deficiencies in the system ai
combat TF, including investigation, prosecution and conviction of TF or where possibleidgsrup

TF activities. In some sectors there is no knowledge of the sanctions lists. Screenings are not
consistently done and most of the Fls and DNFBPs met amsitenot aware of the requirement

to freeze without delay the assets of persons or entitigheoblN Sanctions lists and make a
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report. Generally, there seems to be limited focus on TF perhaps due to the perception that the
risk is low. However, this peeption of low risk may increase the jurisdiction's susceptibility to
TF.

Overall conclusionsm10.10
308. The TCl is rated as having aModerate level of effectiveness for 10.10.
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Immediate Outcome 11 (PF financial sanctions)

4.1.10.Implementation of targeted finanal sanctions related to proliferation
financing without delay

309. The mechanism implementinbFS related toPF is generally the same as for THe
impediments to effective implementation of TF without delay as discussed under 10.10 are
applicable to this IOThere are specific Orders made by the UK relating to DPRKrancthat

have taken effect in the TCI. Further, tBeistoms (Control of Exportation of Arms) Order
prohibits the export of goods to Iran and North Korea. There have been no cases relating to
proliferation financing and no assets or funds have been fromber PFelated UNSCRs. There

has been limited cooperation or coordination between the competent authorities specifically for
implementing TFS related to PF. Activities dealing with TFS rdl&ébe PF have surrounded a
presentation oimplementing TFS retted to both TF and PF delivered to Fls and DNFBPs by the
AGC. MOUs have been signed between the competent authorities for the exchange of information
and cooperation and coordinatiom suppot of the detection, investigation, prosecution and
prevention ®among other things financial crimes

4.1.11.ldentification of assets and funds held by designafegtsongentities and
prohibitions

310. Communication of designations to Fls and DNFBRd for identifyng assets and funds

held by designated persons and entitiedeiscribed undelO.10. Accordingly,the issuesand
deficiencies highlighted in 10.10 are also applicable to thiFi@ mode of communication used

by the jurisdiction to disseminate the UN 8twons Lists and orders does not result in prompt
transmissiomf designations, freezing obligations and other relevant updates. All FIs and DNFBPs
were not in receipt of the notices sent by the FSC. Additionally, the Fls and DNFBPs who relied
on t h ewelisi @bdisformation on the designations and updates didneck the website
regularly. Further, there is inconsistency with screenings against the sanctions list (and in some
cases no screenings) and this, coupled with the issues of communicdtienSainctions Lists,
could adversely affect the jurisdictiateintifying assets and funds held by designated persons and
entities

311. The jurisdiction has not identified any assets or funds pursuant to this sanctions regime as
there has been no reported R¥Evity. Moreover, there is no evidence of any trade or busines
involvement with DPRK or Iran or with any of the persons or entities on the UN Sanctians List

41.12Flsand DNFBPs®6 understanding of and comp

312. There are no separate measueesployed by Fls and DNFBPs with respect to PF.
Screenings of customers are done against the UN Sanctions Lists and searches are conducted on
customers usinthe software toolghat are mentioned under . for TFSTF.

313. All of the effectiveness issues rais under 10 10 with respect to understandingda
compliance with the UNSCRs related to TFS applies in relation t@¥%#all there was a lack of
understanding of PF among FIs and DNFBPs and this was evident atdle imterviews. As
discussed undd.10, overall FIs and DNFBPs were not cleartbeir obligations related to
targeted financial sanctions. Lack of knowledge of the requirements to freeze without delay the
funds or other assets of a listed person or entity and report this action toneteat authorities

will have impair the jurisidtion from effectively implementing TFS related to PF without delay.
Further, this deficiency along with the issues with communications of the UN Sanctions Lists and
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inconsistent screeningsandinsomecases screenings may makmee FI s ar
with the obligations under the relevant UNSCRs challenging.

4.1.13.Competent authorities ensuring and monitoring compliance

314. The Customs Department has the mandate of monitoring the import and export of goods.
Further, the exportation of specific items to DRBnd Iran is prohibited. These include goods
capable of being required for the development, production or use of military, security and para
military goods and arms, ammunition and related materials. #lsoCustoms Department is

aware of the prohib#d items and usd¢be Automated System for Customs Dg&YCUDA) as

their flagging system. There has been no detection of exportation of goods to these countries. It
is important to note that the Customs Bement indicated that they are looking to pn@ccanine

and a baggage scanner to assist in their functions. The Department also stated that there is need
for training and more cordination among the competent authorities to ensure their effectiveness

to implement their obligations related to PF.

315. The AMLC has been set up to develop policies and coordinate cooperation between the
domestic authorities, including PF issues. However, to date there has not been any policy specific
to combatting PF. There issalbbcommittee to create and review legislatiefating to terrorism,

TF and PF.

316. In 2018, the AGC produced guidance documents to the Governor on his powers under the
Sanctions Orders (Guidance to the Governor: Implementation of Sanctions and Prosetip&on

Turks and Caicos (August 2018)) and"is and DNFBPs on their obligations under the various
sanctionsdé regime (Guidance on | (uyl 2008p.nt i ng
However, FIs and DNFBPs interviewed during the onsite did not uaderJFS related to PF

and their correspondingpligations under the relevant UNSCRs.

317. With respect to supervision, the same effectiveness issues identified under 10.10 are
applicable. Additionally, there is no specific supervistamductedby the FSC omny other
competent authority related R

Owerall conclusions on 10.11

318. The TCl is rated as having aModerate level of effectiveness for 10.11.
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5> . PREVENTI VE MEASURES

Key Findings and Recommended Actions

a)

b)

c)

d)

e)

f)

g9)

h)

Key Findings
Fls

DNFBPs

The banking sector has a generaderstanding of the ML/TF risks while other FIs demonstrated limite
understanding. Fls with international affiliates rely heavily on the ML/TF risk mitigating measures
affiliated institutions.
In most instances, there are no formalised arrangemaritgraduced business in the Trust and CSH
sectors. As a result, these sectors have implemented very little AML/CFT preventative measures
business application stage.

Most Fls have a reporting threshold, however suspicious activity reporting ésmaotensurate with
the jurisdictionds risks. This |l ow | evel C
including, low level of awareness of reporting obligation, lack of understanding of what may
considered as suspicious or unfamiliarity vitik process.
The banking and MSB sectors have appropriate internal controls to mitigate ML/TF risks. Howe
there were little to no established internal controls to reduce these risks in the trust and inves
sectors. There are established AML/CFTigies and procedures in the Fls.

DNFBPs do not adequately understand their ML/TF risks. As a result of the NRA, DNFBPs ga
some understanding of the risks, but are less aware of entity specific risks and risks unique tc
circumstances asubinesses operating within an IFC.

Awareness of AML/CFT obligations among DNFBPS is mixed, with the legal and real estate se
exhibiting better knowledge, though not to a sufficient degree. Microfinance businesses, and high
dealers car dealers @ jewellers- and bookkeepetype accountants that have not been subjected
any supervisory or regulatory environment demonstrated low levels of understanding of AML/(
obligations and ML/TF risks.

The implementation of preventive measures is geryepalbr for all DNFBP sectors. Risk mitigating
efforts in the DNFBP sector, if and when they are applied, are not always commensurate with their
because of inadequate appreciation of ML/TF risks and AML/CFT obligations.
Although DNFBPs appear cognisansf the obligation to conduct CDD when establishing custome
relationships, there is a |Ilack of ongoing C
reliance on longstanding, personal client relationships to satisfy CDD. Further, tirehssabot been
satisfying CDD requirements consistent with the FATF standards because of deficiencies that e
in the law.
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a)

b)

c)

d)

e)

f)

g)

Recommended Actions
Fls

DNFBPs

DNFBPs have limited understanding of reporting obligations, which could be attributed to knowle
and understanding gaps oétieporting process and of potential suspicious.

DNFBPs have to some degree implemented internal systems and controls for testing and mon
compliance with AML/CFT obligations but significant deficiencies exist in the appointment
compliance profesonal with oversight for implementation of these measures.

Introduced businesaay beestablished by arrangements between the CSP and theahtiydntroducer
and where there is a reliance on introducers for @fdrmation, thisshould be in accordance with
TCI legislation.

The risk mitigating measures of the banking sector should be reviewedriskinig of some sectors is
not considered appropriate under a-tisised approach.

Supervisors should ensure théit Als, including PORCs,and not just the banking sector have ar
understanding of their risks and all sectors are implementingpais&d measures that are commensura;
with their risks.

Supervisors and other authorities such as the FIA should proviggtRImore trainiry, guidance and
feedback to ensure that they are adequately equipped to identify STRs and report STRs to the FI
Supervisors shoulgrovide outreacland guidancéo FIsin assessing the risk of TF to raise awarenes
across all sectors.

BPs, espaally from the legal and real estate sectors, should conduct institutional risk assessments
include all relevant risk factors such as customer information, transaction details, delivery char
geography, product and services)rtgprove understariag of risks and include.
The FSC should provide better guidance to DNFBPs and assist them in accessing training that prig
compliance with CDD requirements, BO and PEPs statuses, to enhance/develop robust applica
preventative measures corneig with their ML/TF risks and AML/CFT obligations. Such training
should also include developing a compliance culture for identifying and filing suspicious activity re
and improving obligations in this respect; and develgpawareness of TFS obligatis and
implementing the measures necessary to satisfy this requirement.

Consistent with their risks and size, DNFBPs should put in place mechanisms/processes to ens
following:

9 proper internal systems and controls are developed and implemeridhBtld be trained t
comply with the controls and the consequences foraoompliance.

9 adequately trained and sufficiently senior persons are appointed to oversee implement
AML/CFT procedures and controls and serve as the mechanism to caevitplyreporting
obligations.

9 independent and professional processes are implemented to test and assess the effect
AML/CFT procedures and contratensistent with the FATF Staaris
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319. The relevant Immediate Outcome considered and assessed chdpter islO.4%, The
Recommendationselevant for the assessment of effectiveness undesabionareR.9-23.

Immediate Outcome 4 (Preventive Measures)

320 The TCIl 6s designation as an | FC is mainly
the FIs ad the DNFBPs in the jurisdiction. These products and services are offered to residents
and also to a large number of a@sidents, which results in a highvé of nonfaceto-face

activity. Additionally, the majority of the services offered in the bagkitorporate service
providers CSPs)frust and DNFBPs sectors target highwetth individuals. These sectors have

been assessed by the jurisdiction asiomadigh risk given their associated size, complexity and
vulnerabilities.

321. In terms of materialit and risk within the TCI conteXsee Chapter 1 Financial Sector
and DNFBPs)implementation issues fis*° (see Chapter 1 Table 1.2)were weighed asiost
significant for the bankingPORCs,CSPs, money services businesses (MS&8gpificant for
thetrust companies andss significantfor life insurance companies (domestic), captive insurance
companies, investment companies and mdturads administrators.

322. DNFBPs(see Chapter 1 Table 1.3 (a) and (lgnd accompanying findinyye/ere weighed
asmostsignificant for the legal and real estate sectors and the gaming sector (gaming machines);
significant for the accounting and microfinamcsectors andess significantfor car dealers,
jewellersand casinos given their number, size, extent of their ibomibn to the domestic
economy

5.1.1.Understanding of ML/TF risks and AML/CFT obligations

323. Entities that participated in the NRA workshops andetings were often unable to
demonstrate an understanding of the Nidéntified risks affecting their businesses) amerefore
were unable tdiscusgheir plans for mitigating those risks

324. The assessment of ML riskdentified in the NRAas low for somesectors in the
jurisdiction was not commensurate with the general level of risk associated with TCl as an IFC or
the fact that the majority of business of CSPs, trust, international insurance and some private
banking institutionsnvolved nonfaceto-faceclients.

Fls

325. 3 of the banks operating in the TCI are part of internatiorfalancial groupsand
demonstrate adeqeaknowledge of inherent ML/TF risk$hese institutions are aware of their
AML/CFT obligations and have implemented the required internal controls. These include the
appointment of a Compliance Officer, regular staff training and suspicious transactdimgep
These institutionslsoregdarly conduct riskassessments as part of their normal operations (as
required by groujwide practices) and as a requirement in the TCI. Similar assessameht

38 When assessing effectiveness under Immediate Outcoassdssors took into consideration the risk,
context and materiality of the country being assessed.

%% The initial paragraphs give a short suamy of what relative importance assessors have given to the
different types of financial institutions and desigrthhonrfinancial businesses and professions, taking into
account the risk, context and materiality of the country being assessed.

40 For the puposes of this assessment, CSPs and Trust Businesses are treated as Fls and analysed under that
sectorinkeeping he TCI 6s treatment of these sectors.
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AML/CFT controls are not present the remaining banks, vdh offer mostly investment and
weakh management services. Thdde have assessed their operations as low risk given their
restricted nature and theng-established relationships witheir clienteleBased on this disparity,
the level of understandingf ML/TF risks and AML/CFT obligatins in the banking sector is
therefore at a higher level for some banking institutions than others.

326. Representatives of thErust Sector particularly disagreed with the results of the NRA,
which assigned a medium higisk rating to the sectom.he sector cesidersts ML/TF risks non
existentdue to their portfolidoeingsmall and in existence for over 10 yeaks a resultsome
institutions have conducted no risk assessments and there isgoangmonitoring of clients

The nontrust activities being uredtaken by some trust licensees have also not been assessed.
Although there is somdevel of customer identification measures in place, the level of
understanding of the associated ML/TF risksl awarenes®f AML/CFT obligationsis very
limited.

327. Thelnsurance sectothas been assessed as low risk and the sagteedwith this rating.

No risk assessmentsvyabeen conductebly domestic insurance companies, as their focus did not
include AML/CFT obligationsDuring intervews, it was apparent that represgivies of the
domestic insurance sector were not fully aware of their AML/CFT obligations. This was due to
the fact that the domestic insurance sector operates mainly through agents. The jurisdiction has
assessed the grhational insurance sector as mediow risk. Based on the limitations associated
with their operationsthe international insurance sector has been excluded from AML/CFT
measures anthere is very limited understanding of ML/TF risks as assessmeritave been
undertaken in this aréhere has been no assessment of PORCs to determine whether there is any
understanding of their ML/TF risks and AML/CFT obligations. The assessment team was also
unable to make any determination as this sector was not eepdsduring the onite
examination

328. TheMSB sectorhasa good level of understanding of the ML/TF risks #imese entities

have conducted appropriate assessments commensurate with the inherent ML/TF risks associated
with the sectarThe sector has implemted the appropriate measures tmply with AML/CFT
obligations. There is also a higher level of risk assessment being carried out by the affiliated
international provider to enhance the operatioriich take precedence in the dtyday
operationsTheseactions by the sector demonstrate a high level of understanding of ML/TF risks
and AML/CFT obligations.

329. CSPswere aware of the associated ML/TF risks arete of the general view that their
products and operations could not be misused in peadtr ML or TF. Some sector
representatives have produagsk assessments their operationsWhile the sector has a fair
understanding of ML/TF risks and AML/CFT obligations, this can be improved with a greater
understanding of the risks associated withpghodicts and services offered.

330. Thelnvestments Sectolhas been rated as medium ML/TF risk as the sector benefits from
relationships with the banking sector which is known fotréditionalcontrols. The licensees of
the investment sector are awarehadir AML/CFT obligations however no risk assessments have
been doneAs a result, there is very limited understanding of the risks related to the Jéxtor.
risk rating is based on the limited activity in the sector andettiablishedelationships wit
clients.

DNFBPs

331. DNFBPs have some awarendsd varying perspectivesf thar ML/TF risks. The real
estateand legalsectorsas well as the casino representatirecogniant of generally perceived
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risksassociated with their businessegnderstandig ofrisks by operators of gaming machines
was not tested via interviews as no representative was put forward by the TCI. It is unlikely
however that such appreciation exists within this subset of the gaming sector as, until recently,
they were not undexny dligation to comply with AML/CFT requirements and persisted for the
majority of review period in a fairly unregulated environment

332. For the most pathowever risk is understood from the perspective of customather

than on theconsideration obtherrelevant risk factors such as product and seryictassaction

and geography. Moreover, all DNFB&= their close, longstanding relationships with clients as
the mainconsideratiorto their understanding of ML/TF risks and justification of lovkrnating.
Thereis a pervasive practice amoali DNFBPs to treat theinternationaklient base originating

from US,UK and Canada as low risk. No regard was given to the fact that these jurisdictions
have significant risks of ML by theaitizens.

333. While theNRA helped the sector to begionsideringisks, it does not go far enough in
developing an adequate appreciation of ML/TF riSiane ofthe assessmesin the NRAwere

based in large part on generally perceived risksvaar@not sugorted by informatia from the
specific legal, supervisory, operational and regulatory domestic circumstances of théssector
Chapter 2i 10.1). There is no appreciation of risks at the entity level andNRA findings did

not have the benefit of infmation/data drawnrém AML/CFT supervisory activities. It is
therefore critical for the sector to supplement the NRA representations on risks with targeted
sectoraland entity specific risk assessment

334. DNFBP representatives, suchhagh value dealerswere unable to undstand how their
businesses could be susceptible to ML/TF risks (notwithstanding that there are no entry barriers
to these sectors and business operations generally require significanp stapital). The NRA

also did not assessicrofinance businessdéthe sector consisted of 2 firms at the conclusion of

the NRA in 2017 and grew to 4 firms thereafter) and was therefore not useful in helping the
s e c tuonderétahg of its ML/TF risks.

335. The extent of the understanding of AML/CFaquirements among éhDNFBPs varies
greatly.Lawyers demonstrated greater understanding, though not to an adequate levelalThe
estaterepresentatives demonstrated insufficient understandimgjeweller representative had

no understanding of AML/CFThdigations andtar dealers,andmicrofinance businessesave
marginal appreciation, which was limited to knowledge of basic CDD measures. In a good
number of cases, the understanding of AML/CFT obligations among DNFBEsesaland not
sufficiently gramlar toensure appiariate measures are developed and implemented to mitigate
risks andsatisfy national AML/CFT requirements One example is the se.
interpretation of a PEP to domestic politicians and their families and linthisngppication of

the requied EDD measures to only management appr®uatilar limitations in the interpretation

of a BO and the associated due diligence requisr@aiso evident.

336. Most DNFBPs were also minimally knowledgeable about updates and chantjes to
obligations occasited by recent legislative amendments to TCI AML/CFT laws. This gap is
especially problematic given that the secpuior to the amendmentready exhibited low levels

of AML/CFT compliance regarding CDD, BO, PEPs, reporting amdesgng requirements|la

of which were subjected to legislative amendments weeks before and duringsitevisit.

5.1.2.Application of risk mitigating measures
Fls
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337. Generally, Fl&representatives stated that an overall business risk assessment is done of
their operations. This vgaalso stated, by the FSC, as a requirement for submission by all regulated
institutions. In thebanking sector, there is heavy reliance on the risk mitigg measures of the

parent company or the operations in the home jurisdiclibase institutions dinot implement
standalone measures in the TCI operations as it was expected that the international controls would
appropriately mitigate any risks. TRBAut i | i sed by t hegrolpapetatiomsg i nst
also apply in the TCI. Omsuchexampleas eplained by the representatives from the sdsttire
derisking of MSBs and casino3.he derisking of these institutions, however, should not be
consideed as a mitigating measure under a-biaked approacln addition, the CDD measures
employed by th banking sector is applied to all customers with enhanced measures being
employed for business with PEPs. These measures utilised yamtkéng sector & under
continuous review and changes are applied periodically.

338. No risk mitigating measuresre beingimplemented in thénsurance and trust sectors
since the ML/TF risk is perceived as lofvlack of entityspecific risk assessment and AML/CFT
supervision of these sectors also contributes to the low level of understanding of ML/TF risk.
Whilst the inswance sectorwhich operates primarily through agentkyesnot have a full
understanding of itAML/CFT obligations, therepresentatives of theust seadr who were
interviewedclassified all clients as low risk on the basis of longstanding busineisnsltaps

and familiarity. There was no evidence to support the understanding of ML/TF risks of the
remaining members of the sector.

339. Some client profilings conductedyy theMSBs, which is used to determine whetl&dD
measures are required. Similar te thanks, the MSBs rely heavily on the risk mitigation controls

of the international affiliates for which theye agents These measures take precedenee any
measures in place by the local agents. MSBs, having a fair knowledge of specific ML risks,
paticularly thoseof humansmugglingbetween TCI and Haiti, have implemented mitigating
measures such as more focused transaction monitoring and greatssismpnobtaining
identification documents.

340. Given the highvolumeof introduced business in thist, investments, mutual funds,
international insurance andCSP sectors, the risk associated with the clients in these séstors

high. These sectors accept business from personally affiliated persons in foreign jurisdictions
without verification of CDD infomation. There are however, very few instances where
arrangenents with introducerare formalised or documentedThis formalisation by way of
contracts would ensure that CDD and other risk mitigating measures have been employed by these
introducers. Thesmeasures must also be in compliance with TCI legislatiba.s€ctors have

instead placed a great deal of emphasis on the close association and in some cases personal
relationships between the licensee and the introducers.

341. There was an overall low levelf awareness of TF riskacross all FIs (including
international banks) This was evidenced by the lack of training received by the sectors and the
absence of risk mitigating measures in this respect. With the absence of any assessment of TF
risks by the I, there is hardly any emphasis being placed on the ajpmficat mitigation
measures.

DNFBPs

342. Gaps in thaunderstanding of AML/CFT obligationinit the application of adequate risk
mitigating measuresn the DNFBP sectorMost of the DNFBPs interviewetlad limited
understanding of what constitutes a BO and thportance of collecting and maintaining BO
information, and therefore were not undertaking appropriate risk mitigating measures in this
regard. The same | i mit aatnmerd of PEPsEFurther,ieffodsnta in t
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mitigate risks are impaetd by the sectords knowl edge gap
amendments to AML/CFT requirements and the deficiencies that existed prior to those changes.

343. Risks are understoat a limited extat among the different DNFBPs, which impacted the

degree to Wich the sector mitigates its ML/TF risks. Tlegal sectorappeared to be the most

aware of its risks, but mitigating measures within the sector, such as limited CDD based on close,
longstandingclient relationships, do not appear commensurate withthéser 6 s hi gh r i sk
This is especially so considering that a great portion of the client base of the legal sector is from
jurisdictions with high risk for ML, such as Canada, UK andUl$: There are known cases in

TCI in which lawyers have held fundsr internationalcriminal clients, and in one case,
conspiratorially commingled client funds to intentionally conceal and disguise the source,
ownership and control of such funds. Additionafijawyers are currently on trial for corruption

and other NL-related offences, and another was convicted for ML in a separate proceeding.

344. Reliance by theeal estate sectoon lawyers and banks to satisfy compliance with CDD
requirements is nosatisfatory to mitigate risks in the sectoronsidering that a nmaj risk
identified in the FSCO®& stheddiidencs in the identificatioreand o f t |
management of higher risk clien&imilarly, a typology by the FIA revealed that inteioaal

clients in the real estate sector also pose signifiisks to the sector.

345. Sectors such asar dealersandjewellers generally do not understand their vulnerabilities
to ML/TF.

5.1.3.Application of Customer Due Diligenc€CDD) and recordkeepingrequirements
Fls

346. The AML/PTF Code makes provision fdEDD measures to be applied by regulated
businesses and for records to be maintained. In addition, a recent amendment was made to the
Companies Ordinance to requB® information to be maintained in a retgr. In February 2018,

the jurisdiction introduced the Beneficial Ownership Register; previoB€lyinformation for

legal entities was maintainealy by CSPsThis Register will be maintained by the Registrar and
should contain relevant customer dueggilice information. It isx@ected that the Register will
improve the availability and accessibility of information relating to beneficial owners of registered
entities, however CSPs will still also be required to maintain BO informésies Chapter 7

10.5 for more detail).

347. The Fls in the TCI do not apply EDD measures to foreign customers who are ré&digent.
sameCDD measures applied to domestic customersappdied toforeign customersvho are

resident in the TCIl. These measures include undertakivy/TF Customer Risk #sessment;
identifying the customer ; obtaining verificat
monitoring of the customer.

348. Enhanced measures are only required to be taken when, after a risk assessment has been
conducted, &reign customer is rad high risk.

349. For nonresident customers conducting non face to face business, the legislation allows
financial businesses to determine, on a risk sensitive basis, what enhanced customer due diligence
measures or enhanced monitorin@pply to these custeers.

350. During examinations conducted under the review period, the FSC noted the following
enhanced due diligence measures used by Fls in respectfacedo-face business:

i additional forms of identificationpbtaining copies of iddification documentsartified
by a suitable certifienerifying additional aspects of identity or other customer due diligence
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information from independent sources such as Google, World Compliance and World Check;
obtaining copies of signature of custensitelephone contaetith the customer on a home or
business number which has been verified prior to establishing a relationship, or telephone
contact before transactions are permitted, using the call to verify additional aspects of
identification infornation that have previaly been provided.

351. There is a general understanding of the need to maintain records for the specified period
and the declaration that these measures were in place was shared with the Assessment Team
during the interview process. Thadfirmation of knowlede was supported by the inclusion of

such requirements in the policies and procedures manuals provided by the Fls for Assessors'
review. The representatives of the FIs highlighted that BO information was available and provided

in all instances when request by law enforcement agencies. The representatives of the various
sectors all indicated their understanding of the importance for obtaining and maintaining CDD
information. Most Fls in the TCI use due diligence engines to as$istOBD measures.

352. For introduced business, the CDD information of clients was provided to CSPs, trusts and
investment managers by introducers. Based on representations made in the interviews, there was
little to no verification of this CDD information by ¢hlicensed CSPs, trusésd investment
companies.

353. The banking sector has measures in place to ensure t&D information and more
specifically BO information is maintained for all products and servidesestablishing the
business relationship, customars required to prodeccurrentdentification document® verify
theiridentity. Foradditional CDD measures include conducting a risk assessment to determine if
enhanced due diligence measures are required. Similadgpdrate clientdeneficialownership
information mus be submittedfor all-natural persons. The banking sector has implemented
ongoing monitoring procedures to ensure that BO information is regularly uptiatedtances
whereCDD and BOinformationwere not submitted, the businesssvrefusedCustomersare
required to provide updated customer information on a periodic inasisler for the business
relationship to continue

354. Similar measures exist in theust sector for BO and customer identificatiomformation
of the beneficiaryto be presented befomettlementlt is noted thatittle emphasidgs placed on
verification of the source of wealtlf the trusbr the BO information on the settlorThis is
attributed to the longstablished history andrfaliarity of the clients.

355. Fortheinvestments sectorthe representatives demonstrated during the interview process
thatthere was knowledge of the need to obtain and maintain CDD informateain, the reliance

on established and lorgjanding relationspswith their clientseducedhe practice of requesting
such informatiorduring the onboarding procesupdated informatiothereafter

356. While theinsurance sectorhad limited emphasis on AML/CFT requiremerasgd based

on the e&clusionof general inswance businesdasic customeidentification documents were
accepted by theompaniesor new business. There is no evidence of updated information being
collected for ongoing customer relationships.

DNFBPs

357. Although not in all cases (such as with jewedjemostDNFBPs request basiustomer
identification and verification document such as a dri verOandaei cence
adequately cogeant of the requirement to carry out CDD. However, CDD measures beyond the
request for basic informatiois rarely evident, mostly becaeiof the general trend iRCI by

financial businesses, including DNFBRs rely on longstanding, close client relationships, both
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domestic and international, as sufficient to meet CDD requirements. Furthergarestate
agentspersist in the view thaDD is not within their purview and is the responsibility of banks
and attorneys associated with the transaciiogsiestion.

358. While relying on entrenched client relationships is useful to a certain extent, the downside

is that it I i lityita comply kwieh ARILECGFT equidesenta oiidentify and
understand customer risks. This deficiency resonates at even greekeiriesituations where
DNFBPs chose to vicariously rely on their ref
practces which are evident in theal estate and legal sectors.

359. Because of operational impracticalitighe casino sectorconducs CDD in limited
circumstances, for example where a customer requests a credit facility®wetr0,000CDD in

this specific duation is limited to identification particulars and information on source of funds,
such as salary slips and bank statementd @formation is verified in some instances using

online background check systems. Verificatioalsddone on those customavko transfer funds

to their accounts at the casino, prior to their arrival in TR&liance on established customer
relationshig as a mean to satisfy CDD is also practiced by the cabBimiothe remainder of the

gaming sectofwhich although not coveraghder the FATF standard has been brought under the
TCl 6s AML/CFT regime recently bemedamewaspudt t he
forth to demonstrate that adequate CDD and record keeping requirements were being carried out.

360. Although there § some understanding among DNFBPs that they should refuse client
business if the CDD process cannot dmmpleted, there is no &tr compliance with this
obligation, given the general custom to view longstanding client relationships as adequate to
satisfyCDD requirementd.e. relying on established relationships, whether diyemt indirecty,
prevents an assessment of whethahshbusiness relationships ought to have been refused or
discontinued. None of the interviewed DNFBP representatives exhibitedamsideration of
treating the refused business, if occurred, as suspicious for ML/TF and filing a STR.

361. Conducting or restriatig CDD based mainly on close client relationships also meant that
DNFBPs were not always complying with national requirementg&éntify and verify BO
information. Compounding this deficiency is the limited understanding the sestof hdat
constitutes a BQ whichis generally understood in terms of legal ownership, and in one case was
also defined as the proprietor of a canp. None of the DNFBPs interviewed exhibited any
appreciation of a BO within the context of a person exerting control ordeaidiuence.

362. The recent legislative amendments to correct deficiencies in the requirements amn@€DD
recordkeepinglso meanthatpreviously,the DNFBP sector was not only not requiregatisfy
those requirements but were not complying with @@Borkeeping standards in keeping with
theFATF RecommendationsCDD deficiencies in the sector is also indicative ofoomplian@

or equivalent deficiencies in record keeping requirements.

5.1.4.Application of EDD measures

(a) PEPs

Fls

363. Thereis acommorview across alFisthat PEPs constituted only local politicians and their
immediate family members. There was little inclination to suggdstat t he sect or sé u

of PEPs extended to close associates of these individuals, top civil servargsticlgrarsons
holding top positions in international orgsations or internationadPEPs The sectors also had
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marginal understanding of ti€DD requirementgor PEPs. Based on the representations made
by FlIs, most did not have any additional enhanced Gig@sures for PEPSs.

364. In higher risk cases, the banking institutions would ajifilp measures to gather more
information to verify customedentity and to understand the nature and purpose of the business
relationship or transaction. In addition, the dsgaeening checks with due diligence engines are
utilised to obtain additional information. Potential clients are checked agamtonslists for
matches. If the resulting information was deemed unsatisfactory or if additional information was
not pregnted, the business was refubgdhe banking institution

365. Thetrusts, investmentand insurance sectorsio not perform EDD measures. Thestu

and investment sectors consider that there is no need for EDD given the low risk associated as
their clients wee well known and the business relationship was long standing. Given the low risk
associated with the insurance sector, similarly, EDD measmere not applied.

366. Generally, here was no applitian of EDD measures by the other Fls in the jurisdiction
or ary indication that business was refused if there was any uncertainty relating to the business.

DNFBPs

367. There is a general awareness amongDhé#BPs of what constitutes a PEP and the
requirements fothesecustomers. However, PEPs are mostly understood #nndemestic

politicians and their families, and not close associatesidentsentrusted with prominent

functions by an international orgaation or foreign politicians, which raises question about the
sectords ability to i dienrequisitg EDDhsebgieg céh@uBtedt vy p e s
DNFBPs commonly determine wi®a PEP based on perceived knowledge about the customer,

as in the casof domestic politicians who are fairly visible and widely known in TCI. While this
approach is useful, it comprases the conduct of the requisite EDD measures and by extension

the ability to identify and understand customer risk.

368. EDD measures applidny the sectors are also not to the required standard, which is in part
influenced by t he ndingaf whatrcenstitutesiarRER. &1dst often,dB®D s t a
not carried out in applicable circumstance or deesinclude source of wealth infornat or
ongoing monitoring of the relationship

(b) Higher Risk Countries
Fls

369. Notices from the FATF and CFATF relating to higher risk countiresirculated to Fls.
During the interviews, it was noted that th@nking, money services, trusts and investments
sectorswere able to identify higher risk countries. The representativibe dfanking and money
services sectorefully aware of the measures required for business with high risk jurisdictions.
These institutionsassuredhat appropriate action waakien for such business, especially wire
transfers in banks. Theusts and investments sectorglo not conduct businesgth persons in
high risk jurisdictions. Thensurance sectordoesnot apply measures to deal with any business
relatedto high risk coutries.

DNFBPs
370. Evidencewasprovided of FATF and CFATF designations beinguiated to DNFBPs and
the assessient team considers that sohavyers, real estate agentgnd accountantsfrom

international firmsvere ableadequatelydentify highrisk jurisdicionsto which they had applied
requisiteEDD measures.It is nhot known whéter individualreal estate agentsot associated
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