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MUTUAL EVALUATION OF BERMUDA: FOURTH FOLLOW-UP REP ORT

Application to move from regular follow-up to biennial updates

Key decision: Does the plenary agree that Bermuda has takeigisuffaction to be moved from regular
follow-up to biennial updating?

INTRODUCTION

The third round Detailed Assessment Report (DARBefmuda was adopted by the CFATF
Council of Ministers in November of 2007 in Costizd&and the country was placed in a regular
follow-up process. Bermuda reported back to the TFAPIlenary in May 2009
(Bermuda_1st_Follow-up_Repbrand was kept in regular follow-up on the basist,tihaving
enacted new laws and amending existing ones, sbthe core, key and other Recommendations
were still outstanding. Bermuda reported back te t68FATF Plenary in May 2011
(Bermuda_2nd_Follow-up _Repprand was again kept in a regular follow-up preaesd directed

to report back in May 2013 on the basis that, hgr@inacted more amendments to existing laws,
some key, core and other Recommendations wereostiitanding and there was the need to
demonstrate effective implementation, particulavith the said core and key Recommendations.
In May 2013 Bermuda reported back to the CFATF &terBermuda_3rd_Follow-up_Repdrt
produced an action plan and indicated its intenttoseek removal from regular follow-up at the
November 2013.

This report is written in accordance with the piohgae for removal from regular follow-up to
biennial updating, detailed at paragraph 67 ofGRATF Mutual Evaluation Programme - Process
and Procedures May'%2007 (As amended). It contains a description atdilkd analysis of the
actions Bermuda has taken to close the gaps fokdhend core Recommendations rated non-
compliant (NC), partially compliant (PC) and lasggeompliant (LC) and a description and
analysis of the other Recommendation rated PC &hd-NIr a country to be considered for removal
from regular follow-upthe Plenary will consider that significant actiomdibeen taken by the
Examined Member where it has an effective AML/C¥Stesn in force, under which it has
implemented the “core and key” Recommendatioreslavel essentially equivalentto a C or LC
taking into consideration that there would be naatng

Attention is also drawn to the November 2012 plgnicision that all countries in regular follow-
up should achieve substantial progress on refofrogtstanding recommendations in their MERs
and in any case to fully comply with the Core areylRRecommendations and report back to the
CFATF ICRG in November 2013.

Bermuda received ratings of PC or NC on eight ¢8)the sixteen (16) Core and Key
Recommendations as follows:

Table 1: Ratings for Core and Key Recommendations

Rec.

1 3 4 5 10 13| 23 26 3b 36 40 | I m n v

Rating

LC |PC| C |NC|LC PC |NC |LC |PC|LC |C PC|PC|LC |PC|C
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5. With regard to the other non-core or key Recommeéads, Bermuda was rated partially compliant
or non-compliant as indicated below:

Table 2: ‘Other’ Recommendations rated as PC and NC

PARTIALLY COMPLIANT (PC) NON-COMPLIANT (NC)
R. 14 (Protection & no tipping-off) R. 6 (Polititalkexposed persons)
R. 15 (Internal controls, compliance & audit) RCbrrespondent banking)
R. 17 (Sanctions) R. 8 (New technologies & non Afactce
business)
R. 25 (Guidelines & Feedback) R. 9 (Third partied mtroducers)
R. 29 (Supervisors) R. 11 (Unusual transactions)
R. 30 (Resources, integrity, and training) R. 1RIABP-R.5, 6, 8-11)
R. 31 (National cooperation) R. 16 (DNFBP-R.13-1318
R. 32 (Statistics) R. 21 (Special attention formegrisk countries)

SR. Vi (AML/CFT requirements R. 22 (Foreign branches & subsidiaries)
for money/value transfer services)
SR. VIII (Non-profit organizations) R. 24 (DNFBP—g@dation, supervision and
monitoring)

SR. VII (Wire transfer rules)

SR. IX (Cross Border Declaration & Disclosure)
6. The following table is intended to assist in pravglan insight into the level of risk in the main
financial sectors of Bermuda:

Table 3: Size and integration of Bermuda'’s financibsector as at September 2013

Other Credit Investment

Banks S Insurance TOTAL
Institutions Funds
Number of Total # 4 1 712 970 1,687
institutions
Uss$ $23.5bn 6,592,978 $190.4bn $452bn $665.91bn
Assets
See Note 3
Total: US$ $19.9bn 5,443,211 $19.91bn
Deposits See Note 3
% Non- See Note 1 See Note 3
resident
% Foreign- See Note 2 See note 3 See note 4 See note 5
International owned:
Links #Subsidiaries 6 NA See note 4 See note 6
abroad

Bank statistics as of Q1 2013 (From BMA Regulatdpdate July 2013)
Investment Funds as of Q1 2013 (From BMA Regulatdpgate July 2013)

Insurance statistics as of BMA annual report yealee 2012 for end of year 2011
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Table 4: Definition of abbreviations used in this éllow-up report

ABBREVIATION DEFINITION
POCA Proceeds of Crime Act 1997
RA Revenue Act 1898
IA Insurance Act of 1978
T(RTB)A Trusts (Regulation of Trust Business) A602
CSP Act Corporate Service Provider Business Ac2201
SEA Proceeds of Crime Regulations (Supervisory andfeafoent) Act
2008
IBA Investment Business Act 2003

AML/ATF Regulations

Proceeds of Crime (Anti-Monegundering and Anti-Terrorist
Financing) Regulations 2008

CSP Corporate Service Providers

BMA Bermuda Monetary Authority

AML/AFT Anti-money laundering /Anti -terrorism fiming
BDCA Banks and Deposit Companies Act 1999,

R(A)A 3 Revenue Amendment Act 2012:3

R(A)A 16 Revenue Amendment Acts 2012:16

ATFA Anti-Terrorism (Financial and Other Measures) Act 2004

I MAIN CONCLUSION AND RECOMMENDATIONS TO THE PLEN ARY

Core and Key Recommendations

Bermuda’s recent legislative action appears to laalzessed all the deficiencies for the Core and
key Recommendations 13, Il, IV, 3, 36, and SRItr Rec. 35 and SRI, even though the domestic
legislation has been enacted to give effect tovthi®us articles, the Conventions have not as yet
been extended to Bermuda.

Other Recommendations

Bermuda has made sufficient progresses to closerReendations 7, 8, 17, 22, and 25, SR.VI,
SRVII and SRIX. Significant progress has also b@exde with all of the other Recommendations.

Conclusions

The recentness of theroceeds of Crime and Related Measures Amendnetr20A3 and the
Transnational Organised Crime Act 2013 has preduddetailed analysis of the provisions from
being conducted. Even though an initial brief agimljhas shown that the provisions appear to
satisfy the outstanding deficiencies for the Cosy land even other Recommendations, the UK
has not as yet extended the Convention to Bermuda.
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It is therefore recommended that the Plenary dafdecision on whether Bermuda should be
removed from regular follow-up to biennial updatesil the May 2014 Plenary.

Il SUMMARY OF PROGRESS MADE BY BERMUDA
Overview of the main changes since the adoption of the DAR

Since publication of the MER in 2007 Bermuda hat a#ut strengthening its AML/CFT
legislative framework through the enactment ofané&-Terrorism (Financial and Other Measures)
Act, 2004; the Proceeds of Crime Act 1997, the eds of Crime Amendment Act 2007 and the
Revenue Act 1898. New Proceeds of Crime (Anti-Morlggundering and Anti-Terrorist
Financing) Regulations were enacted to replacePitueeeds of Crime (Money Laundering)
Regulations 1998, which were in force at the tirhthe Mutual Evaluation. Additionally, in order
to make the necessary provisions requiring the BdenMonetary Authority and other designated
professional bodies to take measures which wouwdreecompliance with regulations made under
the Proceeds of Crime Act 1997 and the Anti-Tesrar(Financial and Other Measures) Act 2004,
and also to provide powers to impose civil pengltister alia, the Proceeds of Crime Regulations
(Supervisory and Enforcement) Act 2008 (SEA) waaceed. The Anti-Terrorism Order which
specifies the classes of businesses which belonbetoegulated sector was enacted and wire
transfer regulations were enactéibw Guidance Notes were put into force o' ®¥arch 2009.
Bermuda replaced the Financial Investigation Urhiiclr was a creature of the Bermuda Police
Service with the Financial Intelligence Agency. Admhally, the Revenue Act 1898 (RA), the
Insurance Act of 1978 (IA), the Banks and Depositnpanies Act 1999 (BDCA), the Investment
Business Act 2003 (IBA), and the Trusts (Regulatidrilrust Business) Act 2001 T(RTB)A.
Bermuda has also enacted new legislation in tha fdrthe Corporate Service Provider Business
Act 2012 (CSP Act). The CSP Act became law on JanLia2013, and is intended to regulate
corporate service provider business and also forepting the interests of cliets and potential
clients of persons carrying on corporate serviewiger business. The CSP Act requires CSPs to
be licensed with, and supervised by the BMA. Huon ensures that a prudential and AML/ATF
regime for CSPs, under the aegis of the BMA, sintidathat which was already in place for the
trust industry, will not only enhance the efficignaf the corporate formation process but is also
consistent with international best practice stadsl&or the sector.

By way of the Proceeds of Crime (Anti-Money Laurdgrand Anti-Terrorist Financing
Supervision and Enforcement) Designation Order 28E2muda, in August 2012, established a
new supervisory authority in the form of the Baets and Accountants Anti-Money Laundering
and Anti-Terrorist Financing Board (the Board) fegal and accountancy service businesses i.e.
“Regulated professional firms”. Therefore “indepentdprofessionals” i.e. persons carrying on
legal and accountancy service business have nowlireeght under the scope of the AML/ATF
Regulations and are therefore “relevant personsSyant to pursuant to 2(1) and 4(b) of the
said AML/ATF Regulations. Also, during 2012, theriiter of Minister of Justice approved the
Guidance Notes for the Accounting and Legal Sectors
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Bermuda enacted the Proceeds of Crime and Relatsbivles Amendment Act 2013 and the
Transnational Organised Crime Act 2013 in Septer@b&B. These laws were assented on October
4, 2013 and became operative on November 8, 20i&sellaws amended the POCA, ATFA and
related legislation in order to strengthen the ANMIET framework. The said legislation also,
amongst other things, incorporated provisions eRhalermo Convention and the SFT Conventions
into the domestic legislative framework in ordeatidress gaps and to enable the extension of the
said conventions to Bermuda by the UK. Furtheritamthl changes have been made to POCA
(Proceeds of Crime Amendment (No. 2) Act 2013) (ROZ Amend 2013) to incorporate
provisions for a Civil Asset Recovery Regime totlier enhance and strengthen the AML/CFT
framework.

The analysis of this report was predicated on #sshof information provided by Bermuda and is
inherently a desk evaluation. As a result, thellamd nature of information provided and accepted
in many instances is inherently different to thaich would have been accepted during an onsite
visit.
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v REVIEW OF MEASURES TAKEN IN RELATION TO THE CORE
RECOMMENDATIONS

Recommendation 1 was rated as LCThe only deficiency was the inability to gauge efiieeness
because there had only been one (1) ML prosecatithe time. Since then however Bermuda has
had seven (7) ML convictions six (6) of which oaewrin 2012. Additionally there are currently
four (4) ML cases pending before the Bermudan solrteassee herdor detailed statistics on
Bermuda’s ML cases. This Recommendatiofuiby rectified.

Recommendation 5 was rated N@nd the assessors recommended seventeen actmosddhe
deficiencies noted in the DAR.

i.  Extend the regulatory regime for Fls to explictlyver CFT issue#\s was noted in the first
follow-up report Bermuda_ 1st Follow-up Repbprtthis gap was closed through the
enactment on January' 2009, of the new Proceeds of Crime (Anti-Money hdering and
Anti-Terrorist Financing) Regulations (AML/ATF Relgtions). Here Regulations 6 and 11
specifically mandates that CDD and enhanced CDDsores, where applicable, must be
conducted by the relevant persons when he susieeasist financing. This gap @osed.

il. Establish in the Regulations or in other enforceaipistrument (Other Enforceable Means)
all of the applicable requirements under FATF Reemndations 5-8. The current
Regulations are limited and the Guidance NotesnateenforceablePart 2 of the AML/ATF
Regulations is concerned with CDD. As to the stafuhis enactment as OEM it is noted that
the Minister of Justice, pursuant4ai9 (3)of the POCA ands.12Aof the ATFA made the
AML/ATF Regulations as part of the laws of Bermud@hey are applicable to all AML/ATF
regulated financial institutions and independewnfgssional when conducting business in or
from Bermuda. Regulation 19 created the penalbiasdre applicable for failure to comply
with the obligations set out in the CDD relatedulatjons. This gap islosed.

iii. Extend the CDD requirements beyond customer ideatidn. The AML/ATF Regulations
have extended beyond identification. At Part 2,utation 7 is concerned with ongoing
monitoring in relation to CDD; regulation 9 has@ncerned with the requirements to cease a
transaction the relevant person is unable to apelyprescribed CDD measures; regulation 11
is concerned with enhanced CDD, the circumstance&hwwould trigger it, and the
commensurate action to be taken by relevant pergegsilation 12 is the branches and
subsidiaries of AML.AFT regulated financial institns located outside Bermuda whilst
regulation 13 speaks to the prohibition of shefiksaand anonymous accounts. Based on the
above, this gap iglosed.

iv.  Require CDD in all cases (business relationshipd ane-off transactions) where there is
knowledge or suspicion of ML/FT and not only inesasf one-off transactions. Also, clarify
that the threshold for one-off transactions does$ ajoply when there is suspicion. This
requirement should also include reporting of sugpiavhen an Fl cannot obtain the required
identification/CDD information under Rec. 5.15 and6- According to regulatio® (1) (c)
of the AML/ATF Regulations relevant persons in Bada must apply CDD when he suspects
ML or TF. This clarifies that the application of ©DOneasures is inclusive of all transactions
where ML/TF is suspected. This gajliesed.
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Reduce the minimum CDD threshold for wire transtershe equivalent of US/BD$1,000.
(See recommendation on recordkeeping under se8t®B. —The wire transfer regulations

which were enacted in March of 2010 addresseddifisiency by mandating at Regulation
23 (4) that the payment service providers veriffpimation on the payee only where the
amount exceeds $1000. This gaplased.

Extend the CDD requirements to cases where thatelibt as to the veracity or adequacy of
previously obtained information. See recommendatieiow on the need to update
information for “grandfathered accounts This has been achieved at regulatofi) (d) of

the AML/ATF Regulations where CDD is applicable wha relevant person is mandated to
apply such measures where he doubts the veracigdequacy of documents, data or
information previously obtained for the purposeadgntification or verification. This gap is
closed.

Reg. 4(4) could more explicitly establish the regumient to identify and obtain CDD
information on underlying beneficiaries, includifay legal persons and arrangements. This
would make the Guidance Notes more consistent timéhRegulationsThis deficiency is
addressed at Part 2 of regulation 5 (b) of the AMIF Regulations which defines CDD
measures in relation to beneficial owners who aethe customers. Here there is the
requirement to identify the beneficial owner arldrig adequate steps on a risk-sensitive basis
to the extent that the relevant person is satidfietl he knows who the beneficial owner is.
In this regard, where the business involves a Ipgedon, trust or similar arrangement, there
must also be measures to understand the ownenstiipoetrol structure of the legal person
trust or other arrangement. This gapl@sed.

Review the customer identification exemptions piedifor in the Guidance Notes for
consistency with the Regulations and FATF Rec, &)@ 9.At paragraph 84 of the DAR, the
assessors wrote that Bermuda’s AML Regulationscandance notes provided exemptions
or reduced customer identification requirementsthate was no established basis for such
exemptions. Life insurance business as well asitslieeho were other regulated financial
institutions and ‘small’ one-off transactions wesempted. Bermuda has sought to close this
deficiency at regulation 6 of the AML/ATF Regulat®where a relevant person is required
to apply CDD measures when establishing a bushe¢essonship, carrying out an occasional
transaction, upon suspecting ML of TF or when e doubt about the veracity or adequacy
of any data or information presented to him. Thare no exemptions prescribed here.
However at regulation 8 (3) a relevant person rsnféed to carryout verification during the
establishment of a business relationship if thisrig became necessary in order not to disrupt
the normal conduct of the business and also where is a little risk of ML or TF occurring.

In this case the verification must be carried aisaon as practicable after contact is first
made. Where a life insurance policy is concernagljlation 8 (5) permits identity verification
of the beneficiary to be carried after establishimg business relationship once this is done
prior to any payout or at the time of or before ble@eficiary takes advantage of any rights he
has vested in the policy. At regulation 10 simetf CDD is prescribed for AML/ATF
regulated financial institutions which are subjedhe AML/ATF Regulations and AML/ATF
regulated financial institutions situated in juitdtbns which impose CDD obligations
equivalent to those imposed in Bermuda and whiehaatually being supervised with those
CDD obligations. This gap idosed.
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Review the wording of Guidance Notes 129, 130, 139, and 140 on exemptions from
identification to ensure that they do not creafaractical limitation of CDD in the insurance
and investment services sectors. Similar revievedgsiired for GNs 131, 132 and 133 for
investment services. This should also be reviewdlde context of timing of verification for
purposes of Rec. 5.13 and 5.24. noted above, this has been achieved at regulétad the
AML/ATF Regulations. This gap idosed.

CDD requirements that include the purpose and retaf business relationships (and
significant one-off transactions) should be esti#d. This is in fact a requirement at
regulation 5 (c) where CDD is defined so as toudel ‘obtaining information on the purpose
and intended nature of the business relationsRiggulation 6 (3) is also relevant because it
mandates a relevant person to determine the |é¥&DB® he would apply on a risk-sensitive
basis but depending on the type of customer, bssirgationship product or transaction. This
gap isclosed.

Require FlIs to conduct enhanced monitoring for brgiisk business and regular updating of
customer profile information, to conduct enhancéaDCfor higher risk customers, business
relationships and transactionRegulation 11 is concerned with enhanced CDD alayant
persons are mandated to apply it on a risk-seeshiasis. CDD is taken in the context of
regulation 6 which includes the obligations for oimg monitoring particularized at regulation
7. At 7(2)(b) there is the obligation to keep CDiformation up-to-date. This gapdosed.

Require Fls to conduct enhanced CDD for higher aektomers, business relationships or
transactions in either in the POCA, Regulation®titer enforceable meanas noted above
regulation 11 of the AML/ATF regulations has suffiatly addressed this deficiency. This
gap isclosed.

Review the exemptions/simplifications providedridhe Regulations and (non-mandatory)
Guidance Notes to ensure that they are justifietherbasis of proven (documented) low risk.
Where applicable, such lower exemptions/simplifotces should be allowed only where
customer information is publicly available or whityere are otherwise adequate checks and
controls in the system, especially when the clianégsnot other regulated FlsSimplified
CDD is prescribed at regulation 10. See viii abdvas gap i<losed.

Where simplified CDD is allowed, there should bevisions to limit these to cases where
non-resident customers are from countries that haffectively implemented the FATF
RecommendationSimplified CDD is prescribed at regulation 10. S#eabove. This gap is
closed.
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Xxv. Asageneral rule, do not allow exemptions or red€DD measures when there is suspicion

of ML/FT. Provisions made under regulation 6(1) (c) and g 11 satisfy this
requirement. Under regulation 6(1)(c ) CDD mustabelied where there is a suspicion of
ML/FT and there is no exemption from this requiraimeor can simplified due diligence
(under regulation 10) be conducted where there ssispicion of ML/FT. Additionally,
regulation 11 also requires that enhanced CDD bewtied where a situation by its nature
presents a higher risk of ML/FT. This gapliesed.

xvi.  Remove the general exemption in Guidance Note S5theriiming for verification when

payment is to be made from “other account” as tusld be interpreted, e.g. from an account
held by any non-FI business or unregulated per3tie. Guidance Notes which were in force
at the time of the onsite are no longer applicable AML/ATF Regulations has addressed
timing of verification at regulation 8 (see viilpave. This gap islosed.

xvii.  Require Fls to expedite the conduct of CDD and tgdéient documentation for clients in

existence when the Regulations were issued, tloalkm “grandfathered” customers. The
Regulations were issues in 1998 (about 9.5 yean¥ agd the slow progress in updating such
information creates a significant vulnerability ass the industnBermuda has indicated that
the new Guidance Notes at 5.37 — 5.40 addresseghfh&lentified relative to E.C. 5.13 and
the recommendation that Fls update the client decwation of “grandfathered” accounts.
Bermuda has chosen to adopt a risk-based approduis tecommendation at 5.38 of the new
Guidance Notes where financial institutions are meguired, as risk dictates to take steps to
ensure that they hold appropriate information tonolestrate that they know all their
customers. This gap ¢sosed.

Recommendation 5, overall conclusion.

The DAR identified 17 deficiencies for Recommendiat. Based on the positive legislative action
taken by Bermuda has the effectfolly resolving all the noted deficiencies.

Recommendation 10 was rated L C with three (3) deficienciegi.) Include in all the Schedules for
minimum licensing criteria of the financial reguday laws a recordkeeping requirement to comply
with the AML/CFT legislation, not only for purposes the regulatory laws; (ii.) Consider
rewording Reg. 5(4) to make it more consistent Witidance Note 95 to state that the retention
period in cases of an investigation would be longpan the minimum five-year period specified.
Also clarify what constitutes the “outcome of thedstigation” and whether it would include, e.g.
the prosecution, trial, conviction or confiscatigpnocedures; (iii.) Revise the Guidance Notes
(G97) to ensure that the retention of transactieaards are not limited to details of securities and
investments transacted, and that they apply to semurities related business, e.g. banking and
insurance transactions. These three deficiencies are addressed at regul of the AML/ATF
regulations. At regulation 15(5) once a police adfi has informed a relevant person, in writing,
that certain records may be relevant to an invaitig which is being carried out such person must
keep the records until the completion of that itigagion. Additionally, the records required to be
kept includes evidence of the customer’s identittamed pursuant to the CDD and enhanced CDD
requirements at regulation 6, 1, 13 and 14. THesetgaps are osed.

Recommendation 10 overall conclusion.
The DAR identified three (3) deficiencies in retatito Recommendation 10. Based on the specific
action by Bermuda these are completely addressesdhidiving the effect dtilly resolving all the

noted deficiencies.

10
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For Recommendation 13aPC rating was applied for the two (2) deficienciesatbin the DAR.
Deficiency 1:Amend ATFA to require FT-related SARs for fundeelihto terrorist organizations
is being addressed through the Proceeds of Crirderglated Measures Amendment Act 2013
which is intended to amend the ATFA to includefihancing of terrorist organisations.

Deficiency 2:Enhance training for identification of FT-relatechbsactionsBecause FT related
transactions were not previously captured therensagsquirement for training in the identification
of such transactions. Notwithstanding, Bermudadsmsonstrated implementation of the existing
provisions through the filing of four (4) SARs lig reporting entities, related to terrorist finargi
Additionally, in order to enhance its ability tatk and detect SARs related to terrorist financing,
the FIA has deployed application software that thesability to red flag such reports, based on
specific parameters defined, by the FIA. Finallyehethe FIA has included TF issues in its
AML/CFT training module for its reporting entitieghis gap isclosed.

Recommendation 13 overall conclusion.
One deficiency is closed and the other has repgrtesn addressed in recently enacted legislation.

Special Recommendation Il was rated P@nd the assessors recommended four (4) actions to
close the deficiencies noted in the DAR:

i. Amend the ATFA’s definition of terrorism to inclutie acts covered by the nine conventions
referred to in the SFT ConventieReportedly addressed in the Proceeds of Criméatated
Measures Amendment Act 2013.

ii. Amend ATFA to include acts taken against intermai@rganizationsThis is addressed at3
(1) (b) of the amended ATFA. Here terrorism also meansusieeor threat of action designed
to influence an international organization. Actionthis regard falls within the meaning
prescribed a$.3 (2) (a) — (g) This gap islosed.

iii. Amend the ATFA to include a reference to the fimanof terrorist organizationsReportedly
addressed in the Proceeds of Crime and Relateduvesadmendment Act 2013.

iv. Amend the ATFA to cover extra-territorial acts itelg to terrorist organizationsBermuda
has proffered.170f the amended ATFA as addressing the deficiency.fi¢ere a person is
culpable where he does anything outside Bermudah&ndction constituted the commission
of a terrorism financing offence undebands.6.No reference is made to acts committed by
terrorist organizationsReportedly addressed in the Proceeds of Crime atatd®l Measures
Amendment Act 2013.

11
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Special Recommendation 11 overall conclusion.

One deficiency has been closed and the other legpgetedly been addressed in recently enacted
legislation.

For Special Recommendation I\fated PC the deficiencies and recommended cures are idéntica
to that of Recommendation 1®RIéase see abovEhese have reportedly been addressed in recently
enacted legislation.

V. REVIEW OF MEASURES TAKEN IN RELATION TO THE KEY
RECOMMENDATIONS

Recommendation 3 was rated as PMeficiency 1:Explicitly provide in legislation for the
confiscation of property which constitutes instruadities intended for use in the commission of
ML or other non-drug trafficking predicate offens&his deficiency is only partially addressed.
The comments of the first follow-up repoBgrmuda_1st Follow-up Repow)e relevant here.
Bermuda has now reported that the Proceeds of Gnmdeelated Measures Amendment Act 2013
is intended to close the deficiency noted in th&t follow-up report, and thus allow for the making
of a Deprivation Order by the Court, to depriveioted persons of ‘tainted property’.

Deficiencies ZExplicitly provide in legislation that, for the ppwses of confiscation of the benefits
of ML offenses, the proceeds that are the badibeobffense may include any payments received
by the defendant at any time in connection withMteoffense carried out by him or by another
personand Deficiency 3With respect to the voiding of contracts, expljciitovide the authorities
with the means to prevent actions to hinder thevety of property subject to confiscatiddoth
these deficiencies were reported in the first foligp report report Bermuda_1st Follow-
up_Reporxto have been sufficiently addressed by Bermuties& gaps arosed.

Recommendation 3 overall conclusion.

The MER identified three (3) deficiencies in radatito Recommendation 3. Two (2) of these have
been addressed through legislative amendmentsofftee one (1) was partially addressed and
further legislative amendments to fully rectifynais to have been recently enacted.

Recommendation 23 was rated as N¢Deficiencies 7; and 10}7)Review and where necessary

strengthen licensing practices in a consistent nearnthat reflects concerns not only of the

applicant, but of other members of the group, idlg enforcement of the ongoing need for fit and
proper criteria under the minimum licensing requivents. (10) Conduct a systemic review to
ascertain whether other financial activities cowtt®y the FATF Recommendation is taking place
in or from within Bermuda on a regular commerciakks.

12
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For deficiency 7 Bermuda has reported that then$ioey procedure adopted by the Bermuda
Monetary Authority (BMA) involves an evaluation ameview process which ensures that the
business to be carried out by the proposed liceissgvided for in Bermudan law and the said
licensee has the requisite systems and procedupéacie to conduct such business. These licensing
procedures also include steps to ensure that ttemme proposing to manage and direct such
businesses are fit and proper to act as contraisofficers of the said business. At this stagje a
well an evaluation is done on any issues which imaye an impact on the licensee and other
members of the groufSee Bermuda'’s repoherefor a more details of this aspect of the BMA’s
licensing procedure)This gap isclosed.

For deficiency 10 Bermuda reported that a prelimyjingsk assessment was carried out in 2011-
2012 and followed by a more detailed national askessment (NRA), which is currently ongoing.
The ongoing NRA requires lists of products andises/to be obtained from all regulated financial
institutions along with activity and volume statist Here the identification of other areas of
activities that might require more detailed revigill be determined. As this action is still ongoing
a very minor deficiency still exist§See Bermuda’s repohterefor a more details on Bermuda’s
ongoing NRA.

Recommendation 23 overall conclusion.

There were ten (10) deficiencies noted in the MERe previous follow-up reports
(Bermuda 1st Follow-up Repdrt(Bermuda 2nd Follow-up Rephrt(Bermuda 3rd Follow-
up_Repor}, have already detailed the technical analysé®enmuda’s action and concluded that
the only outstanding gaps were in relation to deficies 7 and 10. Based on all of the above this
Recommendation can be deemed to have hébrectified.

For Recommendation 26 which was rated as LGhe assessors recommended that Bermuda:
Ensure that the new FIA is established and becapesational, and provide sufficient staffing
levels at the existing Police FIU.

The new FIA was established in 2008, is operaticanad has played a significant role in
Jurisdiction’s 13 money laundering convictions sirtbe adoption of the MER. Here six (6) of
those convictions were directly related to STRIdsares whilst the FIA supported the other seven
(7) through STR related information. Bermuda ha® akported there are other AML related
matters under investigations and before the Bermudaurts. (Please seehere for other
supplementary information provided by Bermuda iatren to the FIA). The second part of the
recommended action for increased level of staffitighe Police FIU would be addressed at
Recommendation 30. This gapclesed.

Recommendation 26 overall conclusion

The single recommended action for Recommendatioma®tbeen fully resolved resulting in this
Recommendation beirfglly rectified.

Recommendation 35 rated PQGvith one (1) deficiencyTheSFT and Palermo Conventions have
not been extended to Bermuda.

Bermuda reported that it has formally requested e to extend the SFT and Palermo
Conventions to it. In the meantime legislation isrently before the Senate to strengthen the
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framework necessary to enshrine both Conventiofgs Bpecial Recommendation remains
outstanding.

Recommendation 36 was rated as L@wing to there beingo specific procedures facilitating
expeditious action to be taken or establishing {g@dimelines for response to MLA requests
Bermuda has reportedly addressed this through thern®y General’'s office where a policy
establishing precise timelines to address reqfmstdutual Legal Assistance has been established.
This Recommendation fsilly rectified.

Special Recommendation | rated PQvith | deficiency:TheSFT and Palermo Conventions have
not been extended to Bermud&e comments above in relation to Recommendatioar85lso
relevant here. Bermuda reports that in August 20&2requirements of UNSCR 1267 (1999) as
amended, and other additional European Union (“Etd8asures, were brought into force in
Bermuda: The Al-Qaida (United Nations Measures)gi®gas Territories) Order 2012 No. 1757
(“Al-Qaida Order 2012") and The Afghanistan (Unitdtions Measures) (Overseas Territories)
Order 2012 No. 1758 (“Afghanistan Order 2012"). Tequirements of UNSC Resolution 1267
(1999) were previously implemented in Bermuda tgtodhe Al-Qa’ida and Taliban (United
Nations Measures) (Overseas Territories) Order 2802mended. This Special Recommendation
remainsoutstanding.

Of the four (4) actions required to close the deficies of the DAR only one can be considered to
have been sufficiently addressed. The commentsaitgpaph 43 are also relevant here. This
Special Recommendationaststanding.

Special Recommendation 11l was rated LCand two (2) deficiencies were noted in the DAR:
Deficiency 1 & 2: (1)No specific guidance has been issued to the regplilsgctor concerning its
affirmative obligation to implement measures wiglspect to the UNSCR [igR) There are no
specific procedures for delisting or unfreezing.

In March of 2009 the BMA issued Guidance NotesAML/ATF regulated financial institutions
pursuant tcs.52of the SEA, s.49A of the POCA ands.12Bof the ATFA. Paragraphs 5.304 to
5.311 are concerned with ‘Persons institutions khaot accept as customers’. Specifically, at
5.305 mention is made of the UK’s Terrorism (Unifédtions) (Overseas Territories) Order of
2001 and its restrictions on making funds and fiierservices available to listed persons. At 5.306
the obligations of the Governor to issue a NotreeZing funds held by relevant persons is noted.
This gap isclosed.

Deficiency 2 is still being addressed. Here Bernmblational Anti-money Laundering Committee
is reported to be working with the Government Hoasd the UK Foreign and Commonwealth
Office to develop procedures for delisting requests unfreezing of funds. This gapojgen.

Special Recommendation 111 overall conclusion

Of the two (2) minor deficiencies which led to #yeplication of an LC rating in the DAR one (1)

has been completely addressed whilst the otherimm® to be in abeyance. This Special
Recommendation isutstanding.
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VI. DEVELOPMENTS REGARDING THE OTHER RECOMMENDATION S RATED
PC OR NC: R6, R7, R8, R9, R11, R12, R14, R15, RI®17, R21, R22, R24, R25, R29, R30,
R31, R32, SRVI, SRVII, SRVIII, and SRIX.

Recommendation 6 was rated N@n account of the single deficiency whereby thess wo
requirement for FIs to conduct enhanced CDD for $2Hmis deficiency has been addressed at
regulation 11 of the ATFA regulations, which is cemed with enhanced due diligence.
Specifically with regards to PEPs,Jdt (4) (c),where a relevant person has entered into a business
relationship with a PEP he is required to conduttamced ongoing monitoring of that business
relationship. Before this however, senior manageérapproval is a pre-requisite for establishing
the business relationship and adequate measurdsbmymit in place to establish the source of
wealth and source of funds which are involved ie thusiness relationship or occasional
transaction, as the case may be. The regulatiem&@wever silent on the any requirement for
relevant persons to obtain senior management'sospprin order to continue a business
relationship with a person who is discovered tald@EP subsequent to the establishment of the
business relationship. This gajpofen.

Recommendation 6 overall conclusion

Recommendation 6 has been largely rectified withrthnor shortcoming being the lack of any
obligations towards persons who become PEPs hfidyusiness relationship has been established.
This Recommendation @utstanding.

Recommendation 7 was rated N@n account of the single deficiency whereby thees mo
requirement for FIs to conduct enhanced CDD witkpext to correspondent banking and similar
relationships.Regulation11(3) of the ATFA has been mandated a banking institution which has
or is proposes to have a correspondent bankingareship with a respondent institution outside
of Bermuda to do the following:

a) gather sufficient information about the respondeninderstand fully the nature of its
business;

b) determine from publicly-available information theputation of the respondent and the
quality of its supervision;

c) assess the respondent’s controls relating to amtiey laundering control and anti-
terrorism financing controls;

d) obtain approval from senior management before sy a new correspondent banking
relationship;

e) document the respective responsibilities of thpaadent and correspondent;

f) be satisfied that, in respect of those of the redpot’s customers who have direct access to
accounts of the correspondent, the respondent—

i. has verified the identity of, and performs ongailug diligence on, such
customers; and

ii. is able upon request to provide relevant custoruerdiligence data to the
correspondent.

15



48.

49.

50.

51.

Post-Plenary-Final

Recommendation 7 overall conclusion
The lone deficiency has been closed and conseguéiglRecommendation fslly rectified.

Recommendation 8 was rated NQvith the lone deficiency thahere wereno requirements for
Fls to implement measures to prevent the misuselhological developments that could facilitate
ML/TF. Bermuda has implemented the recommendation ofxhmiaers by detailing at 9 (1) of
the Proceeds of Crime (Anti-money laundering andi-farrorist financing) Regulations 2008,
requirements to cease transactions. Additionaltyll52) of the same Regulations, financial
institutions are required, where a customer hasbean physically present for identification
purposes, to take specific measures so as to caagefor the higher risk. These measures are
detailed at 11(2) (a), (b), and (c) and includeueng that additional documents, data or
information is used to establish the customer'sitithe and or using supplementary measures to
verify or certify any documents supplied, or remgrconfirmatory certification by a financial
institution that is also subject to equivalent dagjons. These provisions have the effect of enguri
that this gap islosed.

Recommendation 8 overall conclusion
The lone deficiency has been closed and conseguéiglRecommendation fslly rectified.

Recommendation 9 was rated P@nd there are four (4) recommended actions madehdy
assessors intended as cures to the deficiencibe DAR.

i. Require Fls to immediately obtain CDD informatioworh acceptable third parties when
relying on their CDD -Resolution of the deficiency here is dependenherProceeds of Crime
and related Measures Amendment Act 2013.

ii. When allowing FIs to rely on CDD conducted by tlpedties, require them to have addressed
themselves that the requisite CDD documentatiorbleas obtained by such third parties, and
that it will be made available to the Fls prompty requestBermuda has proffered that
regulation 15 (7) of the ATFA regulations has addesl the deficiency here. According to this
regulation, a relevant person in Bermuda is mamttatéake steps to ensure that the third party
whom he relies upon to apply CDD measures will evcopies of identification and
verification data and other relevant identificatdwcuments as soon as practicable after these
has been requested by the relevant person. Theatieguappears to be silent on any
requirement on the part of the relevant persomsoiee that this CDD information and data has
in fact been obtained by the third party. This tegpen.

iii. Periodically review the adequacy of the basis oiictvlirls rely on the CDD of other third
parties whether in Bermuda or in other countriesthwespect to their supervision for
AML/CFT purposes, and implementation of the FATEORenendations by countries where
the third parties are locatedtven though Bermuda has proffered regulation 1hefATFA
regulations as having cured the deficiency herés iinclear how this has been achieved
because regulation 14 makes no mention of any remgents to carry out the period reviews
required here. This gap apen.
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iv. Make it explicit that where reliance on others éartain aspects of CDD is allowed, that the
ultimate responsibility lies with the HResolution of the deficiency here is dependenthen t
Proceeds of Crime and related Measures Amendmer2 4.

Recommendation 9 overall conclusion
The resolution of this Recommendation is dependemtcently enacted legislation.

Recommendation 11 was rated N@nd the assessors recommended that Berintrdauce in
law, regulations or OEMSs a requirement to moni@xamine and record information on complex,
unusually large, or unusual patterns of transactidghat have no apparent economic or lawful
purposeThis is reportedly addressed in the Proceeds ofi€and Related Measures Amendment
Act 2013.

For Recommendation 12 Bermuda was rated as NCand the assessors made six (6)
recommendations to cure the deficiencies they niatdte MER. A detailed analysis of Bermuda’s
action to close these gaps are can be found ithtia follow-up report Bermuda_3rd_follow-
up_repor}. There it was noted that several of the defidennoted by the assessors were still open.
Bermuda plans to enact Orders which would bringioipecified DNFBPs under the supervision
of the FIA during 2013. For this report the statemains the same. This Recommendation is
outstanding.

For Recommendation 14 which was rated as P(please see the first follow-up report
(Bermuda_1st_Follow-up_Repbfor a detailed analysis of the measures alreakisnt to address
some of the noted deficiencies. The outstanding amne reportedly addressed in the Proceeds of
Crime and Related Measures Amendment Act 2013.

Recommendation 15 was rated as P&nd the assessors recommended four (4) actioriede c
the deficiencies noted in the DAR. The first andosel follow-up reportsBermuda_1st Follow-
up_Repor), (Bermuda_2nd_Follow-up_Repbtiave detailed Bermuda'’s actions thus far.

The first recommended actioaxtend the procedures requirements to the full ea@pD and
recordkeeping requirements, and also require thiemédation of AML/CFT policies, compliance
and controls. Also consider specifying, in all caghat the control systems requirements contained
in the financial regulatory laws apply to AML/CHRs been done (see the first follow-up report)
so the gap here ©dosed.

The second recommended actierpand the role of the AML/CFT compliance functeyond
suspicious activity reporting and include a requient for an independent internal audit function
that covers AML/CFTThe conclusion in the first follow-up report iseeant here. Regulation 16
of the ATFA regulations has in fact expanded thmgliance function beyond suspicious activity
reporting however the ATFA regulations is silenttba requirement for an independent internal
audit function. This gap igpen.

The third and fourth recommended actions: €8jend the training requirements beyond those
“relevant employees” defined in the Regulationstbers who can play a role in implementing
and monitoring compliance with institutional andyé AML/CFT requirements and (4) Include
employee screening requirements in the AML Regustto complement the fit and proper
requirements for senior officials of FIs containadhe financial regulatory lawsre addressed in
the Proceeds of Crime and Related Measures Ameridhoe2013.
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Recommendation 15 overall conclusion.

Of the four (4) recommended actions of the assessar have reportedly been addressed in
recently enacted legislation.

Recommendation 16 was rated as N@nd the assessors recommended five (5) actionsedloe
two (2) deficiencies they noted.

Amend POCA to ensure that SAR reporting requireroentorms to the applicable FATF Recs.,
including requirements for legal professionaBermuda has reported that provision already made
under POCA s.46(2)(6) satisfy this requirements 46 (2) the generic reporting obligations now
capture legal professionals. This gaplased

The authorities should take additional measuresluiting but not limited to the issuance of
regulations and guidance, to ensure that DNFBPluiding lawyers, file SARs when appropriate.
Here Bermuda has reported tisa460of the POCA and the ATFA at regulation 9 cures.tAs
noted above legal professional advisors have beptued by the generic reporting obligations
prescribed. This gap ¢osed.

Revise relevant legislation with respect to tippioff by lawyers, in order to protect the
confidentiality of SAR informatioflere Bermuda is reporting that the POC/s 7 (3)and the
‘ATFA amend 2008 addresses this deficiert8yd7of the POCA is concerned with tipping off
and subsection 3 aims to protect a legal profeatiadvisor where he discloses information or
other matter pursuant to circumstances unrelatédtib/CFT. This gap isopen.

As recommended in 5.2 above, bring all DNFBPs utitepreventive measures regime called for
in POC Regulations 1998. Mandatory measures shimdllide requirements to have effective
systems and controls to monitor transactions fapgtions and to ensure that suspicious activities
are reported.Here Bermuda has reported ttia legislative framework requiring Fls and DNFBPs
to have the required systems and controls is ingpld o date TSPs, CSPs, lawyers and accountants
have been brought into scope under the regimeh kfiard to the reporting of SARSs, the reporting
requirement is already in place for all DNFBPSNotwithstanding, the comments for
Recommendation 12 are also relevant here in tlea¢ thre still some DNFBPs which have not as
yet been captured. This gapojen.

Any AML/CFT supervisory regime introduced for DNEBHFSBs are already covered) should
include powers for the supervisor to ensure effectimplementation of SAR reporting

requirementsThis has in effect been addressed through the SEiétwvgives the necessary powers
to the supervisory authorities. Here the analysefRecommendation 23 detailed in the previous
follow-up reports are relevant. This gagliesed.

Overall conclusion for Recommendation 16.

Two (2) of the recommended action required to ctbsedeficiencies noted in the MER have not
as yet been addressed. This Recommendatmutsganding.

Relative toRecommendation 17 which was rated as Pte outstanding issue is related to the
second assessors’ recommendation finas under POCA with respect to summary convistion
and certain convictions on indictment should besediHere Bermuda has opined that relevant
sanctions are at appropriate levels and are irhfgher than those sanctions applicable in a number
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of jurisdictions. According t8.25(1) of theSummary Jurisdiction Act of 1930 where a person
is summarily convicted of an offence triable onigtchent and the court is of the opinion that
greater punishment, than that court is empoweremnpmse, should be imposed, the court is
empowered to commit that person to the Supremet@musentencing. Notwithstanding Bermuda
is contending that even in the absence of thisigimv the penalties applicable upon summary
conviction for related offences in Bermuda is higivaen compared to other specific countries.
Bermuda has produced the following table which carap the penalties applicable in Bermuda
with those that would apply in Guernsey, Caymaands and the UK.

Table 5: Summary of penalties applicable in Bermuda andratbentries

Penalties Bermuda Guernsey Cayman Islands UK
MER Rating (Rec PC LC C LC
17) Jan 2008 Jan 2011 Nov 2007 Jun 2007
ML (summary) 5 years or a fing 12 months and/oy 2 years and/or | 6 months or a
of $50,000.00 orf a fine notl a fine not fine not
both exceeding exceeding exceeding the
£10,000 $5,000 statutory
maximum  or
both
ML (indictment) | 20 years or anf 14 years and/or ap 14 years and/or | 14 years and/or
unlimited fine or| unlimited fine an unlimited | afine
both fine
Failure to disclose| 3 years or a fing 6 months and/or & Fine of 6 months or a
(summary) of $15,000.00 orx fine not exceeding $50,000 fine not
both £10,000 exceeding the
statutory
maximum  or
both
Failure to disclose| 10 years or ap5 years or to ap 2 years and/or | 5 years and/or
(indictment) unlimited fine or| unlimited fine or| an unlimited | an unlimited
both both fine fine
Tipping off | 3 years or a fing 6 months and/or § 2 years and/or | 6 months or a
(summary) of $15,000.00 of fine not exceeding a fine not | fine not
both £10,000 exceeding exceeding the
$5,000 statutory
maximum or to
both
Tipping off | 10 years or ap5 years or an 5 years and/or | 5 years and/or
(indictment) unlimited fine or| unlimited fine or| afine an unlimited
both both fine or both

Overall conclusion for Recommendation 17.

Of the two (2) recommendations made by the examinae (1) has been specifically addressed
through legislation (SEA 2008) whilst Bermuda hasfed to an apparent inconsistency in the
application of the rating which has resulted in B@&rating. This Recommendatiorcissed.
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For Recommendation 21 which was rated as N@e comments of the first and second follow-
up reports Bermuda 1st Follow-up Rephrt (Bermuda 2nd Follow-up_Repbprtare still
relevant. The recommended action required to dluseeficiency are reportedly addressed in the
Proceeds of Crime and Related Measures Amendmer0AS.

Recommendation 22 was rated N@nd the first follow-up report has already conctlitteat ‘the
enactment of these Regulations has the effectsofriag that this Recommendation is now fully
met. This Recommendation is fullyectified.

At Recommendation 24 which was rated as Ne assessors made three (3) recommendations
to close the gaps they noted in the MER. Pleaséhsefrst, second and third follow-up reports
(Bermuda 1st Follow-up Repdrt (Bermuda 2nd Follow-up Repbrt(Bermuda 3rd follow-
up_repor} for Bermuda’s action thus far. Relative to thistfrecommended action, the third follow-
up report had noted thafll DNFBPs have not as yet been brought under ANFII/Gupervision.

The comments giaragraph 26elative to the ongoing NRA is relevant here aadlifvely affects

this deficiency. However the other comment tRatinformation was provided on the resources,
including technical resources and skill etc. that available to these supervisory authorities to
effectively perform their functions. As well, notadavas provided to demonstrate that any
supervisory functions were actually being carried’care still relevant. This gap apen.

The third recommended action relative to updatediamce has been significantly addressed

through the sector specific guidance notes, whietevapproved by the Minister and issued to the

sector in 2012, for trust and barristers and actaous. It must be noted as well that updated

guidance for all financial institutions includiniget trusts sector were last issued in 2010. Bermuda
It is unclear whether any other Guidance has besred. This gap dosed.

Overall conclusion for Recommendation 24.

Recommendation 24 now has a very minor shortcome@rgaining that is really linked to
implementation of the measures taken to close dtedrdeficiency.

For Recommendation 25 which was rated as PQGhe three previous follow-up reports are
relevant. Bermuda has now indicated that sectocifipgyuidance are issued through quarterly
feedback meetings, by the BMA, through automatjcagenerated reports by the GoAML
application software, annual reports, regular imgueutreach sessions and quarterly feedback
meetings. This Recommendation remailused.

At Recommendation 29 which was rated as P@he outstanding recommendation is in relation
to the assessors’ recommendation that Berm &z ify clear powers in the Credit Union Act that
the BMA, under delegated authority, can supervisgiaspect these Fls, including for compliance
with AML/CFT obligations The framework for monitoring and supervision ofditainions are
predicated on the fact that a credit union is ad#paking business as definedsid of theBanks
and Deposit Companies Act 1999The definition hereencompasses the activities of a credit

! Section 4(1)Meaning of "deposit-taking business"Subject to the provisions of this section, a persamies on
deposit-taking business for the purposes of thisifAc

(a) in the course of the business, he lends moemsjived by way of deposit to others; or

(b) he finances any other activity of the businghslly or to any material extent, out of the capithor the interest
on money received by way of deposit.
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union because credit unions lend money receivasldyyof deposit to others and finances its other
activities out of the interest received on the kan

Both regulation 2(2) of the ATFA argd2 (1)of the SEA include in the definition of an AML/ATF
regulated institution “a person who carries on aéégaking business within the meaningsof of

the Banks and Deposit Companies Act 1999 Regulation 4(a) makes AML/ATF regulated
financial institutions “relevant persons” withiretlscope of the regulations and therefore all of the
AML/CFT requirements of the regulations apply te tiredit union. , Pursuant $03(1)(a) of the
SEAthe BMA is the supervisory authority for AML/ATEgulated financial institutions; and under
s.5 and 6 of the SEAhe BMA has the duty to monitor AML/ATF regulat@dancial institutions
(including credit unions) for compliance with thegulations etc., which includes the power to
conduct on-site examinations to test for compliafités Recommendation is fulhgctified.

For Recommendation 30 which was rated as P@e first, second and third follow-up reports
have detailed Bermuda'’s action thus far. There wemg10) recommended actions made by the
assessors

The first and second recommended actions werddBMA toenhance training for BMA staff to
facilitate the identification of deficiencies raleg to AML/CFT and the BMA should enhance staff
capacity to undertake more comprehensive AML/CFpemsion including the conduct of
effective consolidated supervision whether as hoonehost supervisor.Following the
commencement of the SEA in 2008 the role of the BM&S expanded to include a duty to monitor
financial institutions’ compliance with the AML/ATRegulations. As a consequence of this a
dedicated anti-money laundering and anti-terrdimgncing unit was established and seven (7)
persons were appointed and Bermuda has reportethész officers average 20 years’ experience
per member in compliance, operational risk, morayntering investigations and enforcement
pertaining to regulatory procedures and have woiketthe various financial sectord’he unit
members also hold relevant diplomas, certificatiamng degrees such as CAMS. Bermuda reports
that 2010 the AML Team has conducted a number parsg¢e week long internal training
programmes to develop competencies in supervisaffjte review and evaluate AML compliance
during supervisory on-sites. These gapschorsed.

The third recommended actiagnsure continuation of the experience and skillfimancial
investigations in the Commercial Crime Departmieas been addressed. Please refer to the first
follow-up report. Bermuda_1st Follow-up _RephriThis gap islosed.

The fourth recommended actidnliaison officer should be named and existing Blaff should
train their successors in order to facilitate thiartsition from the FlUhas been achieved because
two (2) officers from théormer FIU FIU were seconded to the FIA to assighe transitionThis
gap isclosed.

The fifth recommended actiothe number of open positions in the DPP’s officeusth be
remedied, and efforts made to retain professiotefif fas been addressed. Please see the first
follow-up report Bermuda_1st_Follow-up_RephrThis gap islosed.

(2) For the purposes of subsection (1), all thevitiets which a person carries on by way of busér&sall be regarded
as a single business carried on by him.
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The sixth recommended action tisaffficient resources should be made available f@ining of
DPP, Customs and Police stafflease see the first follow-up repoBefmuda_1st Follow-
up_Reporx. Additionally Bermuda has reported that trainisgngoing. This gap idosed.

The seventh recommended actéfforts should be made to attract qualified persana the FIU,
and to provide continuity in the transition to thew FIAappears to have been partially addresses
because as was noted at paragraph 65, above twaffig@rs from theformer FIU FIU were
seconded to the FIA to assist in the transition.

The eight recommended action for increased traihagybeen addressed. In addition to reporting
that training is ongoing, Bermuda has also repdttatithe training needs in the FIA and other law
enforcement agencies have been addressed throNgiRBEIC and other authorities on Analytical
and Intelligence Training. FIA staff have partidigéin training in the following areas: Tactical
Analysis, Financial Intelligence Analysis, Complianand Terrorist Financing. Staff continue to
attend and actively participate in Conferences, iBarm and Workshops provided by FATF,
CFATF, Egmont, other FIUs. Training has occurredally and internationally involving law
enforcement, regulators and foreign FIU staff. ding for annual training has been budgeted and
provided to the FIAIn respect of training in the DPP Office, since 20the members of the
Specialist Section continue to train through hamfs involvement in money laundering
prosecutions, restraint and confiscation of crihpraceeds. Members of the Specialist Section
have also attended relevant training in AML/CFT &add overseas. With regards to the Bermuda
Police Service five (5) officers in the unit areremtly CAMS certified. Two (2) supervisors in
the office hold Advanced Diplomas in Compliance afithancial Crime Prevention with
International Compliance Association (ICA) and havare in the process of completing bachelor's
degrees in ‘white collar crime. As for the BMA triaig is ongoing. This gap @osed.

The ninth recommended action was for the FIA tadequately funded, staffed and provided with
technical resources, particularly in terms of teifah expertise such as forensic accountikigre
Bermuda has reported that “The FIA is adequateigéd, structured, staffed and is provided with
technical and other resources to fully and effetyiyperform its mandated function The FIA has
acquired the United Nation's goAML software soluatiowhich allows for all reporting entities to
file suspicious activity reports (SARs) on-linedbgh a secured environment. The system receives
stores, collates and provides feedback on all f8&dRs. This has allowed for an effective and
efficient disclosure process that has already shanvimcrease in workflow and disclosures made
to law enforcement, foreign FIUs and other autiesitThis gap i<losed.

The tenth recommended actioneiasure that the new administrative Financial Ingglhce Unit
(FI1A) is established and becomes operational aravigle sufficient staffing levels at the existing
Police FIU to enable an increased number of ML/[ETated investigationkas been addressed,
See paragraph 81. The Recommendation is fettfied.

Overall conclusion for Recommendation 30.

Of the ten recommended actions eight (8) have Heénitively closed whilst two (2) have been
addressed to the point where only a very minortanting deficiency exist.

Recommendation 31 was rated as P@ith two (2) recommended actions. The figtnational
AML/CFT coordinator should be appointed and thagytlevelopment role of NAMLC should be

energized This has been addressed. Please see the first egwhds follow-up reports
(Bermuda_1st_Follow-up_Repnrt(Bermuda 2nd_Follow-up _RephrtThe outstanding issue
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relating to the Policy not mentioning CFT is addesk in the Proceeds of Crime and related
measures Amendment Act 2013.

For Recommendation 32 which was rated P@ermuda has provided detailed statistics to the
Secretariat which demonstrated that the Jurisdidtion fact maintaining the statistics as required
by Recommendation 32. Those statistics can be dédwyelicking here This Recommendation is
fully rectified.

For Special Recommendation VI which was rated as Pthe recommended action waisensed
money transfer services should be required to raaird list of their agents and to make this list
available to the authorities. Since the new legadime for money service business is untested,
there is no basis for evaluating effective impletaigon. There are 2 licensed money service
businesses currently operating in Bermuda. Botlsalbgect to the same AML obligations as other
financial institutions in Bermuda and have beerjesibd to onsite inspections in December 2012.
Here the comments for Recommendation 23. This Remndation igully rectified.

Special Recommendation VIl has already been fullyectified. The second follow-up report
(Bermuda_2nd_Follow-up_Reppdetails all the action taken by Bermuda to fihplement the
assessors recommended actions.

Special Recommendation VIII was rated PC.Bermuda has reported that following public
consultation on the NPO sector Charities Bill hasrbdrafted and should be tabled by the end of
2013 for enactment in early 2014. This Special Renendation remainsutstanding.

Special Recommendation IX was rated as N®lease see the first and second and third follow-
up reports Bermuda_1st_Follow-up_Rephprt (Bermuda_2nd_Follow-up_Repbrt
(Bermuda_3rd_follow-up_repgrtfor detailed analyses of Bermuda’s action at infpsthe
deficiencies noted in the MER. This Special Recomutagion isfully rectified.

CFATF Secretariat
November 182013
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Report and Submission to CFATF for Removal from Fdbw-up Process
Bermuda (September 2013)

Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
Legal systems
1.ML offence LC The effectiveness of the updated legal framework highlighted

in a ML prosecution under s. 44 of POCA in 2009he Tguilty
verdict on all 11 Counts reaffirmed the efficacytbé anti-ML
provisions as well as the skills of the law enfoneat, and
prosecuting teams which worked on this matter av@year period
From 2009 to 2011, there were an additional 3 cdioris for
money laundering; 1 in the Magistrates’ Court, 2mithe Supreme
Court.

As of 31 August 2013 there have been a total afdi®ictions for
money laundering in Bermuda; two convictions haeerbin the
Magistrates Court and 11 convictions in the Supr@woert. Thus,
there were a further 9 convictions for money lauimdeduring the
period 1 February 2011to 31 August 2013.

Further, there are currently 7 individuals chargétth offences of
Money Laundering before the Supreme Court and Maiss
Court in Bermuda. In addition there have been nranye arrestg
for money laundering during the period and althottgh has not|
resulted in further prosecutions, the evidenceespect of these
arrests has been used towards successful congidtiargards tq
existing matters before the courts. These prosealidecisions
have been assisted by the effective ML legislatidrhe overall
effectiveness of the legislation is now being readyl and
rigorously tested and being upheld at all levelthefsystem. Thig
has resulted in not only positive results but véfipropriate case
law being created by affirmative Appeals Courtsisiens.

2.ML offence — mental
element and corporate liability

LC

i) Fines under POCA with respect to summ
convictions and certain convictions @n
indictment should be substantially increas

ii) Additional investigations and prosecutio
are necessary in order to maintain
effective AML/CFT framework, particularly
given that there has only been o

ary
d.

D]

It was our view that no action was required to &leeh on this
recommendation as we did not agree that it wasoppiate. We
presented to the Secretariat the required infoonab support our
position (copy attached in Addendum, Section Adif)d were
informed by the Secretariat that this item was nmwmsidered
closed (via email from Jefferson Clarke dated 2§ I2@13).

The effectiveness of the updated legal framework highlighted
in a ML prosecution under s. 44 of POCA in 2009 ($tec.1
above). There have been a number of confiscatiders as well ag
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

prosecution of ML in the last five years a
limited numbers of ML investigations.

forfeitures. Further, the Bermuda authorities hheen directly
responsible for successful convictions in 5 caseshe United
States, while two subjects have been convictedoofay laundering|
offences in the UK. In addition, three personsenbgen charge
with money laundering offences in the Caribbean anedawaiting
trial. Other investigations are ongoing locallydathere is closg
cooperation between the DPP and the BPS in thizdeg

As of 31 August 2013 there have been a total afdi®ictions for
money laundering in Bermuda; two convictions haeerbin the
Magistrates Court and 11 convictions in the Supr€uaart. The
sentences for these offences have ranged fromr3 y@®8 years|
imprisonment, and demonstrate the ability of th&RBiRd the DPR
to investigate and prosecute these offences. Thasdeen 1 no
guilty verdict for money laundering during the petil February|
2011 to 31 August 2013 in regards to a husbandhéfiedvho were
however convicted of providing false and misleadimgrmation
to the Bermuda Monetary Authority.

Additionally, as noted above, there are currentlyndividuals
charged with offences of Money Laundering before Supreme|
Court and Magistrate’s Court in Bermuda. This destates
willingness by both the Bermuda Police Service Begartment of
Public Prosecutions to investigate and prosecutep&Ex money
laundering cases.

i

t

3. Confiscation and
provisional measures

PC

i) Explicitly provide in legislation for the

i)

ii)

confiscation of property which constitute

instrumentalities intended for use in tl
commission of ML or other non-dru
trafficking predicate offenses.

Explicitly provide in legislation that, for the

purposes of confiscation of the benefits
ML offenses, the proceeds that are the b

D)

2]

ne

i)
of
ASis

of the offense may include any payments

received by the defendant at any time
connection with the ML offense carried o
by him or by another person.

in
ut

With respect to the voiding of contracts, iii)

explicitly provide the authorities with th

2

The required legislation (Clause 14 of the Proced#dSrime and
Related Measures Amendment Act 2013) has now bassed by
the House of Assembly and tabled in the Senateléate and
approval on October 2, 2013. Clause 14 amendSiihgnal Code
Act 1907 by inserting section 70IA, which allowsaurt to make g
Deprivation Order to deprive a convicted persotawited property,
which is property that was used in or in connectinith the
commission of an offence.

Provisions made under POCA Amendment 2008, clause48A
(3) have addressed this recommendation.

Section 10 of the POCA Amend. Act 2007 has adddeskis

recommendation.
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
means to prevent actions to hinder the
recovery of property subject to confiscatiop.
Preventive measures
4. Secrecy laws consistent | C
with the Recommendation$
5.Customer due diligence NC i) Extend the regulatory regime for FIs fo i) Provisions made under Regs. 6 and 11 have addrebie(
explicitly cover CFT issues. recommendation.
i) Establish in the Regulations or in other jj  provisions made under Regs. Part 2, regulationsis have
enforceable instrument (Othgr addressed this recommendation.
Enforceable Means) all of the
applicable requirements under FATF
Recommendations 5-8. The current
Regulations are limited and the
- iii)y  Provisions made under the Regs, Part 2, regulafiphs11, 12 and
Guidance Notes are not enforceable. 13 have addressed this recommendation.
i) Extend the CDD requirements beyond ] o ) ] ]
customer identification. iv) Regulation 6 satisfies this requirement in that B@g(c ) mandates
) ] ] ] that there must be CDD when there is knowledgeuspision of
iv) Require CDD in all cases (business ML/FT. It also applies even if the threshold forecoff transactions
relationships and one-off transactions) where do not apply.
there is knowledge or suspicion of ML/HT
and not only in cases of one-off transactiops.
Also, clarify that the threshold for one-off
transactions does not apply when there is
suspicion. This requirement should also
include reporting of suspicion when an Fl
cannot obtain the required
identification/CDD information under Reg.
5.15and 5.16. v) Part 4 — Wire Transfers of the Regulations makesigions relating
- to electronic funds (wire transfers) and satisfidhis
V) R_educe the minimum CDD threshold for recommendation. (The updated Regulations came forze in
wire transfers to the equivalent —of March 2010). In particular, this issue is addrdseeRegulation 23
US/BD$1,000. (See recommendation pn ) - inp ' 9
recordkeeping under section 3.5.3. ’
vi) Provisions made under Reg. 6 have addressed toisireendation.
vi) Extend the CDD requirements to cases where
there is doubt as to the veracity or adequacy
of previously obtained information. See
recommendation below on the need to update
information for “grandfathered accounts”. | vij)  Provisions made under Regs. 5(b) and 6(4) (b) hddeessed thig
recommendation.
vii) Reg. 4(4) could more explicitly establish the
requirement to identify and obtain CDP

information on underlying beneficiarie:

Py
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

viii)

iX)

X)

Xi)

xii)

xiii)

including  for
arrangements.
Guidance Notes more consistent with {
Regulations.

legal persons an

Review the customer
Notes for consistency with the Regulatio|
and FATF Rec. 5, 8, and 9.

Review the wording of Guidance Notes 12
130, 139, 140 and 140 on exemptions fri
identification to ensure that they do n
create a practical limitation of CDD in th
insurance and investment services sect
Similar review is required for GNs 131, 13
and 133 for investment services. This sho
also be reviewed in the context of timing
verification for purposes of Rec. 5.13 a
5.14.

CDD requirements that include the purpg
and nature of business relationships (g
significant one-off transactions) should
established.

Require FlIs to conduct enhanced monitor
for higher risk business and regular updat
of customer profile information, to condu
enhanced CDD for higher risk custome
business relationships and transactions.

Require Fls to conduct enhanced CDD

identification
exemptions provided for in the Guidance

This would make the

he
viii)

ns IX)

9,
DM

ot

e
Ors.
2

uld
of

nd

X)

se
nd
be
Xi)

ng
ng
ct
S,

Xii)
or

higher risk customers, business relationships

or transactions in either in the POC
Regulations or other enforceable means.

Review the exemptions/simplification
provided for in the Regulations and (no
mandatory) Guidance Notes to ensure f{
they are justified on the basis of prov
(documented) low risk. Where applicab
such lower exemptions/simplification
should be allowed only where custom
information is publicly available or whe
there are otherwise adequate checks
controls in the system, especially when {
clients are not other regulated Fls.

P

Xiii)

s
n.
hat
en

Provisions made under Regs. 8(3), 8(4), 8(5) ang. R have
addressed this recommendation.

Provisions made under Regs. 10(4), 10(6) and Rednad
addressed this recommendation.

Provisions made under Regs. 5(c) and 6(3) haveeased this
recommendation.

Provisions made under Regs. 11(1), 11(2), and 1B& addresse
this recommendation.

Provisions made under 11 have addressed

recommendation.

Regs.

Provisions made under Regs. 10 have addressegrdhvision.

this
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
xiv)  Provisions made under Regs. 10(2) (b) and 10(4¢ lsaldressed
. o . this recommendation.
xiv) Where simplified CDD is allowed, there
should be provisions to limit these to cases
where non-resident customers are from
countries that have effectively implemented
the FATF Recommendations.
xv) Provisions made under Reg. 6(1) (c) and Reg. likfgahis
xv) As a general rule, do not allow exemptions| or requirement. Under Reg 6(1)(c ) CDD must be applibere there
reduced CDD measures when there | is is a suspicion of ML/FT and there is no exemptioonf this
suspicion of ML/FT. requirement nor can simplified due diligence (unBeg 10) be|
conducted where there is a suspicion of ML/FT. ifddally, Reg
11 also requires that enhanced due diligence (Bi@D>jonducted
where a situation by its nature presents a highlkerof ML/FT.
xvi) The Guidance Notes issued in 1998 are no longédicapfe and
xvi) Remove the general exemption in Guidance reference should be made to the new guidance nétasagraphs
Note 50 on the timing for verification when 46-50 of the old guidance notes refer to the "Tgramd Duration
payment is to be made from “other accouft” of Verification." At the time these GNs were issud¢de POC
as this could be interpreted, e.g. from fan regulations did not require verification of ideptidnd as you are
account held by any non-Fl business |or aware, the GN are not OEMs. The new regulationsirecthe
unregulated person. verification of identity and therefore the 'geneeademption’ (I
believe it should have said paragraph 48) is ngdoapplicable. S
8 of the regulations addresses the 'Timing of Weifon' which
must be completed prior to establishing a businelssionship or
conducting an occasional transaction. S.8 prowvities exceptiong
to this rule, as provided for in the FATF recommetiwh. Therefore|
the timing of verification has been legislateddad the old GN are
not applicable. Paragraphs 5.16 - 5.19 of the nbls (@fer.
xvii) Para 5.37 — 40 of the GN address the issue of rdgealith
‘grandfathered’ accounts.
xvii)  Require Fls to expedite the conduct of CD)D
and update client documentation for clients
in existence when the Regulations were
issued, the so called “grandfathered”
customers. The Regulations were issueg in
1998 (about 9.5 years ago) and the slpw
progress in updating such informatign
creates a significant vulnerability across the
industry.
6.Palitically exposed persons NC Require Fls todoah enhanced CDO Provisions made under Regs. 11(4), 11(5), 11(6)7)1and the

for PEPs.

Schedule, section 2 of Regs have addressed thlisinreendation.
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
7.Correspondent banking NC Require Fls to conduoictieced CDD Provisions made under Regs. 11(3) have addressél| th
with respect to correspondent banking recommendation.
and similar relationships.
8.New technologies & non NC Require Fls to address risks associgted Provisions made under Regs. 9, 11(2), 11(3), 18, ¥ have
face-to-face business with non-face to face business addressed this recommendation.
relationships or transactions, and |to
implement measures to prevent misuse
of technological developments that
could facilitate ML/FT.
9.Third parties and introducer, NC i) Require Fls to immediately obtain CDD i) Reg. 14 has been updated to address this recomtimnda
information from acceptable third parti¢s Regulation 14 directs that a relevant person mignorea third party
when relying on their CDD. to apply CDD measures where the person falls witma of the
categories set out in regulation 14(2) providedarson gives thei
consent. Under Clause 21 of the Proceeds of CaindeRelated
Measures Amendment Act 2013, this Regulation has been
amended and provides that notwithstanding the aeleperson’s
reliance on another party (person), the relevarggmemust obtain
information sufficient to identify customers. Fueth the
amendment requires that a relevant person musteertisat the
reliance is appropriate, given the level of risktfee jurisdiction in
which the party to be relied upon is usually restde
i) When allowing Fls to rely on cDD i) Provisions made under Regs. 14, 15(6), (7) haveeaded this
conducted by third parties, require thgm recommendation.
to have addressed themselves that [the
requisite CDD documentation has begn
obtained by such third parties, and that it
will be made available to the Fls promptly
on request.
i) Periodically review the adequacy of the iii) Provisions made under Reg. 14 have addressed | this
basis on which Fls rely on the CDD ¢f recommendation.
other third parties whether in Bermuda [or
in other countries, with respect to their
supervision for AML/CFT purposes, and
implementation of the FATH
Recommendations by countries where the
third parties are located.
iv) Make it explicit that where reliance on iv) Clause 21 of the Proceeds of Crime and Related Wess
others for certain aspects of CDD |is Amendment Act 2013 has addressed this recommenddtyo
allowed, that the ultimate responsibility amending Reg. 14. That is, Reg 14 has been ameadediude

lies with the FI.

that the relevant person (FI) will remain liable #my failure to

apply any CDD measures (Reg. 14(b)(iii))). The gaidendment
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
Act was passed in the Lower House and has nowtaééed in the
Senate for debate and passage on October 2, 2013.
10.Record keeping LC i) Include in all the Scheduled The record keeping provisions at s.15 of the Pdgead Crime
f . . l . (Anti-Money  Laundering and Anti-Terrorist  Financjng
O!’ . minimum !CenS|_n§ Regulations 2008 meet the requirements of FATFmegendation
criteria. of the financial 10. Guidance Notes Chapter 8 paragraphs 8.1 —&f@8
regulatory laws a
recordkeeplng reqU|rement 1@ Regulation 5(2) of the OLD regulations refers tefkag records fo
Comply with the AML/CFT the minimum retention period (five years) if theguld assist in the
: : investigation of money laundering. The NEW reguiasi - S.15(5)
Ieglslatlon, not Only for makes specific reference to keeping records, incte of an
purposes of the regulatony institution being notified those records may beeveht to an
laws. investigation, "pending the outcome of the investign." S.15(5)
of the NEW regulations makes no reference to tiieg retention
ii) Consider rewording Reg. 5(4) period in thesecircumstances. Therefore the situation has been
. . rectified as required.
to make it more consistent a
with Guidance Note 95 tp
state that the retention perio@ Provisions made under Reg. 15(2) have addressed | thi
. . . . recommendation.
in cases of an Investigatign
would be longer than thge
minimum five-year period
specified. Also clarify what
constitutes the “outcome of
the investigation” and
whether it would include, e.g.
the prosecution, trial
conviction or confiscation
procedures.
iii) Revise the Guidance Notes

(G97) to ensure that th
retention of transactior
records are not limited tq
details of securities an
investments transacted, ai
that they apply to non
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

iv)

securities related busines

e.g. banking and insurange

transactions.

11.Unusual transactions

NC

Introduce in law, retpms or OEMs a
requirement to monitor, examine a
record information on complex, unusual
large, or unusual patterns of transactid
that have no apparent economic or lawj
purpose.

d

ly
ns
ful

We were of the view that provisions in Regs. 7ahf 16 adequatel
addressed the FATF requirements. However, forab@dance of
doubt, further amendments were made to Regulafiansl 15 in Clause
19 (amends Reg.7) and Clause 22 (amends Reg. 158 &foceeds of
Crime and Related Measures Amendment Act 2013. afirendment
to Reg. 7 provides for ongoing monitoring to in@uthll complex,
unusually large transactions, and all unusual petef transaction
which have no apparent economic or lawful purpoaaf Reg. 15 was
amended to provide for the keeping of recordsafiadocuments related
to investigations of complex transactions, unugualige transactions|,
or unusual patterns of transactions in relatioReg. 7, for a minimum
period of 5 years. The said Amendment Act wasquhgsthe Lower
House and has now been tabled in the Senate fatelabd passage g
October 2, 2013.

=]

12.DNFBP -R.5, 6, 8-11

NC

i)

Amend POCA and the POC Regulatio
1998 to require lawyers, accountan
company service providers, dealers
precious metals and stones, includi
jewelers, and real estate agents
implement ~ AML/CFT programsg
covering: (a)CDD, (b) record-keepin
(c) internal reporting programs (4
include reporting by an MLRO to th
FIU), and (d) training.

In the case of lawyers and accountal
the AML/CFT program obligation

ns)
[s,
in
ng
to

Y

O

i)

ts,

1=
=

should apply either when they plan f

Lawyers and accountants were brought into scoperuROCA
Amend. 2008, ATFA Amend. 2008 and Regs. Parts 23andhe
SEA Amendment Act 2010 established the completadrork for
the supervision of DFNBP’s. A new SRO (Barristaard
Accountants AML/ATF Board) has been set up to suipedawyers
and ICAB Accountants. The Barrister and AccourgakiL/ATF
Board was designated as the supervisory authanitydwyers and
ICAB Accountants by the Minister of Justice in Asgu2012
(pursuant to s. 4 of SEA) and these independeriegsimnals arg
now within scope for AML/CFT supervision. UnderettSEA
Amendment Act, the FIA was designated as the réguyl®ody for
Regulated Non-Financial Businesses and Profesgignish was
intended to include all DNFBPs not supervised kyBMA or the
Barristers and Accountants AML/ATF Board SuperwsBoard).
The BMA became the supervisory authority, as definehe SEA
Act, for corporate service providers when the Ceaip® Service
Providers Act 2012 came into effect on 1 Janua®320

It is intended that Orders will be enacted withirstyear to bring
other specified DNFBPs under the supervision ofRtfe

Provisions made under POCA and Reg. 2 satisfiesrdlevant
requirements under Recommendation 12. Extendinghie CFT
program obligations for accountants to all of tteaitivities is not al
FATF requirement and having given full considenatim this

i) The required steps are r
taken to bring the ou
DNFBPs, including dealers ir
metals and stones and r
agents, intscope. However,
be noted that having brough
accountants, Trust and
Service Providers into scope
essentially covered all of the
risk DNFBP sectors.
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

ii)

iv)

v)

Vi)

or when they carry out for their client th
transactions enumerated in Rec.
Consideration should be given
extending the AML/CFT progran

obligations for accountants to all of thei

activities.

Given evidence that local drug dealsg
have made investments in the log
property market, and the requirements
C 12.1, the AMLUICFT program
requirements for real estate dealg
should cover all real estate transactio
not just those carried out in cag
Consideration should be given
requiring that all real estate transactiq
be settled by bank transfer.

Any SRO arrangements established
monitoring and oversight of AML/CFT
program compliance should includ
adequate powers for the designa
supervisor to review the policies ar
procedures and records of supervis
parties as well as powers to effective
enforce compliance.

All high value dealers, specificall
dealers in precious metals and precig

stones, including jewelers, engaging |i

cash transactions with customers
$15,000 or more should be subject to
AML/CFT preventive measures regim

An awareness campaign should
undertaken to familiarize DNFBPs wit
their responsibilities and obligation
under any new AML/CFT laws o
regulations.

0]

12.

]

=

iii)
rs
al
of

2rs
ns,
h.
(o}
ns

be.

matter as discussed below, it was our view that suchange is no
required at this time.

Discussions have commenced on the developmene oétiime for
the real estate sector and it is certainly expetted we will
incorporate the matters required by FATF in thémeg In relation
to the recommendation that all real estate traisectshould be
settled by bank transfer, we would note that indiscussions with|
the sector, we have been informed that in fachenty sales are ng
settled by cash. Notwithstanding, , Bermuda usremtly
undertaking a national assessment of risks ancerattilities and it
is expected that the additional proposals in teommendation
will be further reviewed once the results of tlsl essessment a
determined

Section 5 of the SEA Act also addresses the gerkriés of
supervisory authorities. The SEA Act was amendeduly 2010.
In particular, the amendment Act expanded the sigmEy
framework to a designated SRO. It gives the fatige of powerg
required to monitor and enforce compliance.  Tioeee this
recommendation is now satisfied.

High value dealers to be brought in scope durifdwae phase. Ag
noted in i) above, it is intended that Orders Wwél enacted within
this year to bring other specified DNFBPs undersiiygervision of
the FIA.

An awareness campaign for the financial instituiofwhich
includes TSP’s) and lawyers and accountants waiedayut in 4'
quarter 2008. Since then, there have been ong@sgjas held
with the Trust sector to reinforce the AML/ATF réguments and
strengthen compliance.

t

t

v) As noted inthe previous col
i) above, steps are being tak
high value dealers into scope.
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

In addition, the BMA has recently embarkedharoutreach progran
to Corporate Service Providers in relation to thaWiL/CFT
obligations. The Barristers and Accountants AMLFABoard has
held a number of informational sessions with thiities that they
are responsible for supervising. Further, durirggnBuda’s NRA
the FIA commenced discussions with companies ierofiNFBP
sectors regarding the AML/ATF framework and in tiela to the
filing of SARs.

n

13.Suspicious transaction
reporting

PC

i) Amend ATFA to require FT-relate
SARs for funds linked to terrorig
organizations.

i) Enhance training for identification g
FT-related transactions

i)

Legislative amendments made in Clause 8 of thededxof Crime
and Related Measures Amendment Act 2013 amendsisé&cof

the Anti-Terrorism (Financial and other Measuresjt 2004
(ATFA) to broaden the prescribed offences to ineltlte financing
of terrorist organisation. Thus the disclosurevigions contained
in section 9 of ATFA that require reporting suspie activity to
the FIA, now captures financing of terrorist orgaations offences
under section 5 of ATFA. As noted above, the lagige

amendments have been passed in the Lower Houdelded in the
Senate for debate and approval by the Senate @b@c, 2013.

The previous regulations and guidance notes didaddtess FT|
related matters. Therefore, there was previously formal
requirement for training on FT related transactionShe new
regulations, apply to FT as well as ML matters.ifiry on FT
related transactions is now a requirement (Rega8)failure to do|
so can result in a criminal or civil penalty.

Additionally, the FIA confirms that entitiesre filing SARs on
Terrorist Financing (TF) with the FIA. Four (4) BA have beern
filed and disclosed. One with the former FIU/BRfI ¢he others
with the current FIA. Additionally, Go-AML softwarused by the
FIA allows them to track filings on terrorist finging made by
reporting entities and a UN Terrorist list has bleeitt in the system
to red flag such reports of interest.

FIA staff have attended Internatior
Conferences/Seminars/Workshops on terrorist fimanciFurther,
the FIA does cover AML/CFT in their training modutereporting
entities (or FI's).

14.Protection & no tipping-off

PC

i)  Amend ATFA and POCA to provid
explicit protection for those who a
required file SARs based on FT.

2y

i)

Provisions under the Anti-Terrorism (Financial ar@ther
Measures) Act 2004, Schedule 1, Part 1(2) haveeaddd this
recommendation.

Provisions made under POCA Amend. 2008, clausedios 46
have addressed this recommendation.
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak

i) Amend POCA to provide explici
protection from criminal liability
resulting from a SAR filing. iii)  Provision to address this was made under the RiteadeCrime and|

) o Related Measures Amendment Act 2013. Clause 3 asrseution

i) Amend POCA to provide for tipping-off 47 of POCA to make it an offence for a person suidise to anothe
offence that explicitly covers the fact of person that a suspicious transaction report oretiaformation has
or any information about a SAR filing been filed with the FIA. As noted above, this bifis passed in the
and the contents therein. Lower House and tabled in the Senate for debateapptbval by

the Senate on October 2, 2013.
iv) Having carried out a thorough review of our prowis and similar,
provisions in other jurisdictions, we have notedtthur provisions
iv) Amend POCA to limit the scope of the in this regard are consistent with those in othesglictions so we
exemption from tipping off by lawyers are of the view that no change is required atttirie.
in a manner consistent with R.14 and
R.16.
15.Internal controls, PC i) Extend the procedures requirements|to i) Provisions under Regs. 5, 6, 7, 11 and 16 haveeaséd this|
compliance & audit the full range CDD and recordkeeping recommendation.

requirements, and also require the

formulation of AMLU/CFT policies,

compliance and controls. Also consider

specifying, in all cases, that the conttol

systems requirements contained in the

financial regulatory laws apply to

AML/CFT.

i) Expand the role of the AMUCFT iy proyision made under Reg. 16 expands the roleeAML/CFT
compliance function beyond suspicioyis compliance function beyond suspicious activity réipg. The
activity reporting and include a requirement for an independent internal audit fiomcthat covers|
requirement for an independent interrjal AML/CFT has been included in the revised Guidancetehl
audit function that covers AML/CFT. (sections 3.15-3.22).

iiil) Extend the training requirements beyondiii) & iv) Amendments made to Regulation 18 undause 23 of thg
those “relevant employees” defined |n Proceeds of Crime and Related Measures Amendmen2@i3
the Regulations to others who can play a broadens the meaning of relevant employee in oglabt training
role in implementing and monitoring requirements and related measures, as well agesctich persons
compliance with institutional and legal to be properly screened prior to hiring. These radmeents have
AML/CFT requirements. passed in the Lower House and are tabled in thatSdor debatg

and approval by the Senate on October 2, 2013.

iv) Include employee screening

requirements in the AML Regulations o

complement the fit and prope

=
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak

requirements for senior officials of Fls

contained in the financial regulatony

laws.

16.DNFBP — R.13-15 & 21 NC i) Amend POCA to ensure that SAR i)  Provision already made under POCA s.46(3)(6).

reporting requirement conforms to the

applicable FATF Recs., including

requirements for legal professionals.

i) The authorities should take additional jiy The requirement to file SAR's is in POCA section &l ATFA
measures, including but not limited {o section 9 and Schedule 1. This is reinforced thindReg 17 and thé
th(—*‘j issuance of regulations and Guidance Notes — Chapter 6.
guidance, to ensure that DNFBP,
including lawyers, file SARs when
appropriate.

i) Revise relevant legislation with respect“i) Provisions made under POCA s. 47(3) and ATFA Amatis, '
to tipping off by lawyers, in order t clause 5, s. 10A have addressed this recommendation
protect the confidentiality of SAR
information.

iv) As recommended in 5.2 above, bring pliv)  The legislative framework requiring Fls and DNFBBshave the In relation to item iv), the
DNFBPs under the preventive measufes required systems and controls is in place. To d&Es, CSPs outstandingactions have beel
regime called for in POC Regulations lawyers and accountants have been brought intoesaoder the under Recommendation 12.
1998. Mandatory measures shoyld regime. With regard to the reporting of SARs, tleporting
include requirements to have effectiye requirement is already in place for all DNFBPS.
systems and controls to monitpr
transactions for suspicions and to enspre
that suspicious activities are reported.

V) Any AML/CFT supervisory regime o . . .
introduced for DNFBPs (TSBs are V) Provisions under the SEA Act give supervisory arittes the full
already covered) should include powers range of powers required for effective supervisioAs noted
for the supervisor to ensure effectiye previously, in relation to DNFBPs, the sectorsadiein scope arg
implementation of SAR reporting TSPs, CSPs, lawyers and accountants.
requirements. ) . o

As all real estate transactions require the uselafvyer, bringing
lawyers into scope has addressed key risks irs#@or as well.
17.Sanctions PC i) Enact legislation for civii money i) Chapter 4 of the SEA Act 2008 implements civil mppenalties
penalties and conservatorship powerg to to be applied by the BMA. In 2010-2011 the Authoimposed
be applied by the BMA. civil penalties against 3 entities for significaatd substantia
failures in AML compliance. The total fines wergs$,000.
Conservatorship powers are only mentioned by walexdmples
of types of sanctions include...”, followed by a It examples
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
including conservatorship. It is not a FATF reguient that all theg
examples given be legislated. There is no powéske any form
of conservatorship over an Institution’s operatibasause of AML
breaches, however it is possible to remove oricgstn Institutions
licence or registration should the circumstancasifjuit. In one
instance in 2009, the Authority issued a noticeppsing such ar
action; however the Institution voluntarily closeatil it could
develop policies and procedures to meet its olitigat and the|
Authority did not proceed with the proposed action.

i) Fines under POCA with respect to i) As noted under Recommendation 2 above, it was iew that no
summary convictions and certajn action was required to be taken on this recomméas we did
convictions on indictment should He not agree that it was appropriate. We presentebetGecretaria
raised. the required information to support our positioogy attached in
Addendum, Section A Il) and were informed by ther8eriat that
this item was now considered closed (via email fradefferson
Clarke dated 20 May 2013).
18.Shell banks LC Consider incorporating an explbhibition on
the licensing of shell banks or requiring in the Provisions under Reg. 13 have addressed this reeodhstion.
licensing criteria that licensees maintain | a
significant presence and mind and management in
Bermuda, consistent with the Basel Paper on ghell
and parallel banks.
19.0ther forms of reporting C
20.0ther NFBP & secure Cc
transaction techniques
21.Special attention for higher NC Require Fls to pay special attention, examing piRegulation 11(1) (b) is applicable to this circuamste as it imposes the

risk countries

record business relationships/transactions
persons from or in countries which do n
sufficiently apply the FATF Recommendations, &
implement a system identify such countries

itequirement to apply enhanced CDD in any situatwich by its nature|
otan present a higher risk of ML or TF. ParagrafdB 2f the Guidance

use of international findings such as FATF assestsnehere countrie
have been found to be materially deficient. Paatyfal31 also addressg
this point where the location of the customer magsent a higher risk o
ML or TF.

However, to further strengthen the requirementhimregard, Regulatior
11 (1) has been amended by Clause 20 of the Proade@rime and
Related Measures Amendment Act 2013 to requirererdtadue diligence
to be applied where the country that the customé&oim is identified by
FATF as a high risk. This amendment Act has bessgd in the lowe

on October 2, 2013.

ndlotes addresses this point and encourages institutd make appropriate

House and the legislation was tabled in the Sefoatdebate and passagy

D

f
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Actions Already taken

Remaining Actions to be tak

Forty Recommendations Rating Recommended Actions
Also the Minister of Justice issues an advisorgrafiach FATF plenar
providing the information in the FATF public statemt and the List of
Countries with strategic deficiencies. This admssarns industry to notg
the risks related to each jurisdiction and to tdlese risks into account ip
their business processes and procedures.
In addition, in August 2013 the CFATF Public Stagésinwas uploaded tp
the website of the National Anti-Money Launderingn@nittee (NAMLC)
and highlighted in the “News Alerts” section ane tHCFATF Public
Statements” section; and an email was also ciretllad the NAMLC
Agencies advising of the Public Statement issuethbYCFATF.
22.Foreign branches & NC i) Include in the Regulations anh i) Provisions made under Reg. 12 have addressed | this
subsidiaries obligation for FIs to implemen recommendation.
AML/CFT measures in oversegs
branches and subsidiaries.
i) Require FIs to inform the Bermudign 1) Provisions made under Reg. 12(2) have addressed | thi
authorities when  their  overseas recommendation.
operations cannot observe appropriate

measures.
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Recommended Actions

Actions Already taken

Remaining Actions to be tak

23.Regulation, supervision an
monitoring

dNC

i)

ii)

and onsite supervision program fi
AML/CFT that is risk-based, an
prioritizing for full scope inspection
those sectors and institutions th
present a higher degree of ML/FT ris|
including in the insurance sector.

Expand the scope of onsite revie
including a focus on the adequacy

formal policies and the demonstrateGrye nit was fully staffed by August 2009. Additidly, the unit works

commitment of the Board of Director
and senior management.

Enhance the onsite inspections progr
by focusing on particular areas

potential high risk activities an
business relationships especially wi
respect to wire transfers, CDD Q@
ultimate beneficiary clients, and contrg
and compliance involving reliance g
intermediaries  or introducers
business.

niSection 3 of the SEA Act gives the Bermuda Monetamghority (“the
Authority”) the duty and power to effectively momit compliance by
5 financial institutions with the Regs. and other AMIF legislation and to
aenforce compliance with their provisions.
K,
In order to carry out its functions under the Abg Authority has create
and staffed a dedicated anti-money laundering atieterrorist financing
Enit (“the AML/ATF Unit") to carry out the supendsy functions of the|
O uthority. This includes both an on-site and afésnonitoring program,|

Salong with the Supervisory Departments for bankingestment, trust an

insurance. Staff members in the supervisory Depents also have
bitiaining in AMU/ATF and complement the supervisavgrk carried out
Hoy the AML/ATF Unit.

thT he Authority commenced an active on-site regin2009 and has carrie

pout a risk based approach in planning the onsitgramme. The initia

|sfocus of the regime was the banking sector, gitierhtgh vulnerability of

nthis sector to ML/TF activities. On-sites wererigt out on all institutions

¢ in this sector and they have had regular followeyews since the initia
on-sites were carried out. In 2010 and 2011 theadévity focused on the
activities of the Trust sector, based on the vabidity caused by the
nature of the Trust business, the attendant rigk given the internationg
nature of the Bermuda Trust industry. On-sitesewmducted on som
18 licensed trustees. Between 2010 and 2012 enesitews were als
conducted in the Investment Business and Investfemds sectors, base
on the Authority’s view of the relative vulnerabjliof these sectors to th
risks of AML/ATF. In all some 34 (of 93) licenséastitutions in these
sectors were the subject of on-site reviews.

In 2013 the Authority commenced a review of AML/ATBmpliance in
the direct Long Term Insurance sector, again basede Authority’s view
of its relative vulnerability. Sixteen onsite imgpions have taken plad
between January and August 2013, six of which wer¢he direct long
term insurance sector.

In 2011 the Authority engaged a third party to ddrdormal assessmer
of AML/ATF wvulnerability in the financial sector, lich broadly
confirmed the Authority’s own assessment of relatigks in this area.

Where deficiencies were identified with specifistitutions remediation
plans were put in place. The remediation plan®wleen monitored. I}
some cases this entailed a follow up onsite ingprect

il
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Recommended Actions
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Remaining Actions to be tak

In summary there were a total of 102 AML/ATF oresitarried out from
2009-2012 as follows:

2009 - 20

2010-33

2011 - 27

2012 - 22

The 102 on-sites resulted in the review of 107 stpdicenses (it shouldl
be noted that an entity can carry multiple licefices

On-site inspections are regulatory inspections gotetl by the Authority|
at the premises of the institution, which requitdAofficers to examine
the books, records and controls of an institutiod # hold discussiong
with its senior management on the financial inithis AML compliance
framework. The on-site reviews include a review tbé financial
institution’s risk based AML/ATF policies and pratees as well as an
evaluation of the commitment and involvement ofiesemanagement
Included in the review of all policies and systeman assessment of th
process for identification of beneficial owners,ravitransfers and the
controls in place to ensure compliance by interiauges.

[]

In addition to the above the Authority conducteskator wide survey in
2009, which sought to identify where specific indtons had not fully|
complied with AML/ATF obligations. On-site reviewand other
mechanisms were used to address identified defigen Further, in 2017
and 2013 the Authority has been conducting deskdasviews of all
sectors, starting with the trust sector, to enshat all institutions with
AML/ATF obligations had suitable policies and prdoees in place to degl
with their AML/ATF risks.

This review included 38 off-sites, or desk-basedengs, for the trust,
investment business and fund administration intesstand 179 desk:
based reviews for non-licensed persons (such pe@@not required to
be licensed under the prudential regulatory regimecome under the
AML/ATF framework). As at the end of August 20¥/iews have bee
completed for all long term insurers who write direbusiness.
Notwithstanding the risk based approach taken &lthority in relation
to its supervision of Fls, it should be noted tathe end of the 2013, the
Authority will have completed either on-site or Hésased reviews (off
site) of all AML/ATF regulated financial institutis, which currently tota
1250.

The number of visits to an institution is deternaifiiy the Authority’s risk
assessment of the institution and its record ofpiamce. Financial
institutions whose business presents an inherdmngll risk to money|
laundering or terrorist financing are subject taitime visits more
frequently.
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iv)

v)

Vi)

Develop and implement a framework foriv) Outside of the banking sector there are fesugs of any consequeng

conducting consolidated supervision fp within the financial services sectors other thasumnce. The ong

AML/CFT compliance beyond banking,

paying urgent attention to Fls that are
parent and operating holding companies
with significant operations overseas.
Supervision should particularly focus an
the existence and adequacy [of

applications for group-wide ris

management, compliance and audi

functions.

Enhance the review of the sufficien

and quality of SAR reporting systems
and take fuller account of the work ¢f

external auditors in their review of th
AML/CFT control environment.

Review the effectiveness of the overall
supervisory process for purposes |of

applying enforcement action fq

=

AML/CFT related breaches and

concerns.

v) The onsite program was amended in Januar§ 20firoaden the test

<

[¢]

Vi)

major group in the investment sector is reviewedabgedicated
team in the investment department along with AMLFATit. With
regard to insurance, the Insurance Act 1978 has heended tg
allow for Group supervision, following extensivensaltation with
the insurance sector. Presently Bermuda has steegif 22 groups
for which the Authority is recognised as group sujzer. The
Insurance Department has been setting up collegegotk with
regulators who supervise members of a particulangr Group-
wide evaluations of AML compliance are being cortddcwhere
appropriate, and recommendations addressing thigatibhs of
different group members are made following on-sigpections.

for Internal reporting procedures to ensure insitihs’ employees|
are aware of who the MLRO is, the process each eampas
established for reporting and their responsibdifie reporting any/
suspicious activity directly to the MLRO. The ipdgmdence of the
MLRO position is established by reviewing the comipa’
organisational charts, job description and docuatent showing
unlimited access to information to enable the pmsitto be
effectively executed. A review of the company’temal reporting
log and the number of SARS reported is requesteshsnire the
reporting process has been effective. In additamnpart of the
onsite process there is a review of any internakegrnal audits and
where there are issues raised about AML/CFT catiudse are
incorporated in the examination work plan.

The SEA Act empowers the BMA to impose civil momgtiines
where a financial institution is found to be in &ck of the
regulations. The Act provides for a maximum fifi&800,000 and
the amount levied would be, in each particularanse, consistent
with the principle that the fine must be approgjate. “effective,
proportionate and dissuasive”.

Recent amendments in 2012 made to the Insuranc&A@, the
Banks and Deposit Companies Act 1999, the InvestfBasiness
Act 2003 and the Trusts (Regulation of Trust BusieAct 2001
introduced a uniform set of enforcement powers, assbciated
procedures for these Acts. Additional powers idetu
* The power to impose civil penalties of up to $5@iHbreaches
of the relevant Act
e The power to prohibit an individual from performisgecific
activities in respect of entities regulated underheAct

(0]
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* The power to seek injunctions to restrain or conspelduct.

» The power to publish a statement where the Authodhsiders
an Institution has breached an obligation underréhevant
Act.

» The various Acts also contain an express provisilowing the
Authority to publish Decisions made in relatioretdforcement
activity.

Similar amendments are being developed for thestnvent Fundsg
Act 2006. The new powers augment the existing easfgpowers
available for enforcement purposes; and the BMAtalksn steps tg
issue a comprehensive Statement of Principlesrdgealith the use
of the powers for enforcement under all of the Acts

In addition, the Corporate Service Providers Acl2®rought
corporate service providers within the AML regutstoegime.

In respect of enforcement measures, in one instam2609, the
Authority issued a notice proposing to withdravcerce following
AML breaches because of the perceived risk of mdaeydering.
However the Institution voluntarily closed untiléould develop
policies and procedures to meet its obligationstaadwuthority did
not proceed with the process.

In 2010 and 2011 the Authority imposed civil peiealtagainst 3
entities, for significant and substantial failuneAML compliance.
Total fines imposed were $150,000. In 2011 redtris were
imposed on the operations of a financial institutio

vii) The Bermuda Monetary Authority’s licensing pess evaluates and
reviews amongst other things: that the businegsetoarried on by
the proposed licensee falls within the provisicheevant Bermudg

vii) Review and where necessary strengthen  1aw; that the licensee will have the requisite alyst, procedures and

licensing practices in a consistent policies in place to conduct the business to beethon; and that
manner that reflects concerns not onlyjof ~ PErsons proposing to manage and direct such bssaresfit and

the applicant, but of other members |of proper to act as controllers and officers of theppsed licensee in
the group, including enforcement of the accordance with established Bermuda law requiresneniThe

ongoing need for fit and proper criterja licensing process includes the review and evalnatibany issues
under the  minimum licensing which may have an impact on the licensee and atieenbers of &
requirements. group; and discussions are held with relevant @asrsupervisor

authorities in this regard. In addition, the psxalso requires a cog
of proposed AML/ATF policies to be submitted andlerated for
adequacy prior to the issuance of a license byAtihority. In
particular all submissions are vetted by the Ligemsand
Authorisations department to ensure that all ppalsi involved in
the business, are fit and proper. This includesopaing world

<
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viii)

Review licensing procedures to ensy
that the full requirements for ultimat

beneficiaries of proposed licensees
established in accordance with tl
application documentatio
requirements. Also, conduct a review
application  documentation  revie
procedures to ensure that sign

applicant declaration forms relating

re

are
he

n
of

ed

o

viii) The Authority periodically reviews its liceirgy and application|

check and internet searches to confirm the valafithe information.

The individual qualifications of the officers ofetftompany are alsp

reviewed and approved by the Authority at the tiwfe the

application. There is also a requirement to sultineitshareholders

of the company, and they are vetted by the Licensamd

Authorisations department prior to approval as wdfitness and

Propriety of shareholders, Directors and officers lisensed

institutions is monitored on an ongoing basis tigtothe following

mechanisms:

e There is an obligation contained in each ofrdglatory Acts
to advise the Authority of any proposed changeharaholder
controllers. Any new shareholder controller is ased for
suitability in the same manner as that conducteihdiuthe
licensing process, prior to approval being givem fbe
shareholding transfer. In the event the proposmtsteree is
found to be unsuitable the Authority can refusec@asent to
the transfer

*  The on-site review processes as well as theameporting
process are both used to identify any issues irdwzinor
competence in the management of the institutioraron-
going basis. There are minimum criteria in eachtrof
Regulatory Acts requiring Directors and others teetn
standards of fitness and propriety on an ongoirgisbaEach
Act contains the power to issue Directions or Re#ns to
individual Institutions which could include requinents as to
training, excluding individuals from specific adties,
remedial actions, etc.

. Each Act contains a provision that permits thugh@rity to ban
an individual from specific or general activities rielation to
any entity licensed under the relevant Act, if tB&MA
concludes that the individual does not currentlyemthe
standards of fithess and propriety required in riisimum
criteria.

procedures and amends as required. The Authofigsessment an
Licensing Committee (ALC) process and manage thequtures for|
licensing. The ALC considers applications (liceigsiand other|
related matters) referred to it by the executivenimer responsible
for the supervision of insurance, banking, trustestments, fund
administration business and money service busime&ermuda.
The Authority is currently reviewing the licensinmgocess with
updated procedures due to be adopted prior to gedr which
coincides with the implementation of the CSP legish. With
respect to the review of declaration forms relatimgompetence an
probity, this is also an ongoing process. For elanthe Fund

)
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ix)

X)

competence and probity, are consistent

with the type of license being sought.

Expedite the licensing/registratio

process for money services firm(s) apd
the provisions under Section 20AA of
the BMA Act and the Regulations

thereunder, to ascertain the adequacy
or need for provisions
agents/subagents of such licensees
well as certain aspects of the
operations to give practicg
implementation to issues such
minimum holding period of clien
money

Conduct a systemic review to ascerta
whether other financial activitie
covered by the FATF Recommendati
is taking place in or from within
Bermuda on a regular commercial bag

relating tp

ix)

as
ir
|
as

X)

i1

pNn

n

is

Administrators’ declaration form was reviewed anddated in
December 2011.

The licensing and registration process iplace to allow the BMA|
to grant a license to an institution to carry omeapservice business.
As of August 2013 two financial institutions haveeb granted 4
license under the Money Service Business Regukatid@07.
Institutions licensed under the MSB Regulations sargject to the
same AML/ATF framework as other financial institats in
Bermuda. The current MSB license holders do nue feny agents
or sub agents and in respect of the money servisgnéss do no
‘hold’ client money.

A preliminary qualitative risk assessmentriear out in 2011-2012
informed the Authority generally of the areas ofnasability in
Bermuda in addition to determining the on-site aoitsite
schedules. A quantitative risk assessment bas#étkedVorld Bank
model is currently underway. Consequently thiscpss is to
identify other areas of activity that might requimere detailed
review.

The Authority has, as part of the quantitative askessment of th
national risk assessment initiative, commencedsemble data o
supervisory activities and financial information megulated
entities. This project is ongoing but will contato better inform
the Authority about the details of the regulateck@eand assist i
effective resource allocation for supervisory anersight purposes
Staff was trained on the World Bank Risk Assessnial in
January 2013.

()

Additionally, a portion of the NRA requires thastk of products
and services are obtained from all regulated fifnnostitutions
along with activity and volume statistics. Thidoirmation will
allow the Authority, as part of the process, taegisin whether othe|
financial activities covered by the FATF recommdiates are
taking place on a regular commercial basis.

X)

Bermuda is currently carryir
National Risk Assessment (I
is expected tbe completed in tt
half of 2013. From the result:
determination will be made
additional financial activities
to be brought into scope. H
should be noted that the ke
activities covered by FATF at
in scope.
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24. DNFBP - regulation,
supervision and monitoring

NC

When lawyers, accountants, compa
service providers, real estate agents, jewe|
and high value dealers are brought under
AML/CFT preventive regime, ensure th
effective supervisory arrangements g
established for each sector, includi
adequate powers for the supervisors
monitor and sanction, and
resources to carry out the supervisg
function.

nyi)
lers
the
at
re
ng
to

adequate

ry

The supervisory framework has now been establishemigh the
SEA Amendment Act 2010. An SRO has been establisbrethe
supervision of lawyers and ICAB accountants andritiehas been
designated as the regulatory authority for all ofbBIBP’s. Both
bodies have full powers to effectively monitor amhforce
compliance.

As noted above the legislative framework néng FIs and DNFBPS
to have the required systems and controls is icepldo date TSPq
CSPs, lawyers and accountants have been broughsdnpe undel
the regime. Additionally, the Barristers and Acetants AML/ATF

Board (the SRO for lawyers and accountants) is watety funded
and is effectively carrying outs its functions undbe relevant
legislation. The Supervisor is an experienced aselawyer with

extensive AML/CFT knowledge. The SRO has condudtesl
following: outreach to all the law firms and accting firms; held

public information sessions in addition to Contimyi Legal

Education sessions for law firms; finalised theisegtion of all

regulated law firms and accounting firms; requestetiall regulated
firms provide for review, any and all AML/AFT docemted policies|
and procedures in relation to processes for mitigaigainst money
laundering and terrorist finances; completed desdetl reviews fol
such firms who provided the above said informatarg commenceg
the on-site review process on firms deemed high dise to non-
compliance in regards to the request to submhediard the abov
requested information and documents.

In Bermuda, Trust Service Providers (TSPs) @orporate Servicg
Providers are designated as Fls. The BMA, whidhéssupervisor
for all FIs including TSPs and CSPs is also adedgudtinded and
staffed. The BMA has an AML Unit that regularlynchucts outreach
and awareness raising sessions, as well as ongiteoffsite. A
comprehensive outline of their supervisory regiras been provideg
under R 23. Further, as noted in Rec. 12(i) abibve,jntended thaf
Orders will be enacted within this year to brindhat specified
DNFBPs under the supervision of the FIA.

2y

h
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i) Ensure that the scope of activities
professional lawyers and accountants thg
subject to AML/CFT obligations and t
supervision conforms to the requirements

Rec. 24.

iiil) Updated guidance should be issued rele

to all DNFBPs.

of ii)
t is

0
of

ii)

ant

Professional lawyers and accountants are broughtsicope of the
Regulations through Reg 4. The scope of activitiesered is
detailed under the definition of “independent pssfenal in Reg
2(1). The Barristers and Accountants AML/ATF Boanhs
designated as the supervisory authority for Lawyamsl ICAB
Accountants by the Minister of Justice in Augusi12@pursuant to
s. 4 of SEA) and these independent professionalsaw within
scope for AML/CFT supervision. In particular, $ent5 of the SEA
Act addresses the general duties of supervisohpaities.

The SEA Act was amended in July 2010, andathendment Act
expanded the supervisory framework to a desigriafdd. Thus, the
Act gives the full range of powers to the Barristand Accountant
AML/ATF Board required to monitor and enforce corapte.

The GN for AMU/ATF regulated financial institutionapplies to
TSPs and CSPs. Additionally, specific guidanceedor the Trust
Sector were published in 2012.

The Barristers and Accountants AML/ATF Board’s Garide Notes|
were approved by the Minister and issued to théosen 2012.
Please also note that General Guidance Notes foFimancial
Institutions, including the Trust Sector was issliydthe BMA in
2009 and updated in 2010.

Guidance notes for all outstanding DNFBPs will bsuied by the
relevant supervisory body once the sectors areghtanto scope.
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25. Guidelines & Feedback

PC

i)

ii)

i)

Review/update the Guidance Notes f{
completeness and relevance to
current needs of industry, and remo|

inappropriate exemptions q
simplifications in customer du
diligence.

Develop guidance for FIs and DNFB
relating to latest industry-specifi
typologies and additional preventati
measures.

Formalise procedures for providing

feedback on SARs.

of, ii) The Regs. have incorporated and expanggoh many of the
he requirements that were previously in Guidance.

ve

These regulations have been made pursuant to 3e¢%i(8) of
POCA and section 12A of ATFA and revoke the presi
regulations.

o=

o

The Bermuda Monetary Authority, as supervisor ofaficial
institutions, has now finalised new guidance toisassvith
compliance with the revised regulations and vargections of the
Proceeds of Crime Act 1997 and the Anti-Terrorigiimgéncial and
Other Measures) Act 2004. The new GN replaces teeiqus
guidance and, along with the Regs. address the &spoint one.

(D'O

Further, general Guidance Notes for all Financisfitutions, including the
Trust Sector were published by the BMA in 2009 apdated in 2010
Additionally, specific guidance Notes for the Tr&sictor were published
in 2012. The Investment Business Sector and Imasst Fund Secto
specific Guidance Notes are being finalised antbsapecific Guidance
Notes for CSPs are being developed. Also in 208 ®ere issued by
the Barristers and Accountants AML/ATF Board Boéod lawyers and
accountants and by the BMA for the Trust sect@rends and typologies
are shared with industry (inc. FIs and DNFBPs)ddisws:
- by the BMA with the FIs/Trust Sector during theuarterly feedback
meetings;

- by the FIA through i) GoAML system which automatly sends
typologies reports to reporting entities (any FISHBPs that have filed &

quarterly feedback meetings with the banks and MSBs
-by the publication on a quarterly basis of the NABhewsletter which ig
distributed via email to industry (inc FIss'DNFBR&)d available on the
NAMLC website (www.namic.bm);

including typologies (se8MA AML/ATF Sector Specific Guidance
Notes for TrustsGuidance Notes for the Accounting SectmrdGuidance
Notes for the Legal Sector(hyperlinks)).

iii) The FIA has a formalised procedure for padiag feedback to Flg
and other legislated authorities in place to diremt/ the feedback
is to be sent in relation to SAR reporting. Qudytmeetings take
place with Fls to provide them with feedback onhbgéneral and
specific issues that arise.

Meetings with the Banks and Money Service Busire¢btSBs)
are held on a quarterly basis, wherein the Flpaseided with a

written report outlining feedback that is spectfictheir institution

SAR), ii) Annual Report, iii) regular industry aaich sessions, and iy)

-by the specific guidance notes for the trust, llega accountancy sectofs
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

along with a review of their relevant industry seand the overal
country review.

Expansion of the FIA outreach sessions to all tapgentities that
are registered with the FIA’'s goAML online filinggstem (which
includes Fls and DNFBPs) includes information oentis and
typologies, case studies, red flags and MU/FT iatdics. Further,
during Bermuda's NRA the FIA commenced discussiorith
DNFBP sectors regarding the AML/ATF framework andelation
to the filing of SARs and there is ongoing dialogpetween the FIA
and the relevant DNFBP sectors.

Institutional and other
measures

26.The FIU

LC

Ensure that the new FIA is established and beco
operational, and provide sufficient staffing levats|
the existing Police FIU to enable an increag
number of ML/FT-related investigations.

Imes

The new FIA is now operational and has adequateistposts to
deal with the number of SARs currently being geteetdy Fls and
other entities.

An MOU is in place between the FIA and BPS thaiwad for the
presence of a Police Liaison Officer at the FlAisTaissisted in the
transition from the FIU to the FIA and also enhanitee day to day
continuity between the two bodies.

An MOU is in place with the FIA and HM Customs wihiallows
for the full-time presence of a Customs Liaisoniczif at the FIA.
This serves to enhance the day to day continuityden the two
bodies.

Since the IMF assessment of May 2007, the BermualaceP
Service, which was already conducting ongoing mdaegdering
investigations, has undertaken a number of additiononey
laundering cases.

Additionally, since the FIA became operational iadmber 2008
there have been 13 convictions for money laundenr@ermuda.
In respect of these convictions, 6 are a direelted to disclosures
and the other convictions have been supported B iSformation.

The FIA plays an active role in both CFATF andEgenont Group.
Within CFATF, the FIA sits on the Steering Groupn@uittee and
is involved in the Accreditation and Typologies \Wag Group.
Within the Egmont Group, the FIA holds the positaf Regional
Representative for the Americas and the Vice Cbhihe Legal
Working Group.

Currently there are a number of AML related matteefore the
courts or the subject of ongoing investigation.

27.Law Enforcement
Authorities

LC

The authorities should make great
efforts to follow up on signs and trac

er i)

£S

The Police FIU has commenced a number of non-SAjgdred

investigations. In recent months, two very large &fiquiries have
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Remaining Actions to be tak

i)

of ML and to initiate non-SAR

triggered investigations.

Investigating and prosecuting ML/F
cases should be made a priority by |
enforcement authorities, with sufficient

resources allocated reflecting

priority.

th

T
AW

at

i)

been generated from within the Bermuda Police Servand
subsequently supported with SAR information

The commitment to ML/FT matters was demonstratetthén2009
ML prosecution under s.44 POCA. The guilty verdiet all 11
counts reaffirms the efficacy of the anti-ML prauiss as well ag
the skills of the law enforcement and prosecutieats which
worked on this matter over the past 3 years. There been g
number of confiscation orders as well as forfeguré&urther, the
Bermuda authorities have been directly responsiioie the
successful conviction on 5 cases in the UnitedeStawhile two
persons are currently subject to money launderiragges in the
Caribbean. Other investigations are currently amgoWe would
note that the current BPS Strategic Plan outlineshigh priority
which the Services afford ML and FT. It statespanticular:

Maintaining capability to match the threat of sescand serieg
offenders who commit crimes in Bermuda and inteonatly;

Maintaining capability to investigate all majorroe committed in
Bermuda,;

Increasing capability to maximize the benefits e froceeds o
Crime Act the Confiscated Assets Trust Fund anérositatutory
provisions, and becoming a centre of excellence filmancial
investigation.

Further, to date there have been an additionalr®ictions for
money laundering: 1 in the Magistrates’ Court arirthe Supreme
Court; and 6 persons are currently charged withemdaundering
offences before the courts and their trials areljmen

As stated previously (see Recs. 1 and 2) the BRStwmught 14
money laundering cases before Bermuda’s courtg. cbhvictions
in 13 of these cases are testimony to the hard amdikcommitment
of the organisation to investigate these mattErsther, in addition
to convictions locally, the BPS has provided dirassistance td
overseas counterparts in several other money laimgd
prosecutions. The stated success has been achieeedlimate
where the BPS has had to employ additional reseuccavestigate
the upswing of gun and gang activity. The BPS abjes have
focussed on guns, gang violence and drugs, antligoend the
financial links between these activities have béenfocus of the
FCU. Of the 6 convictions for ML in 2012, 4 ardibeed to be
related to these predicate activities.

In addition the new s.50 amendment to the POCAd®dted in an
increase in cash seizures, forfeitures and coriista In 2012 35
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cash seizures were made and were a direct resBIDGfA’s s.50
amendment.
28.Powers of competent
authorities
29.Supervisors PC i) For purposes of consistency with otheri)  Provisions under SEA Act have addressed this recamation.

i)

ii)

iv)

sectors, consider
definiton of covered financia
institutions and supervisory powe
under the BMA Act to the insurang
sector.

Establish an explicit mandate for th
BMA to monitor, enforce and sanctig
for compliance with the AML/CFT]
obligations of Fls and review th
adequacy of the proposed Bill to ame|
the POCA/BMA Act to ensure that
provides a clear and complete mand
to the BMA in all these areas.

Specify clear powers in the Cred
Union Act that the BMA, unde
delegated authority, can supervise g
inspect these Fls, including fq
compliance with AML/CFT
obligations.

Extend in
Companies Act,
conduct/minimum licensing criteria t

extending the

the Bank and Deposit
prudent

D »n

e..
N )]
e
nd

t
ate

itii)

=

compliance with other laws so as to cover

AML/CFT legislation.

This has been addressed through the SEA Act.

A new Credit Union Act was enacted in 2010 to sitkan the
BMA's oversight of the Credit Unions. As noted Bage 2 of the
addendum to this Report, through SEA, the Reguiatiand the|
Credit Union Act, a strong and robust regime hanhaut in place
for the Credit Union and the BMA has the requiremvers to
supervise and enforce compliance of its operatinoluding
AML/CFT requirements. That is, the Credit Unionlicensed by
the Authority for prudential purposes under thedir&nion Act
2010. However, the framework for monitoring angeswision of
AML/ATF compliance is based on the fact that theddrUnion is
a deposit taking business as defined by sectiohtdeoBanks and
Deposit Companies Act 1999. Deposit taking businegaptured
by definitions contained in both the POCA Regulasiand the SEA
Act, i.e. “a person who carries on deposit takingibess within the
meaning of section 4 of the Banks and Deposit CaiegaAct.
Credit Unions are therefore captured as relevargope for the
purpose of AML/ATF supervision by the Authority.

This has been addressed through Section 6 of tAeASE

Provisions made under the SEA Act have addresses

recommendation.
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v)

Vi)

Include in the legislation a specific pow
for the BMA to enforce compliance wit

the AML/CFT requirements, including for

=Y

h

=

the application of administrative measures

and sanctions, as exist in the financ
regulatory laws.

Consider clarifying in the proposed Bill
amend the BMA Act that the scope
BMA’'s AML/CFT supervision includes g
monitoring  function as well a
enforcement and sanctions powers un
the regulatory laws.

ial
o)

of

b

der

vi) Provisions made under the SEA Act have addresses

recommendation.

30.Resources, integrity and
training

PC

i)

Enhance training for BMA staff ta
facilitate the identification  of
deficiencies relating to AML/CFT|
requirements for Fls, including, but n
limited to internal controls, CDD
SARs filings, recordkeeping, MLR(
qualifications and
Increased specialization and focus
AML/CFT supervision, if the insuranc
and investment business/mutual fu
sectors may be given priority.

The BMA should enhance its sta
capacity to undertake mo
comprehensive AML/CFT supervisiol
including for the conduct of effectiv
consolidated supervision whether
home or host supervisor.

operations.

hd

as

i, if) With the commencement of the SEA Act 200& Authority’s role

expanded to include a duty to effectively monitanahcial
institution’s compliance with the Proceeds of Cri(Aati-Money
Laundering and Anti-Terrorist Financing) Regulatoc?008 (the,
“Regulations”) and to enforce compliance with ta&ldegislation.
In order to carry out this duty the Authority edtstied a dedicatec
anti-money laundering and anti-terrorist financingit (“the
AML/ATF Unit") comprised of a team of officers expenced in
AML/ATF.

The appointment of a dedicated unit (7 persons)ctwhvorks
independently of and with the regulatory units,amtes both stafj
capacity and training capabilities to carry out AGET
supervision. The AML Unit averages 20 years’ eigere per
member in compliance, operational risk, money |auimd
investigations and enforcement pertaining to reguygprocedures
and have worked in the various financial sectdige unit memberg
also hold relevant diplomas, certifications andrdeg such as
CAMS. The team is supported by the supervisonadegents of
The Authority which carry out, in accordance witieit annual
supervisory plan, onsite and offsite examinatiomsl @nnual
reporting reviews to ensure regulated financiatitinsons are
compliant with the financial services legislation.

In 2009 the Authority conducted external preseatatidealing with
general AML obligations for the sectors under itgervisory
regime. The Authority continues to build on thesssions and ti
date they include: 6 external presentations in 20Q®utreach and
5 internal seminars in 2011; 5 outreach and 6 rialeseminars in|
2012; and in first quarter of 2013 2 outreach sansiand 1 interna
seminar.

In addition, since 2010 the AML Team has conduetedimber of

D

separate week long internal training programmesdéwelop
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ii)

iv)

v)

Ensure continuation of the experience

and skill in financial investigations in iii)
the Commercial Crime Department.

A liaison officer should be named ar
existing FIU staff should train thei
successors in order to facilitate t
transition from the FIU to the FIA.

The number of open positions in th
DPP’s office should be remedied, a
efforts made to retain profession

staff.

o

riv)
ne

1dv)
al

competencies in supervisory staff to review andiuata AML
compliance during supervisory on-sites.

The Commercial Crime Unit has been renamed thenEiabCrime
Unit, which has been established as a new depatrtorefer the
Asst. Commissioner of Police Serious Crimes. Ailcers in the
Unit are experienced Detectives. Since Bermudess Follow-up
Report, 7 officers in the FCU held Certification Asti-Money
Laundering Specialists with the ACAMS organisatiaiye to
natural attrition 5 officers in the unit are curtlgrCAMS certified.
Two Supervisors in the Office hold Advanced Diplaman
Compliance and Financial Crime Prevention with rimd¢ional
Compliance Association (ICA) and have or are in phhecess of
completing bachelor's degrees in 'white collar efim

Since the assessment the FCU have sucltessfplaced their
analyst (on retirement) with another qualified gsgivith over 30
years detective and analytical experience, anBBhas obtaine
additional capacity by agreeing short term congragith trained
Financial Investigators (FIs) for specific investigns. Currently|
three additional FI's are so employed; this alldarsadditional
capacity in the unit and increases the internatorérg and training
within the department.

Two officers from the former FIU were secondedhEIA to assist
in the transition. The FCU have provided trainingdules to ne

police recruits, detective training courses andasdnvestigating
officer (SI0) training courses. This together widgular training
and liaison with uniform staff and HM Customs hasweed that
Proceeds of Crime Offences and powers have becowore
effectively utilised in the jurisdiction and hagl#he foundation for
future development of the unit.

Following the completion of the transitiohtioe FIA, a MOU was|
signed with the FIA and BPS that allowed for thiétime presence|
of a Police Liaison Officer at the FIA to facilieatdirect
communication and networking between the two agenci

The Specialist Section within the Office of DPRuly staffed. The
specialist section is tasked with the managemedtcamduct of
hearings and the provision of advice in respe¢héproceeds o
crime, mutual legal assistance and extraditione 3éction is alsd
specifically tasked with all AML/CFT advice and hiegs. The

|
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Vi)

vii)

viii)

Sufficient resources should be magde

available for training of DPP, Customsvi)

and Police staff.

Efforts should be made to attract

qualified personnel to the FIU, and {wii)

provide continuity in the transition to
the new FIA

Training should be increased at al

agencies and at all levels not only i)

AML/CFT issues including typologies,
analysis and international standards,
but also in fundamentals such as
investigating and prosecuting white
collar crime cases, managing complex
cases, and criminal procedure.
Assessor training courses offered py
CFATF, the IMF and the World Ban

should be considered as a means| of

developing AML/CFT expertise.

staff compliment of the section includes 1 Seniegal Crown
Counsel, 1 Crown Counsel, and 2 Crown Counsel iod@rade.

Training in the department of public proséms is on-going in the
area of AML/CFT.

See above and below.

The FIA is appropriately staffed and two officersrh the former
FIU assisted in the transition.

Training needs in the FIA and other law enforcensgggncies havg
been addressed through FINTRAC and other auth®rita
Analytical and Intelligence Training. Additionahining courses
have been undertaken.

Training is ongoing at the FIA. FIA staff yea participated in
training in the following areas: Tactical AnalysiEinancial
Intelligence Analysis, Compliance, and Terroristdficing. Staff
continue to attend and actively participate in @oafices, Seminal
and Workshops provided by FATF, CFATF, Egmont, ptRikJs.
Training has occurred locally and internationalfyalving law
enforcement, regulators and foreign FIU staff. ding for annual
training has been budgeted and provided to the FIA.

The FIA has also taken part in the Strategic AnalyGourse
provided by the Egmont Group. It is anticipateat thstaff membe
will be qualified to deliver the SAC Training frodune, 2013. All
analysts (which includes both the Police Liaisorficef and
Customs Liaison Officer working at the FIA) of tREA have taken
part in the Tactical Analysis Course also develdpgethe Egmont
Group. The FIA has a member of its analytical tézamis qualified
to deliver this Tactical Analysis Course. It igiaipated that this|
course will be delivered to members of the FCUriy2013.

The FIA continues to enhance its skills and prosligt providing
local training and presentations to FI's and otirganizations upory
request. Training has also been provided to theodation of

h
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ix)

X)

The FIA should be adequately funde
staffed and provided with technic
resources, particularly in terms
technical expertise such as foren
accounting.

Ensure that the new administratiy

Financial Intelligence Unit (FIA) ig
established and becomes operatio
and provide sufficient staffing levels
the existing Police FIU to enable 3
increased number of ML/FT-relate
investigations.

Df
5iC

X)
hal
Al

=3

[SH=]

d, .
L iX)

Bermuda Compliance Officers and the Society fors®&uand
Estates Practitioners.

In respect of training in the DPP Office, since 20the members
of the Specialist Section continue to train througénds on
involvement in Money Laundering prosecutions, Restrand
Confiscation of Criminal Proceeds. Members of 8pecialist
Section have also attended relevant training in ABHAT and Fraud|
overseas. The Specialist Section has also traitiest counsel in|
the Office of DPP in relation to applications farfeiture of the
proceeds of crime and complex case management.

As noted previously, training at the BMA is alsogoing. With
regard to the BPS, as mentioned above, 5 officethé unit are|
currently CAMS certified. Two Supervisors in thdfiGe hold
Advanced Diplomas in Compliance and Financial Crifrevention
with International Compliance Association (ICA) dmale or are in
the process of completing bachelor's degrees itéwbllar crime'.

It is also further noted that representatives fritvea BMA, FIA,
DPP’s Office and the Office of NAMLC participated & Mutual
Evaluation Workshop held by the World Bank in camtion with
the CFATF.

The FIA is adequately funded, structuredffsd and is provided
with technical and other resources to fully an@@ffely perform
its mandated function.

The FIA has acquired the United Nation's goAML sdite
solution which allows for all reporting entities file suspicious
activity reports (SARs) on-line through a securedmnment. The
system receives stores, collates and provides ée&don all filed
SARs. This has allowed for an effective and effitidisclosure
process that has already shown an increase in arkénd
disclosures made to law enforcement, foreign Fldd ather
authorities

The new FIA has been established and is fully fonel. Staffing
and resource levels are reviewed on a regular bagssure tha
the FIA can effectively carry out its duties.

31.National co-operation

PC

A national AML/CFT coordinator|

should be appointed and the poli

by

i) POCA Amendment

2008, clause 8, s. 49 addresses

recommendation.

this
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i)

development role of NAMLC shoul

be energized.

Systematic mechanisms should be

in place for coordination among ar
between all AML/CFT agencies an
departments. These mechanisms co
include assigned duties to individug
for coordination, regularly schedule
meetings and distribution of contal

lists.

I

i)

put

=

Is

ct

d

Additionally, the Office of the National Money Wadering
Committee has been established and staffed andsked with
coordinating and progressing Government's and NARL
AML/CFT initiatives in relation to money launderingerrorist
financing and the financing of proliferation. lddition, Government
continues to engage the services of an AML/ATF atiast to ensurg
that NAMLC is actively involved in policy developmie

Further, amendments have been made to Sectiores gtifically
note NAMLC's involvement in policy development ihet areas of
terrorist financing and the financing of proliféat (see Clause 4 of
the Proceeds of Crime and Related Meast
Amendment Act 2013).

Coordination among agencies has been further eetlamith regular
meetings established between relevant agencies. derUthe
leadership of NAMLC, three sub-committees meet oregular
(quarterly basis), they are:

. Legal Working Group (containing representativesBA,
DPP, AG's Office, Office of NAMLC and FIA)

. Sanctions Working Group (containing representatifresn
BMA, Office of NAMLC, AG’s Chambers, and other agérs
as required)

. Operational Working Group (containing represengtifrom
the BPS(FCU), FIA, HMC, Tax Commissioner, DOSI, AG
BMA, MOF (Tax Treaty Team).

Each group report regularly to the NAMLC Committehin their

specialist areas to provide recommendations t&Ctramittee. The
OWG for example has this year had responsibilitydompleting
modules 1 and 2 of the NRA. The OWG group is dfqia to

discuss current typologies and trends and has préwebe an
excellent source of information and a vehicle tbate operational
successes.

In addition an MOU exists between the FIA and B&8] the FIA
and HMC to ensure collaborative work. To enhatig work the
BPS and HMC have both agreed to have a membeafbfretm their
respective agencies permanently seconded to the Rifeekly
strategic and operational meetings are conductiseela these three
agencies. The FIA and BMA meet on a quarterlydakiowever, it
should also be noted that additional operationaktngs are
conducted as the need arises.

T

res
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Due in part to the size of the jurisdiction, bugathe recognition of
its importance, all agencies report a close workaigtionship. An
on-going example of this is the close liaison betwthe FCU and
BMA in two current parallel investigations (duegensitivity these
cannot currently be named).

The BPS assists the Inter-Agency Gang Task Forhghwis made
up of representatives of several government miagstand sits in ar
advisory capacity on a second task force, whichudes community|
partners that has been set-up to holistically &tté crime culture ir
Bermuda which includes tackling the profits in cgimThe agencies
report an increase in intelligence and cooperdiaiween all parties
32.Statistics PC i) Additional  statistics should be It is our view that the recommendations in thisareghave now been
maintained on amounts of restraingd addressed. We have provided as an annex statistdmmonstrate the
property compared with amounis effectiveness of Bermuda’'s AML/CFT Regime, incluglim relation to
ultimately confiscated and the types of the awareness raising and outreach activities efetevant AML/CFT
crimes related to these actions. authorities; money laundering and terrorist finagciinvestigations,
N . . prosecutions and convictions; seizures and coriftist® Suspicious
) Also needed is information on the activity Reports; cash declarations; supervisiond aoversight of
recovery rates of the amounts subject tOrjnancial Institutions and DNFBPs; and mutual legasistance and
confiscation orders, and the amoumts;niernational cooperation..
actually recovered.

i), i) A record is now kept in the DPP of all caseith current restrain
orders in effect; pending confiscation matters witigs on the
relevant timelines; as well as orders made for isoafion and
forfeiture..

iii) Statistical systems should be updafediii)y Performance data in relation to FCU’s invgations is regularly|

and maintained in line with th
recommendations in R.32.

P reported on and FIA statistics are shared withnt@gpagencies ang
other appropriate authorities on a quarterly bagss allows the
FIA to produce useful trends and typologies forlimatiion.

These trends and typologies are shared with thertieg entities
during their quarterly feedback meetings in additim being
provided to NAMLC for publication on a quarterlydis.

Further, the Attorney General’'s Chambers, in coctjon with the
Department of Statistics, developed a computerbdata prograr
to electronically capture statistical information BILA Requests.
Additionally statistics are also captured in respafcextradition
requests made by and to Bermuda’s Central Authority

It is also anticipated that the completion of Beda's NRA will

assist the authorities with determining whetherepthtatistical

information should also be captured.
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33.Legal persons — beneficial
owners

34.Legal arrangements —
beneficial owners

International Co-operation

35.Conventions

PC

Request that the UK extend the SFT and Palg

Conventions to Bermuda.

riibe Proceeds of Crime and Related Measures Amertdhee2013 and
the Transnational Organised Crime Act 2013 haven ljssed in the
Lower House and are tabled in the Senate for debateapproval by the
Senate on October 2, 2013. The passage of thesehas strengthene
Bermuda’s legislative framework so that the artictef the SFT and
Palermo Conventions are enshrined in the legigldtaamework.

In addition, Bermuda has formally requested that extend the said
Conventions to Bermuda and have provided the Ukh witlevant
comparative charts setting out Bermuda’s legistafivovisions that give
effect to the said Conventions.

Bermuda Authorites are awaitin
details from the UK in regards to the
» of the Conventions to Bermuda.

d

36.Mutual legal assistance
(MLA)

LC

The Attorney Generals Chambers has implementediey mstablishing
precise timelines to address requests for MutugdlLAssistance. Furthe
the BPS continues to assist the Attorney Genef@liambers in thes
matters and is able to turn around MLA requestanirappropriate time
frame.

As noted above, the Attorney General’'s Chamberspimjunction with the|
Department of Statistics, developed a computerbdat program tg
electronically capture statistical information ohMRequests.

D

37.Dual criminality

38.MLA on confiscation and
freezing

LC

Amend relevant statute to provide for exter
confiscation requests relating to instrumentalit
used in a commission of an ML, FT or oth

predicate offense.

alhe Attorney General's Chambers, in conjunctionhwitie Ministry of
ckegal Affairs and the Department of Public Prosens established

efreaties Working Group, and are in the process ofking
recommendations to Cabinet to request the UK aititt®rextend a
number of treaties with foreign jurisdictions torBeida. This exercisg
will also involve amending relevant domestic legfigln, which will
include a provision for mutual legal assistanceréspect of external
confiscation requests for proceeds and instruméatalof crime and
terrorist funds. It is anticipated that these admeents will be enacte
prior to year end (December 2013).

Legislative amendments will be
a December 2013

h

i

39.Extradition

LC

Review resources available at AGC and Police/f
to ensure that MLA requests are acted upon if

efficient a manner as possible.

rijhe AGC and the BPS have addressed matters pagaioiresources
Recessary to ensure that MLA requests are actadrapest efficiently (seg
also response for Rec. 36).
The Attorney General’'s Chambers and the Departm@ntPublic
Prosecutions have established processes in pladeofb initiating and
receiving extradition requests.

40.0ther forms of co-operatio
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Nine Special
Recommendations
SR.I Implement UN PC Request that the UK extend the SFT and Palgriibe comments under R35 should be noted in thigdeda addition, we| Letter has been sent to Governn
instruments Conventions to Bermuda. would note that in August 2012, the requirementdNECR 1267 (1999) requesting that the UK extel
as amended, and other additional European Unidd"}"Eheasures, wer¢ conventions to Bermuda, and v
brought into force in Bermuda: The Al-Qaida (Unifgdtions Measures) received and responded to querie
(Overseas Territories) Order 2012 No. 1757 (“Al-dzaDrder 2012") and UK authorities in relation to our req
The Afghanistan (United Nations Measures) (Over3eaistories) Order
2012 No. 1758 (“Afghanistan Order 2012"). The regoients of UNSC
Resolution 1267 (1999) were previously implemeieglermuda through
The Al-Qa’ida and Taliban (United Nations Measurd§)verseas|
Territories) Order 2002, as amended.
SR.Il  Criminalise terrorist PC i) Amend the ATFA's definition of| i) Provisions under Clause 3 of ATFA Amendment Act®@@ave
financing terrorism to include the acts covered py addressed this recommendation. In addition, Ciaésend 7 of
the nine conventions referred to in the the Proceeds of Crime and Related Measures Amend#atn
SFT Convention. 2013 amended section 3 of ATFA broadening the neiseg
means by which acts of terrorism can be committedrder to
ensure that all of the acts covered by the listioé conventiong
referred to in the SFT Convention are includechi definition
of terrorism.
i) Amend ATFA to include acts taken i  proyisions under Clause 3 of ATFA Amend. 2008 heddressed
against international organizations. this recommendation
ii) Amend the ATFA to include a ;) The Proceeds of Crime and Related Measures Amartdfag
reference to the financing of terrorist 2013 (Clause 8) amended section 5 of ATFA to inglaflences
organizations. in respect of the financing of terrorist organieas and the
financing of a person or persons participatingindrist activity.
This amendment Act has been passed in the lowesédmnd wag
tabled in the Senate for debate and passage oh&@@&p2013.
iv) Provisions made under ATFA Amend 2008, Part. IV1&.has
addressed this recommendation.
iv) Amend the ATFA to cover extrat
territorial acts relating to terrorigt
organizations.
SR.IIl Freeze and confiscate| LC i) Guidance should be issued to thei) The new GN para 5.304 — 312 provide guidance aeriing of
terrorist assets regulated sector concerning assets and the UN and EU obligations.

affirmative obligations to freeze assq

ts
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of persons listed by the UNSCR 1267

Committee and the EU. Thege

affirmative obligations should include

incorporating the information into thelr

AML/CFT compliance programs, and

reporting to authorites on any

transactions that may be connected to

terrorist financing.

i) Procedures for delisting requests andii) The Office of NAMLC is working in conjunction with
the unfreezing of funds should he Government House and the UK Foreign and Commonkwvealt
developed and published. Office to develop the procedures for delisting ests and the

unfreezing of funds.
Following the receipt of information from the Euszm
Commission in respect of de-listing procedures irgést 2013,
the NAMLC Sanctions webpage on the NAMLC website
(www.namlc.bn) has been updated to include a section tifled
“Challenging European Union and United Nations
Designations”, which provides information to persas to who
to contact in order to petition the respective cattem for de-
listing requests.
SR.IV Suspicious transactior] PC Amend ATFA to require FT-related Clause 8 of the Proceeds of Crime and Related Messu
reporting SARs for funds liked to terrorist Amendment Act 2013 amends section 5 of the Antrdrésm
organizations. (Financial and other Measures) Act 2004 (ATFA) todalen the|
prescribed offences to include the financing ofraest
organisation. Thus the disclosure provisions doathin section
9 of ATFA that require reporting suspicious activio the FIA,
now captures financing of terrorist organisatiofferces unde
section 5 of ATFA. As noted above, the legislatimeendmentg
have been passed in the Lower House and tabldteisSenate
for debate and approval by the Senate on Octol2913.
SR.V International co- C
operation
SR VI AML requirements for] PC Licensed money transfer services should | be As of August 2013 two financial institutions haveeh granted g
money/value transfer required to maintain a list of their agents and| to money service business license. Both are subjeitte same
services make this list available to the authorities. Sittee AML obligations as other financial institutionsBermuda. The|
new legal regime for money service business is relevant regulations do not make any provisiortterutilisation
untested, there is no basis for evaluating effectiv of agents in the operation of a money service lassiand neithe

implementation.

business operates utilising the services of agents.

By its nature this business is considered highaigk regular on-
sites are held with full review of all systems gmdcedures in

accordance with the Authorities’ on-site and oféshonitoring
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Forty Recommendations Rating Recommended Actions Actions Already taken Remaining Actions to be tak
programme. Since 2009 annual onsite examinaticee h
occurred at both money service businesses withlasteone
taking place between November and December 2012.

SR VIl Wire transfer rules NC i) Reduce the minimum recordkeeping i) Regulations 23 and 26 specifically address thismenendation.
threshold to the equivalent E{f
US$1,000, and specify that full
originator information should be
obtained and retained for the minimum
period in accordance with SRVILI.
i) New Regulations -and Guidance Notes were issuddarch
i) Ensure that the Regulations, Guidarce 2010 which meets the FATF requirement. In particuRegs21|
Notes, examination procedures apd — 32 are part of a new Part IV which deal with SR V
general oversight of Fls includgs
compliance  with  wire transfe
requirements as set out under all the
essential criteria of SRVII.
iiil) Reg. 28 specifically addresses this recommendation.
iii) Include lack of complete originatar
information as a basis for determining
whether a suspicious activity report fis
filed with the FIU.
SR.VIII Non-profit PC i) The authorities should undertake (i3, ii), iii) A draft framework to ensure that FATrequirements relating tp Legislation in relation to Che
organisations review of laws and regulations related NPO's are appropriately met is currently being édered. expected to be enacted by the ent
to non-profit organizations to ensufe
that they cannot be misused fpr In July 2012, the then Cabinet approved the relesarendments
financing of terrorism. but with the change of political administration tlesponsibilities
N . ) for charities was moved to another Ministry, thenldiry of Home
i) Recordkeeping requirement should pe Affairs. The new Minister has committed to progies this matter|
established in line with C. SR VIIl 3.4. and amendments to the Charities legislation walsligigted in the
i) The authorities should implement Throne Speech in February 2013. Since which theidtty of
measures to ensure that they dan Home Affairs has conducted a domestic review ofNF®O sector|
effectively investigate and gather and issued a public Consultation Paper (consuttgi@riod closed
information on NPOs, as called for in in early April 2013). Further to the public constiion the Ministry
C. SR VIIl.4 issued a Cabinet Memorandum that formed the bésisecently
drafted Bill entitled the Charities Act 2013, whiishexpected to be
tabled by the end of 2013. It is anticipated that Act will come
into force early in 2014, and will greatly enharice effectiveness
of the supervision of charities.
SR.IX Cross Border NC i) Adopt the declaration system nowi), ii) The Collector of Customs, in exercise b&tpowers conferred by

Declaration & Disclosure

i)

D

being considered by the
authorities;

=

Cover outgoing transportation d
currency by the declaratiop

section 16 of the Revenue Act 1898 (RA), has isslikd Customs
Traveler Declaration Notice 2010” (BR 39/2010).tHis Notice the
Collector requires, among other things, that epengon arriving at
Bermuda or leaving Bermuda must declare when thayeh
currency in excess of $10,000.
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

ii)

iv)

V)

Vi)

system, and not just incoming
currently planned;

Amend relevant  laws g
substantially increase the scale
civil money fines and crimina
penalties for customs violations;

Enhance domestic cooperation
customs issues;
Ensure sufficient information

sharing between Customs a
other law enforcement authoritie

Amend the Revenue Act t
provide clear legal authority, 4
now exists in POCA, to charg
directors and officers who ha
connived with the corporation witl
an offense.

S

ii)

of

[\
on )

v)

nd

5

The Customs Traveler Declaration Notice 2010 coveoth
incoming and outgoing transportation of currency.

In addition, HM Customs is currently drafting theev@nue
(Bermuda Customs Declaration) Notice 2013 to bee@ea with
statutory effect by the end of October 2013. Thplémentation of|
the said Notice will provide for the obligation tieclare cash o
Bearer Negotiable Instruments (BNIs), greater t$40,000.00,
which are imported or exported via post or a colg@vice.

The Revenue Act 1898 has been amended so that ivetir section|
86(2), the fine for the indictable offence of astaldeclaration ha:
been upgraded from the level 5 amount ($30,00Gh¢olevel 7
amount ($100,000). The term of imprisonment heeswlise been|
increased from 2 years to 10 years in order toetate with the
increase in the level of the fine.

Domestic cooperation has been enhanced through NAMhd
Bermuda Law Enforcement Review Group; and therenigoing
dialogue between relevant agencies, as required.

In 2010, the BPS FCU assisted in training Hit@ff and BPS
personnel in the area of cash seizures and butkrezy smuggling.
Additionally, an MOU is in place with the FIA andvHCustoms
which allows for the full-time presence of a Cussotdaison
Officer at the FIA. This serves to enhance thetdajay continuity
between the two bodies.

Periodic meetings are held between the relevantcéegand there
is a MOU in place that allows for formal transmissof appropriate
information.

Customs routinely informs the Police Finah€rime Unit (FCU)
and the Financial Intelligence Agency (FIA) of@llrrency seizureg
and receives feedback regarding suspects fromlthe F

Bermuda amended the Revenue Act of 1989 by ingesttion
91A, which provides that where a body corporatelieen proved
guilty of committing an offence under the said Rewe Act, any
director, officer, person or the body corporate wlemitted the
act, consented or connived shall be guilty of tfienze held liable
and punished accordingly [section 91A inserted erdment
2008:14, effective 25 March 2008].
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

vii)

In addition, consideration shoul
be given to (1) amending th
relevant laws to provide th
Customs Department with explic|
legal authority to seize, detain, a
confiscate currency in the event
a false declaration and (4
developing a procedure to notif
other customs agencies of seal
and detention reports relating

precious metals other than gold,
well as to precious stones.

i)

<9 g~ P00

as

(1) Section 16 of the Revenue Act 1898 has beeended to
expand the Collector’s power to require personsiale customg
declarations in respect of currency and negotiatsguments. In
addition, the new Revenue Act section 86(3) pravitieat any
article (including currency) is liable to forfeituif that article is nof
declared or is falsely declared. Therefore, thereurrently no
restriction on the importation of currency and leeamegotiable
instruments in Bermuda; however items that aredeafared are
liable to forfeiture.

Notwithstanding the above, it should be noted tiha&t gap in
question (explicit legal authority to seize, detaind confiscatg
currency in the event of a false declaration”) adgressed by 200
amendments to RAss16 and 86. RA s16 was also auervith the
addition of subsection (5) to provide for the fixiee of falsely
declared cash. The Customs (Traveller Declardtiotice) 2010
imposes an obligation on travellers to declare stomder
movements of cash and negotiable instruments.

Effective June 1st 2012 two separate but linked eRee
Amendment Acts (2012:3 and 2012:16) significanthhanced
customs powers to search goods and persons. /Asuit all
customs summary powers of search are now exereigaléspect]
of any cash, the importation or exportation of wihis restricted or]
prohibited by or under any Act. Such searchesncanbe made aj
any time (not just at the time of arrival/importet); in a customg
area (or outside a customs area in cases of hstipor on board
any vessel or aircraft being lawfully boarded bgtoms. Customg
powers to search under a Magistrate’s warrant baea similarly
enhanced to allow for search of any place suspeftedntaining
cash (s.97 RA 1898).

These changes affected the following sections ®Rbvenue Act
1898:

S. 2 — Interpretation (refer to definition of “urstamed goods”,
which has been amended and now includes currentyegotiable
instruments)

S. 82 — Powers of customs officers to board any, seicure hatcheg
mark goods

S. 96 — Search of person suspected of carryingstoimied goods
S. 97 — Grant of search warrant for smuggled goods

S. 98 — Power of search
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Forty Recommendations

Rating

Recommended Actions

Actions Already taken

Remaining Actions to be tak

It is worth noting that the authority for policefioérs to exercise
customs search powers has been preserved (reffitotion of
“customs officer” in RA S.2).

It should also be noted that section 86(3) of thepRovides that in
addition to any penalty for failure to declare,far mis-declaring
any article, that article shall be liable for fotfee. Cash and
negotiable instruments are ‘articles’ and as such l@ble to
forfeiture pursuant to s.86(3) if they are not lallyf declared or arg
falsely declared (RA s.2 defines goods).

(2) Procedures are already in place, and informagopresently,
sent to the WCO CEN database, and CCLEC RILO dagaba
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Addendum to the Bermuda Action Plan - CEATF Third Follow-Up Report (Report)

It is the view of Bermuda that the recommendedoastiof the MER and of the CFATF Follow-up Reportged in this document have been
addressedyiz.in relation to certain legislative provisions astdtistics. In light of the evidence submittedhis Addendum, we would therefore

be grateful if CFATF could please confirm whetherfBuda would now be deemed to have effectivelyestsd these recommended actions.

This Addendum provides the following information:

A. Additional information to document how Bermuda hasaddressed specific recommendations of

the 2007 Mutual Evaluation Report (MER) 2
B. Statistics which demonstrate the effectiveness oeBnuda’s AML/CFT Regime 7
C. High level summary of legislative matters that aréntended to be

addressed in relation to the 2007 MER 18

Section Aprovides evidence to document the completion abaerecommended actions, particularly in relatimthe powers of supervisors for
credit unions (Rec 29), the provision of statistfBec 32), and the level of certain penalties (Rét Section B provides statistics which
demonstrate the effectiveness of Bermuda’'s AML/&€gime, including in relation to the awarenessmgiand outreach activities of the relevant
AML/CFT authorities; money laundering and terrorfgtancing investigations, prosecutions and comwits; seizures and confiscations;
Suspicious Activity Reports; cash declarations;esuigion and oversight of Financial InstitutionslddNFBPs; and mutual legal assistance and
international cooperationSection Cprovides a high level summary of the legislativettera in relation to the outstanding matters idetiin

the 2007 MER that, unless otherwise indicated, bglpresented to Parliament in the upcoming se$si@nactment by August 2013.

It should also be noted that in January 2013, Bermia embarked on a National Risk Assessment. Furthdt is expected that a number

of legislative enhancements will be made in 2013 teflect the 2012 revisions to the FATF standards.

A. Additional information to document how Bermuda hasaddressed specific recommendations of the MER
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2ndum provides evidence to documentdmpletion ofcertain recommended actions, particularly in refatio the
nions, the provision of istats, and the level of certain penalties. Sectiprovides additional information to document
nrecommendations of the MER, and section |l provitiesrationale for Bermuda'’s position that no atigrequired with

ndat of the MER addressing penalties.

ormation to document the completion d certain recommendations of the MER

Supervisors: Credit Uniol (Recommendation 29)

ofthe CFATF third follow-up report states: “At Recommendation 29the outstanding is in relation to the assessors’
on that BermudiSpecify clear powers in the Credit Union Act thet BMA, under delegated authority, can superviske an
-Is, including for compliance withlAGFT obligation”. Bermuda has indicated thaas' Credit Unions are captured as

business” pursuant to section 4 of the Bamkgl Deposit Companies Act 1¢. This Recommendation remains

cument the completion of the recommeations of the MER: We are of the view that the Bermuda AML/CFT ledisia
ie required powers for effective monitorignd enforcement of compliance of credit unions hign AML/CFT obligations,
e32 of the Action Plan in relation to Recommenda@@n Please also see the below summary of thdd&ges provisions
2 Bermuda Monetary Authority (BMA) to supervise andmitor credit unions for the purposes of AML/CFT.

on is licensed by the BMA for prudahpurposes under ttCredit Union Act 201@hyperlink) However, the framework

and supervision of AML/ATF compliamases provisions that are based on the factitba@tedit Union is a (posit taking
fined in section 4 of the Banks ab&it Companies Act 1999.The definition in section?of theBanks and Deposit

"deposil-taking business"Subject to the provisions of this section, a pexsamies ordeposit-taking business for the purposes of this
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t 19¢" (BDCA) (hyperlink)clearly encompasses the activities of a Credit binés a Credit Union lends money received
)sit to others and finances its ofltivities out of the interest received on the k. It should be noted that the importation

n into the AML/ATF legislation mak it irrelevant whetlr an entity is licensed under the BDCA.

n 22) of theProceeds of Crime (Anti-Money Laundering and Argibrist Financing) Regulations 200&Regulations)

Section 2(1) of ttProceeds of Crime (Anti-Money Laundering and ArgHDrist Financing Supervision and Enforcement)

A Act) (hyperlink)include in the definition of an AML/ATF regulatéadstitution “a person who carries on depositigki

1 the meaning section 4 of the Banks and Deposit Companies 8801 Regulation 4(a) makes AML/ATF regulated
itions “relevant persons” withinettscope of the Regulations and therefore all of AML/CFT requirements f the
ply to the Credit Union, as a defakihg business(e.g. CDD, ongoing monitoring, record-keeping, sgst and training).
ion3(1)(a) of the SEA Acthe BMA is the supervisory authority for AML/ATFgelated financial institutions; and under
| 6 of the SEA Act, the BMA has duty to monitor AML/ATF regulated financial insttions (inc. credit unions) for
hhe Regulations etc., which includes the power taloot on-site examinations to test for complian8ection 6(2) of
led with the inclun of the Credit Union Act under the definition reigulatory Acts in section 2(1,) allow the BMA to
- powers in the Credit Union Antthe enforcement of AML/ATF obligatiol

ecommendation 3)

of the Reportstates: ‘Relative toRecommendation 32the assessors had recommended tt&titistics should be
amounts of restrained property coragawrith amounts ultimately confiscated and the dyplecrimes related tthese
uda has not provided any data to demonstratestatistics are being maintained in accordande tivis recommendatic

2d theFor the period 2011-2012 there were 7 confiscatamders and 5 forfeiture orders, and this furtherdences the

r activity of the businghslly or to any material extent, out of the capdhor the interest ¢ money received by way of deposit.
ubsection (1), all thevidiets which a person carries on by way of bustngsall be regarded a single business carried on by t
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effectiveness of the legislatiohis gap remainepen. Whilst neither of the other two (2) recommendatiofshe assessors has as yet
been taken on board, Bermuda has also reporteddhbad 13 money laundering convictions, up to Jagn2@l3, with sentences ranging

from between 3-8 years imprisonment. This Reconglaton remainsutstanding.”

Evidence to document the completion of the recommeation of the MER: We are of the view that Bermuda does maintaindleired
statistics, as noted on page 38 of the Action Flaelation to Recommendation 32. Section B efAddendum provides comprehensive
statistics to assist in the evaluation of BeraisdML/CFT Regime, including in relation to the amgness raising and outreach activities
of the relevant AML/CFT authorities; money laundegrand terrorist financing investigations, prosemng and convictions; seizures and
confiscations; Suspicious Activity Reports; cashlaetions; supervision and oversight of Finankiatitutions and DNFBPs; and mutual

legal assistance and international cooperation.

Il. Rationale for Bermuda’s position that the recommendtion of the MER in relation to penalties (Recommedation 17) has

already been complied with

i. Paragraph 26 of the Report states: Relative toRecommendation 17paragraph 14 is relevant. However the commenisdniot both
the first and second follow-up reports are stilevant in that Bermuda is of the opinion that rel@vpenalties are at appropriate levels.

This Recommendation @utstanding.”
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Evidence to document the completion of the recommeation of the MER: It is our considered view that there are adequetmlties
for money laundering, failure to disclose knowledgeuspicion, and tipping-off under the ProceddSrome Act 1997 (POCA 1997) (as
discussed on page 15 of the Action Plan in relaiioRecommendation 17). We would note that thealbies in force in Bermuda are
actually higher than a number of jurisdictions,liling Guernsey, Cayman Islandsand the United Kingdotn Furthermore, these
jurisdictions received in their Detailed Assessnigaports a ‘largely compliant’ or ‘compliant’ ratjrfor Recommendation 17 with no
recommended actions in relation to their crimiraicdions for money laundering etc. Please seelthg 1 on page 6 for a summary of

the penalties in the various jurisdictions.

The Bermuda MER of 2007 concludes that one ofdle®ofs for the underlying rating of “PC” for Recomndation 17 is that fines under
POCA for summary convictions and certain convictiam indictment are deemed much too low. Pleage that “summary offences”
under POCA are in respect of offences that are ddamt as serious and to be tried without a jurylagistrates Court, whilst offences
deemed more serious are tried on indictment irbtii@eme Court with a jury. Offences tried on ifdient, given the more serious nature
would therefore warrant the higher penalties. Mueg, where a matter is tried summarily, upon cotwmn the Magistrate has authority to
commit the defendant to the Supreme Court for seimg if he deems the circumstances of the caseantaa penalty higher than the

threshold that can be levied by the Magistrate’'arCection 25 of th€ummary Jurisdiction Act 1930

Chart 1: Summary of the penalties in various jurisdctions

Penalties Bermuda Guernsey Cayman Islands UK
MER Rating (Rec PC LC C LC
17) Jan 2008 Jan 2011 Nov 2007 Jun 2007

3 See paragraph 795-797 on page 214 and 215, aed pag and 343 of the GuernsBytailed Assessment Report on Anti-Money Laundeaind Combating the Financing of
Terrorism(hyperlink)

4 See paragraph 87 on page 28, paragraph 479 erf9agand pages 148 and 156 of the Cayman IslBedsiled Assessment Report on Anti-Money Laundesing Combating
the Financing of Terrorisrghyperlink)

5 See paragraph 131 on page 35, paragraph 803 enlpég and pages 285 and 291 of the Diétailed Assessment Report on Anti-Money Laundednd Combating the
Financing of Terrorisnfhyperlink)
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ML (summary)

5 years or a fine o
$50,000.00 or both

exceeding £10,000

f 12 months and/or a fine npt2 years and/or a fine not

exceeding $5,000

Post-Plenary-Fin

6 months or a fine not
exceeding the statutory
maximum or both

al

ML (indictment)

20 years or an unlimite
fine or both

14 years and/or

unlimited fine

an 14 years and/or an

unlimited fine

14 years and/or a fine

Failure to disclose

(summary)

3 years or a fine ¢
$15,000.00 or both

exceeding £10,000

f 6 months and/or a fine npt Fine of $50,000

6 months or a fine n
exceeding the statutory
maximum or both

Failure to disclose

(indictment)

10 years or an unlimite
fine or both

fine or both

(15 years or to an unlimited 2 years

and/or
unlimited fine

an

5 years and/or
unlimited fine

an

Tipping off | 3 years or a fine of6 months and/or a fine ngt 2 years and/or a fine not| 6 months or a fine not

(summary) $15,000.00 or both exceeding £10,000 exceeding $5,000 excgeding the statutory
maximum or to both

Tipping off | 10 years or an unlimited5 years or an unlimited fing 5 years and/or a fine 5 years and/or

(indictment)

fine or both

or both

unlimited fine or both

B. Statistics on the effectiveness of Bermuda’'s AML/CF Regime

In response to the comments noted in paragrapli B &Report (in relation to old Rec. 32), we wontite that it is the view of Bermuda that the

relevant statistical data is maintained in BermuB8action B of this Addendum provides the updatatistics in relation to the effectiveness of

Bermuda’'s AML/CFT Regime to date.
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Money laundering and terrorist financing investigaions, prosecutions and convictions; on property freen, seized and confiscated

Summary of Statistics:

« Seven (7) convictions for Money Laundering Offenftesn 2009 to present (there were none prior td®200
- Bermuda assisting its overseas counterparts, gt seven (7) overseas convictions, five (5him USA and two in the UK between

2009 and 2011;

and

« Over $2.6m in cash and assets was seized betw&8ra2d 2011.

INVESTIGATIONS

ML investigations

5 commenced 2 ongoing (most
investigations have multiple
subjects (smurfs)

3 commenced 8 ongoing (most
investigations have multiple subjects
(smurfs)

4 commenced 5 ongoing (most
investigations have multiple subjects
(smurfs)

FT investigations 0 0 0

PROSECUTIONS
ML prosecutions 10 commenced; 5 ongoing 3 commenced; 2 ongoing wldnengoing
FT prosecutions 0 0 0

CONVICTIONS
ML convictions 3 6 0
FT convictions 0 0 0

PROPERTY FROZEN, SEIZED, CONFISCATED

Property restrained 4, 1 restraint lifted following 1 on-going 2 lifted following conviction 1 new resint value $2,200,000.

conviction. 1 lifted following not
guilty  verdict.  ($1.2million
returned to US Victim)

(MLAT/CJIC) 1 restraint ongoing

Number of cases and the
amounts of property frozen,
seized (s50 Proceeds (

Crime 1997 (POCA)),
forfeited and confiscated
relating to criminal

proceeds (incl. ML)

Total: $3,148,873.88:

S50 POCA seizures:
f$1,633,575.67

Confiscation (7  confiscatio
orders): $1,474,613.82

Forfeiture (1 forfeiture orders):

$40,684.39

Total: $ 1,172,516.16

S50 POCA seizures: $339,934.14
Confiscation: $632,524.02

n Forfeiture: $200,058.00

Total: $340,031.00

S50 POCA seizures: $147,052.00
Confiscation: 0

Forfeiture: $32,979.00

PACE ML Seizure: $160,000
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No of cases, frozen, seized, 0 0 0
and confiscated re FT
No of persons/entities and 0 0 0

amounts of ppty frozen
pursuant to UNSCR re FT

Any sanctions applied re 0 0 0

SR.I

Level of resources dedicated BPS/FCU = 1 Insp 2 Sgts + 6 BPS/FCU = 1 Insp 2 Sgts + 8 Detectiveg BPS/FCU = 1 Insp 2 Sgts + 7 Detective
to the ML/TF related | Detectives + 1 Analyst + 1 1 Analyst (split role with fraud/corruption) 1 Analyst (split role with fraud/corruption
investigations and| Consultant investigator (split role

prosecutions with fraud/corruption)
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Annual statistics on STRs received and disseminated

Chart_1(b)(i)

QUANTITY

Post-Plenary-Final

ML:  suspicious
transaction
reports, and other
reports where
appropriate
under domestic
law, received and
disseminated

327

378

85

TF: suspicious
transaction
reports, and other
reports where
appropriate
under domestic
law, received and
disseminated

STR received by
the FIU by type of
financial
institution,
DNFBP, and by
other business or
person  making
the STR

Banks (includes a

Banks (includes a

Banks (includes a

Credit Union) 157 Credit Union) 244 Credit Union) >0
Investment Service Investment Service Investment Service

. 7 . 2 . 1
Providers Providers Providers
Money Service 140 Money Service 103 Money Service o8
Businesses (MSB) Businesses (MSB) Businesses (MSB)
Corporate Service 2 Corporate Service 2 Corporate Service 0
Providers (CSP) Providers (CSP) Providers (CSP)
Law Firm 1 Law Firm 7 Law Firm 0
Trust Company 4 Trust Company 5 Trust Company 1
Local Regulators 3 Local Regulators 1 Local Regulators 0
Long Term Insurers 11 Long Term Insurers 14 Long Term Insurers 5
Other (Metal Dealers 1
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| TOTAL | 327 ||| Other (Metal 0 Other (Metal 0
Dealers) Dealers)
TOTAL 378 TOTAL 85
QUALITY

No of SARs used
in investigations,
result of
supervision of the
FIA

130 SARs Disclosed

193 SARs Disclosed

32 SARs Disclosed (Q1)

Ongoing training
to stakeholders
relative to the
manner of
reporting

Yes. The FIA undertakes ongoing
training relative to all reporting
entities (17 were conducted in 2011

Yes. The FIA undertakes ongoing
training relative to all reporting entitig
(21 were conducted in 2012).

Yes. The FIA undertakes ongoing
training relative to all reporting entitie
(0 were conducted in 2013 Q1).

Awareness of
specified STR
reporting form

The FIA conducts training in
electronic reporting of SARs or a

regular basis.

The FIA conducts training in
electronic reporting of SARs or a

regular basis.

The FIA conducts training in
electronic reporting of SARs or a
regular basis.

Chart 1(b)(ii

Customs Authorities (R.26 & 27 andSR.IX

Number of Reports (in
relation to seizures)
made by Customs to th
Police

Approx. 12

Approx. 12

Approx. 12
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Number of declarations

of cash in excess of Approx. 280 Approx. 280 Approx. 280
$10,000

Amounts $53,639.00 USD $140,672.00 USD $250,077.00 USD
seized/confiscated

Number of operations 0* 1 -Leg B4 Wicket 0*

aimed at Operation was planned with HM Customs

identifying/targeting and US Customs personnel to identify

illicit cash couriers cash couriers.

No one was identified during this period
(25" July — B August 2012)*

*On a daily basis, the Joint Intelligence Unit:-
1. checks airline manifests
2. monitors passengers departing for the United S{atesist and work along with US Customs and BoRl@tection at the US Departure Gate)

3. monitors passengers departing on the Air Canadae&tjat flights to Toronto; monitor passengers dipguon the British Airways flight to London, Gatvk
when operational

4. provides intelligence to all Sections in the Depemt including the Cruise Ship Enforcement andvtheht Reporting centre
JIU disseminates information of all cash seizuoethé Police Financial Crime Unit and the Finanbi&lligence Agency; and also disseminates infdionato

US Customs and Border Protection; Canada Bordeticgepgency (CBSA); UK Border Agency and to membefrthe Caribbean Customs Law Enforcement
Council.
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Chart_1(c)
SuEervision and Oversiﬁht

RESULTS
R.17 (sanctions) and SR.VI (MSBs)
the number of cases where sanctionse 0 cases e 0O cases * 0O cases
have been applied, the nature of the
failings and the type of sanctions
applied
R.23 (Reg/Supervision of FIs) & 29« 27 on-sites e 22 on-sites * 5 on-sites (Jan-Mar)
(powers of supervisors) and thee 5-10 day duration of e 5-10 day duration of [4 in April; 3 in May]
operations of the AML/ATF Unit - the inspections inspections  5-10 day duration of inspections

number of on-site  supervisory
inspections that covered AML/CFT
issues; the frequency and duration o
inspections; the types and range ¢
institutions inspected having regard tg
ML/TF risks; the nature of the on-site
inspection, the use of other supervisor
techniques e.g. offsites; and the resul
in terms of compliance by Fls

Frequency: Regulated
Fls (RFIs) were
selected for an onsite
based on the risk base
approach

Range of RFIs
inspected include all
sectors covered by the
Bermuda AML
framework

The onsite process is
composed of three
stages; a review of the
company’s submissions
which in part include
their AML/ATF

policies and procedure
a structured visit to the
licence holder’s offices
to conduct face to face
interviews with
management and staff;
onsite file testing and

GN

5.67 The institution should obtai
the following information in
relation to the private individual;

Frequency: for those RFIs haf ¢

did not have an on-site
inspection as documented in
the reply to Rec 23(i), off-site
or desk based review were
completed for those RFls
(Trusts, Investment
Businesses, Fund
Administrators, Funds and
NLPs). As outlined in the
reply to Rec 23(i) and Rec
23(x), the NRA will assist in
on-going prioritisation of on-
sites and off-sites from a risk
based approach.

Range of RFIs inspected
include all sectors covered b
the Bermuda AML framework

* Full name;

UJ

+ Residential address; and

Frequency: for those RFIs hat did not have
on-site inspection as documented in the rej
to Rec 23(i), off-sites or desk based review
were completed for those RFIs (Long Term
Insurers writing direct business to be
completed by mid-2013). As outlined in the
reply to Rec 23(i) and Rec 23(x), the NRA
will assist in on-going prioritisation of on-

an
Dly

sites and off-sites from a risk based approach.

Range of RFIs inspected include all sector
covered by the Bermuda AML framework
The onsite process is composed of three
stages; a review of the company’s
submissions which in part include their
AML/ATF policies and procedures; a
structured visit to the licence holder’s office
to conduct face to face interviews with
management and staff ; onsite file testing a
other reports as deemed necessary.

The offsite process began in 2012 and
continues in 2013 for all regulated Fls whi
have not had a face to face onsite in the lag
two years or one scheduled for 2013.

5
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other reports as deeme
necessary.

Other supervisory
techniques includes
external/internal
outreach and seminars
on AML; continuous
dialogue with RFlIs

RFI compliance post
inspection or review is
carried out through
remediation and follow-
up inspections

d

» Date of birth.

The onsite process is
composed of three stages; a
review of the company’s
submissions which in part
include their AML/ATF
policies and procedures; a
structured visit to the licence
holder’s offices to conduct
face to face interviews with
management and staff ; onsit
file testing and other reports &
deemed necessary.
The offsite process began in
2012 and continues in 2013 f
all regulated FIs which have
not had a face to face onsite
the last two years or one
scheduled for 2013.

Other supervisory techniques
includes external/internal
outreach and seminars on
AML; along with the use of
off-site or desk based review
inspections; continuous
dialogue with RFIs

RFI compliance post
inspection or review is carried
out through remediation and
follow-up inspections

AS

Dr

Other supervisory techniques includes
external/internal outreach and seminars on
AML; along with the use of off-site or desk
based review inspections; continuous dialo
with RFls

RFI compliance post inspection or review ig
carried out through remediation and follow-
inspections

jue

R.23 data to demonstrate - enforcemente

of ongoing fit and proper criteria;
reviewing of the licensing procedures t
ensure full requirements for ultimate
beneficiaries of proposed licensees a

D

fe

0 enforcement cases
SPR Committee
reviews all the ALC
processes and

procedures for licensin

0 enforcement cases

SPR Committee reviews all
the ALC processes and
procedures for licensing

0 enforcement cases

SPR Committee reviews all the ALC
processes and procedures for licensing [ple
refer to the reply for Rec 23(vii)-(viii)]

ase

76



Post-Plenary-Final

a)

C

established in accordance with th
applicant documentation

[please refer to the
reply for Rec 23(vii)-
(viii)]

[please refer to the reply for
Rec 23(vii)-(viii)]

STRUCTURAL ISSUES

R.23 and SR VI: general organisation
of the AML/ATF Unit; adequacy of
resources (financial, staff, technical
etc. especially in relation to the
“Unit’s” responsibility for registering
/licensing under SR VI) and adequate
capacity/expertise  (including staff
background, training and professional
standards)

5 staff in the AML unit

The ALC reviews all
applications and licenses

6 staff in the AML unit

The ALC reviews all applications
and licenses

7 staff in the AML unit

5 The ALC reviews all applications and licenses

GUIDANCE

Specificity of guidance to

particular types of Fls and

persons engaged in other business
activity

e Trust Specific AML
Guidance Notes — (in
progress)

» Completed Trust Specific
AML Guidance Notes
Investment Business Specific
AML Guidance Notes — (in

» Completed Investment Business Specific
AML Guidance Notes

Funds and Fund Administration Specific
AML Guidance Notes — (in progress, near

progress) completion)
AWARENESS RAISING
(Rec. 25, SRVI and SRVII)
Number of awareness raising 10 Outreach 5 Outreach 2 Outreach
campaigns and seminars 5 Internal Seminars 6 Internal Seminars 1 Internal Seminar
conducted.
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Statistics on mutual Ieﬁal assistance or other inteational reﬁuests for cooEeration iR.36-40i

MUTUAL LEGAL ASSISTANCE: All mutual legal assistance requests (includingiests relating to freezing, seizing and confiscattbat are made or
received in relation to: (including the nature lué request, whether it was granted or refusedttentime required to respond)

Details of MLA

and the entities involved.

The Central authority responsible for MLA maintamMLA database which records the following infotioa: the nature of each
request, the outcome of each request, and the etimptime of each request. The Central Authosigponds to all requests within|5
days of receipt of the request. However, the im&hich the MLA request is completed is contingentthe nature of the request

ML 4 1 2
TF 0 0 0
Predicate offences 3 2 (note: 1 for murder) 0

EXTRADITION: All extradition requests (including requests religtto freezing, seizing and confiscation) thatraeale or received in relation to:
(including the nature of the request, whether is weanted or refused, and the time required toorebp

ML 0 0 0
TF 0 0 0
Predicate offences 0 0 0

Other formal requests for assistance made or recedd, including whether the request was granted or feised

Competent authorities in Bermuda are able to rgpadinstructively and effectively provide the witlemnge of international cooperation. For examipie,
Bermuda Financial Intelligence Agency has MOUs \8ishEgmont Members.

30B requests (US
SEC)

18

5

1
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C. High level summary of legislative matters to be adeéssed

Section C of this Addenduprovides a high level summary of the legislativetera that will be addressed in relation to thestautding matters
identified in the 2007 MER. The key pieces of l&gisn that will be effected by the proposed ameexis include:

e Proceeds of Crime Act 1997 (POCA 1997),

* Proceeds of Crime (Anti-Money Laundering and ArgiHbrist Financing) Regulations 2008 (POCA Regatad), and

* Anti-Terrorism (Financial and Other Measures) Ag02 (ATFA 2004).

The following amendments will be made in the Peratary session which commences in May 2013:

1.1 Powers of law enforcement and investigative autiesti Amendment of relevant AML/ATF legislationgpecifically note NAMLC's role

in relation to ATF policy.

1.2  Ongoing monitoring and record-keeping of unusuaigactions: Clarification necessary to ensuresthdbcuments related to investigations

of complex or unusually large or unusual patteftsamsactions are recorded and kept for five years

1.3 Internal control: Expansion of the scope of persshs are subject to AML/ATF training (Relevant Emmyes) to include any person who
plays a role in implementing and monitoring comptia with the AML/ATF requirements. Additionallyt is proposed that all

shortlisted/potential Relevant Employees are se@én ensure they meet standards for “fitness amgriety”.

1.4 EDD (Regulation 10) and EDD: Expansion of the ci@dor carrying out SDD and EDD. . It is preeal that two distinct amendments
be made:

1.4.1 SDD: SDD would not be permitted whenever theMdligTF suspicion or where specific higher risk sagomapply.
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1.4.2 EDD: Expansion of the criteria for carrying out ER®include closer scrutiny of a customer who @srfra country identified by
FATF as high risk.

Reliance on third parties: Amendment of the tipiagty reliance in relation to CDD measures as ¥adlo(i) a relevant person must obtain

information sufficient to identify the customersda(ii) a relevant person must satisfy himself tiediance is appropriate given the level of

risk for the jurisdictions in which the party to teied upon is usually resident.

Tipping-off and confidentiality (section 47 of POCA97 and section 10A of ATFA 2004): Amendmentled tipping-off provisions as

follows: (i) offense of “tipping-off” to explicitlycover any disclosure on the filing, and contehf 8AR, and (ii) consider limitation of the

scope of the tipping-off exemptions for membertegal profession.

International Conventions: Implementation in Bedawf the outstanding provisions of the Unitedidi@ International Convention for

the Suppression of the Financing of Terrorism (S&19 United Nations Convention Against Transnati@rganised Crime (Palermo). In
this regard, the UK has already been requestegtéme the SFT and Palermo to Bermuda. In relabathe SFT, it is proposed that the
offence of terrorism be extended to cover the foirag of “terrorist organisations”, the financing ‘@fidividuals participating in terrorist

activity”, and all of the acts covered by the énine conventions referred in the SFT. In additio this, section 15A of ATFA 2004 should
be amended to refer to the latest terrorist-aseetiing Overseas Territories Order in Council, Teerorist-Asset Freezing etc. Act 2010

(Overseas Territories) Order 2011.

Confiscation: Explicit provision for confiscatioffiproperty which constitutes instrumentalities imded for use in the commission of money

laundering or other non-drug trafficking predicaffiences.
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Regqulation of those Designated Non-Financial Bussiae and Professions (DNFBPSs): It is intended@ndérs will be enacted within this

year to bring other specified DNFBPs under the stigien of the FIA. (High Value Dealers, DealersAnecious Metals & Stones, Real
Estate Agents).

Non Profit Organisations (NPOs): The Ministry abide Affairs has committed to progressing this nattel amendments to the Charities

legislation were highlighted in the Throne Speetkebruary 2013. Since which the Ministry of HoAféairs has conducted a domestic
review of the NPO sector and issued a public Coatsoh Paper (consultation period closed in eagyil®2013). A Cabinet Memorandum,
which sets out the legislative amendments, is atlgréeing finalised and is expected to be submhitteCabinet shortly and the amendments

laid in Parliament in the session which begins loyé@inber.
With regard to these Legislative amendments, it shdd be noted that a consultation paper has been isad to ensure that industry is

aware of the proposals; cabinet approval to proceedith drafting has been received; and steps are beg taken to progress the

drafting. A draft bill is expected to be completedat or near end May for submission to Parliament inJune and subsequent enactment.
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