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EXECUTIVE SUMMARY

1 This report provides a summary of the existing Anti-Money Laundering and Counter the Financing
of Terrorist (AML/CFT) measures in the Republic of Guatemala (hereinafter Guatemala) as at the date of
the on-site visit, conducted during the period of November 23rd to December 4th, 2015. It analyses the level
of compliance with the FATF 40 Recommendations and the level of effectiveness of Guatemala’s AML/CFT
system and provides recommendations on how the system could be strengthened.

Key findings

The Republic of Guatemala has various legislative, regulatory and institutional structures standing to
cope with the fight against money laundering and terrorist financing (ML/FT). The level of compliance
of the country is highlighted regarding most of the technical criteria of the FATF Recommendations.
However, in certain areas of the AML/CFT system of Guatemala, improvements to achieve better
effectiveness outcomes are required.

It is important to stress the activities of Guatemala in risk identification through the National Risk
Assessment (NRA). In general, there is an adequate level of understanding of ML risks, as well as an
adequate level of coordination and cooperation by the authorities and the private sector. However, in the
case of TF risks, both the authorities and the Obligated Subjects (hereinafter OSs) still need a better
understanding of the associated risks.

The financial intelligence generated by the Financial Intelligence Unit (Intendencia de Verificacion
Especial —IVE—, in Spanish, hereinafter IVE) is used by the competent authorities both in ML
investigations as in predicate offences and asset forfeiture processes. The I\VVE gathers information from
several sources of OSs and government agencies. In the field of TF, given the absence of TF related
cases, verification of the existence and use of financial intelligence on TF was not possible.

Guatemala has provided evidence on combating ML and predicate offences related to most of its
identified threats. Itis also empowered to forfeit assets from the proceeds of illegal activities.
Additionally, the country has a property management system that allows their administration and
disposition. However, while there is a legal mean which provides for the Court forfeiture of property of
corresponding value, this law has not been applied in practice yet in the case of asset forfeiture
procedures.

Deficiencies in the appropriate criminalization of TF would affect the effectiveness in the fight against
TF. There has not yet been any case or investigation on TF. Guatemala has recently created the
prosecution agency specialized in TF, which is considered a positive step in the fight against TF.

Guatemala has taken regulatory measures for the implementation of United Nations Security Council
(UNSC) Resolutions 1267/1989 and 1988 on terrorist funds and assets and UNSC Resolutions 1718 and
1737 on funds and assets related to the financing of proliferation of weapons of mass destruction
(FPWMD). However, the regulatory framework still needs to be strengthened to enforce the obligations
set out in Recommendations 6 and 7, particularly regarding the implementation of UNSCR 1373.

Financial Institutions (FIs) in the financial system are aware of the nature and level of ML risks in their
sector and, in general, have appropriate policies and procedures to mitigate and control these risks.
However, in the case of microfinance institutions (except those registered as non-profit organizations
(NPOs) that meet the criteria to be considered OSs), they are not yet OSs to the AML/CFT regulations
in Guatemala.
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It is observed that designated non-financial businesses and professions (DNFBPs or non-financial OSs),
still need to increase their efforts to adequately understand their obligations, as well as the ML/TF risks
to which they are exposed. Activities carried out by lawyers and notaries referred to by the FATF
Standards are not all subject to AML/CFT regulations and they are not supervised for such purpose.
Casinos and video lotteries are not OSs under AML/CFT regulations.

The IVE performs the supervision of AML/CFT obligations of FIs and DNFBPs with a ML/TF risk-
based approach (RBA). Although the IVE has imposed some monetary sanctions on OSs, it is
considered that these are limited and that the sanctions regime is not proportionate, dissuasive or
effective.

The issuance and the circulation in the market of bearer shares are forbidden. The IVE has efficiently
disseminated typologies regarding legal persons and arrangements. Information on beneficial ownership
of corporations cannot be gathered reliably, since legal entities are not obliged to gather such
information from their shareholders, irrespective of the fact that they may be natural persons or legal
persons or arrangements. Access to information on legal persons or arrangements cannot be performed
in a timely and effective fashion for the OSs to conduct their CDD.

Guatemala has a wide range of legal and administrative instruments to foster international cooperation
from all relevant agencies aimed at preventing and combating ML/TF. In this sense, the country has
provisions in force to provide broad levels of collaboration with foreign authorities.

Risks and general situation

2. Pursuant to the ML/TF NRA, the major threats were drug trafficking, illicit cross-border
transportation of cash, goods smuggling and extortion. Also, active/passive bribery, offence including
embezzlement and corruption of public officials are legally defined as medium crime threats in the ML context.
In terms of vulnerabilities, the ML/TF NRA detected as medium-high funds transfer companies (FTC) and the
credit union had medium-high level of importance as vulnerable to ML activities. On the side of DNFBP,
casinos —video lotteries, lawyers and notaries are not subject to AML/CFT requirements and ML/TF NRA
regulations determined a high level of vulnerability to ML for those activities.

3. Guatemala has considered, with a limited scope, the ML/TF risks of the volume of the informal
economy and the impact in the context of ML/TF. Additionally, microfinance companies, whose activity is not
regulated and not subject to obligations, were not considered in the ML/TF NRA, with the exception of funds
from microcredits loaned by entities in the microfinance sector which in the context of risks related to financial
inclusion were rated with a medium-low vulnerability level. The ML/TF NRA determined that TF represents
a medium-low level of threat.

Overall Level of Effectiveness and Technical Compliance

4. Guatemala has a fairly high level of compliance with respect to the technical criteria of the FATF
Recommendations, except for some areas where some major improvements, such as a proper criminalization
of terrorist financing, the implementation of targeted financial sanctions (TFS) and some preventive measures
are required. Interms of effectiveness, the AML/CFT system in Guatemala has achieved substantial levels of
effectiveness, primarily regarding financial intelligence, investigation and prosecution of ML, asset
confiscation and means of crime and international cooperation. Other areas feature moderate levels of
effectiveness.
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Assessment of risks, coordination and policy setting (CHAPTERZ -10 1I; R 1, R. 2, R 33)

5. Guatemala, and particularly its authorities, has identified and properly understood the risks of ML
nationwide. However, the degree of understanding of the risks in terms of TFis not at the same level. Guatemala
has mechanisms for coordination and adequate cooperation within the Presidential Commission for the
Coordination of Efforts Against Money Laundering or other Assets, Terrorist Financing and Financing of
Proliferation of Weapons of Mass Destruction (hereinafter COPRECLAFT) that allows the development of
actions for the mitigation of ML/TF risks.

6. In the case of DNFBPs, the necessary regulations are not yet in effectand there is a low level of
understanding of the ML/TF risks to which they are exposed.

Financial intelligence, money laundering and confiscation (CHAPTER 3 -10s6-8; R.3, R. 4, R. 29-
32)

7. In terms of generating financial intelligence, Guatemala presents characteristics of an effective
system. The financial intelligence generated by the IVE is used by the competent authorities in ML
investigations, criminal activities and asset forfeiture. The IVE has access to various databases to provide added
value to the suspicious transaction reports (STRs) it receives, which results in intelligence products used by the
competent authorities. However, there are aspects that should be improved. The IVE work of financial
intelligence could be increased with a higher number of DNFBP registrations. The use of financial intellige nce
in relation with this crime could not be evaluated due to the absence of cases related to TF.

8. Regarding the prosecution and conviction of crimes, Guatemala has characteristics that make its
system effective. However, it is necessary to provide more human and technological resources to the PPO and
the police for the investigation and further prosecution of ML offences and predicate offences, in order to have
greater presence in the Guatemalan territory, especially in areas which are relevant for such investigation due
to its geographical condition and economic activities, in accordance with the findings of the NRA. The
development and implementation of all Special Investigation Techniques are necessary. Besides, it is essential
to update experts in the investigation of these crimes by conducting regular training on new typologies, trends
and research methods.

9. In order for assets and proceeds of crime to be confiscated, Guatemala mainly resorts to asset
forfeiture to achieve significant progress in the recovery of assets and proceeds of criminal conduct. It is
important to keep enforcing measures of repatriation, distribution and restitution, in the case of funds and assets,
by developing international cooperation through the various agreements and bodies of Guatemala, as well as
the application of recovery measures of property and funds of correspondent value in asset forfeiture cases.

Terrorist financing and proliferation financing (CHAPTER 4 - 10s 9-11; R. 5-8)

10. There are deficiencies in the criminalization of TF that affect actual TF awareness and combating in
Guatemala. Not a single case has been detected, either at investigation or prosecution stages, nor even filing of
cases with courts regarding TF.

11. Guatemala has enforced regulations and mechanisms allowing up to some extent the implementation
of UNSC Resolutions 1267, 1988, 1989 and 1373 regarding TF and UNSC Resolutions 1718 and 1737 related
to FPWMD. However, significant improvements are required for the system to be effective. Financial and non-
financial OSs are not at the same pace regarding awareness of the update of listings, which deters freezing
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measures from being applied without delay. Therefore, it is necessary to improve efforts to raise awareness
with respect to obligations in the OSs, in particular, in the case of DNFBPs.

Preventive Measures (Chapter 5 - 10 4; R. 9-23)

12. Banking, finance companies and off-shore banks have developed timely procedures pursuant to the
regulation. However, DNFBPs are not aware of the ML/TF risks to which their activities may be exposed.
Moreover, the development of policies, procedures and controls to help minimize risks is not observed.
Although, there was anincrease inthe number of STRs submitted by DNFBP, the percentage remission of STR
by DNFBPs is reduced to a lesser amount compared to the finance sector. Banks are still the main generators
of STRs which contributes to the perception by other regulated entities of minimal effectiveness of the policies
and procedures in place.

13. Due to the foregoing, it is necessary to deepen the outreach and training in what represents the risk of
ML/TF between regulated subjects, especially DNFBPs. Also to include into the monitoring programs actions
that help identify whether the OSs have correctly understood the risks of ML/TF and whether this understanding
has resulted in the development of policies, procedures and controls in force and operational in the OSs. Finally,
the dissemination of local and international typologies should be improved to allow OSs to identify possible
risks of ML/TF, so that this will lead to further identification of unusual or suspicious transactions.

Supervision (Chapter 6 - 10 3; R. 26-28, R. 34-35)

14. The IVE supervises OSs(financial and nonfinancial) with a risk-based approach, besides, it has
enforced applicable procedures, information and tools, even their action plans and monitoring are based on rsk
matrices. However, there are sectors and/or activities identified as risky, and therefore capable of being used
for ML/TF, not included as OSs, suchas microfinance institutions, lawyers, notaries and casinos/video lotteries.
The IVE has made efforts to register DNFBPs as regulated entities, especially those most representative.
However, some DNFBPs remain unregistered. Also, efforts have been made to inform regulated entities of
their risks of ML/TF, its reporting obligations and associated typologies; however, it is noted that in the case
of DNFBPs, even more work is required in this area. Supervisions made by the IVE to DNFBPs do not achieve
the objective of mitigating the risks of ML/TF or improving the level of compliance. The sanctions applied by
the IVE are neither proportional nor dissuasive.

15. It is required to take clear actions to include as OSs those DNFBPs that has not been included as
subject to AML/CFT regime, as well as microfinance institutions and that all those activities or physical or
legal subjects that should be OSs are duly registered and in compliance with the AML/CFT obligations. The
support in training and awareness activities by the IVE of understanding the risks of ML/TF especially for
DNFBPs should be galvanized. Also, the necessary means to redesign the regulatory framework regarding the
structure of possible sanctions to be applied so that proportionate and dissuasive administrative financial
penalties in relation to the different sectors (financial and nonfinancial) are imposed.

Transparency of Legal Persons and Arrangements (Chapter 7 - 10 5; R. 24-25)

16. Pursuant to the legislation in force in Guatemala, the issuance and the circulation in the market of
bearer shares are forbidden. The IVE has efficiently disseminated typologies regarding legal persons and
arrangements. Information on beneficial owners of corporations cannot be gathered reliably, since legal entities
are not obliged to gather such information from their shareholders, irrespective of the fact that they may be
natural persons or legal persons or arrangements. In addition, accessto information on legal persons or
arrangements cannot be performed in a timely and effective fashion for the OSs to conduct their CDD, due to
lack of electronic records.
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International Cooperation (Chapter 8 - 10 2; R. 36-40)

17. International Cooperation of Guatemala is based on multiple mechanisms available regarding Mutual
Legal Assistance (MLA) and Extradition, in addition to the cooperation on financial intelligence through the
IVE, asset recovery and other cooperation provided by agencies such as the police, customs, and immigration
authorities. Additionally, the Agreements on exchange of information between financial supervisors. Through
adequate international cooperation, Guatemala has worked to prosecute perpetrators of these crimes across
borders and to provide the assistance necessary to cooperate with those nations in the fight against ML. Added
to this are the cooperation agreements signed by Guatemala with other countries such as the United States of
America, where they have received technical and financial assistance necessary to deepen their strategies in the
fight against transnational organized crime. However, it is necessary to optimize the development of
international cooperation through the MLA and the agreements and treaties signed and ratified by Guatemala,
in particular it must be clear what procedures to follow when required and to act in a most expeditious manner.

Priority Actions
18. Guatemala must implement the following priority actions:

1. Conduct a review of the risk analysis of TF which includes in the analysis, possible abuses in the
financial sector, DNFBPs and NPOs, particularly those who are not yet regulated entities. Also the
role of the informal economy that causes lack of transaction control and has an impact on the
calculation of TF risk.

2. Take clear action for the inclusion of DNFBPs and microfinance institutions as reporting subjects
and that all activities, individuals or legal entities that should be a OSs to be duly registered and
comply with AML/CFT obligations.

3. Issue the relevant regulations and training for DNFBPs and NPOs on the implementation of ML/TF

risk management policies regarding those risks to which they are exposed, as well as to inform them

on the results of the NRA. The aforementioned with the aim of improving the understanding of the
risks by the OSs and increase STRs, especially those from DNFBPs.

Amend the TF criminalization to cover whatis required under Recommendation 5.

Provide more resources to the IVE in the corresponding areas for risk supervision, to strengthen the

effective performance of said attribution.

6. Dedicate greater efforts to implement the national policies and strategies in order to combat the
identified threats. For this purpose, it is necessaryto enforce the provisions of the PPO Strategic
Plan 2015-2019, where the actions to deal with this criminal phenomenon are established, this
institution being in charge of the axes of criminal investigation and prosecution, the COPRECLAFT
National Strategic Plan, where priority is established for the coordination of all competent authorities
to fulfil the tasks together in order to mitigate detected threats.

7. Provide more human and technological resources to the PPO for investigation and prosecution of
ML offences and predicate offences in order to have greater presence in the Guatemalan territory,
especially in areas more likely to have higher incidence of these crimes due to their geographical
condition, economic activities, products and services offered and in accordance with the evidence of
the NRA.

8. Apply the necessary means to redesign the regulatory framework related to the sanctions available
in order for monetary administrative sanctions to be proportionate and dissuasive vis-a-vis the
different sectors (financial and non-financial).

9. Develop and implement all Special Investigation Techniques in force in the Guatemalan legal
framework. This will allow and facilitate the work of various investigative subsidiary bodies
responsible for carrying out this fight, allowing the consolidation of the objectives as a country.

oA
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10. Implement mechanisms or procedures, such as working groups to provide feedback to judges and
prosecutors on cases filed with the corresponding Courts.

11. Update specialists in investigations of these crimes, by conducting regular training on new
typologies, trends and investigation methods both in ML and predicate offences and TF.

12. Keep enforcing measures of repatriation, distribution and restitution in the case of funds and assets
by developing international cooperation through the various agreements and bodies of Guatemala.

13. Apply the law on forfeiture of property with a value equal to the proceeds of criminal activities
committed by natural persons and legal entities where these crimes are related to internal and foreign
predicate offences.

14. Articulate the work between the competent authorities to generate intelligence and to find out
possible circumstances and initiate investigations relating to the commission of the crime of TF, if
applicable.

15. Develop policies and activities to fight the FPWMD.

16. Strengthen the legal framework to apply in full the UNSC Resolutions regarding TF and FPWMD.
Additionally, enforce mechanisms to perform domestic designations under UNSCR 1373 and
provide for the unfreezing or termination of the measure.

17. Set forth training programs for OSs, especially non-financial, to reach a better understanding of the
legal provisions in force structured for the performance of TFSs for TF and FPWMD.

18. Prepare operating procedures for NPOs to facilitate their compliance with the standardsand a greater
approach by the relevant authorities, including supervisors, to join efforts and to ensure a higher
level of understanding of this sector regarding the policies that they should apply in ML/TF cases.
Moreover, to unify criteria and sort the ideas in the development of strategies that allow them to
know their donors better.

19. Implement monitoring and supervision of the specific obligations of OSs to carry out TFSs.

20. Incorporate in the monitoring programs actions that help identify whether the regulated entities have
failed to adequately understand the risk of ML/TF and that this understanding has resulted in the
development of policies, procedures and controls in place and active in the supervised regulated
entity.

21. Improve the dissemination of local and international typologies that allow regulated entities to
identify potential geographic areas/services/customers/products where the risk of ML/TF could
arise, so that this will lead to further identification of unusual or suspicious transactions. OSs

22. Issue the corresponding regulations for legal entities to identify the beneficial ownership of their
shares.

23. Develop a legal framework to publish data on beneficial owners of legal persons and arrangements.

24. Put mechanisms in place for the timely access to information of legal persons and arrangements for
the regulated subjects to perform an efficient CDD.

25. Foster international cooperation through the MLA and agreements and treaties signed and ratified
by Guatemala, it should be especially clear what procedures to be followed when requested and to
act in the most expeditious manner.
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MUTUAL EVALUATION REPORT

Preface

19. This report summarizes the AML/CFT measures in place as at the date of the on-site visit. It analyses
the level of compliance with the FATF 40 Recommendations and the level of effectiveness of the AML/CFT
system, and recommends how the system could be strengthened.

20. This evaluation was carried out based on the 2012 FATF Recommendations, and was prepared using
the 2013 Methodology. The evaluation was based on information provided by Guatemala and information
obtained by the evaluation team during its on-site visit from November 23rd to December 4th 2015.

21. The evaluation was carried out by an assessor team conformed by: Claudia Andrea Soraca Yepes
from the Financial Information and Analysis Unit of Colombia (Operational Expert), Claudia Carolina Soriano
of the Financial Investigation Unit from the Attorney General’s Office of El Salvador (Operational Expert),
Michelle Gonzalez from the Financial Analysis Unit of Panama (Financial/Legal Expert), Franklin Boccia from
the Central Bank of Paraguay (Financial Expert), Alfredo Delfin Trillo fromthe Financial Intelligence Unit of
Peru (Financial Expert), Major Jose Antonio Delgado from the National Anti-drugs Office of Venezuela (Legal
Expert) and Alejandra Quevedo and Esteban Fullin from the Executive Secretariat of GAFILAT. The report
was reviewed by Wendy Acosta from the Financial Intelligence Unit of Honduras, Victor Amaury Romero
from the Superintendence of Banks of the Dominican Republic and Kevin Vandergrift from the FATF
Secretariat.

22. Guatemala previously underwent a Mutual Evaluation by the Caribbean Financial Action Task Force
(CFATF) in June 2009, conducted according to the 2004 FATF Methodology. Guatemala’s assessment was
approved in November 2010 and is available in www.gafilat.org.

23. The 2010 Mutual Evaluation of Guatemala concluded that the country was compliant (C) with eight
(8) of the Recommendations, largely compliant (LC) with twenty-one (21) of the Recommendations, partially
compliant (PC) with sixteen (16) of the Recommendations and non-compliant (NC) with four (4) of the
Recommendations. It was concluded that Guatemala was compliant or largely compliant with eleven (11) of
the sixteen (16) Key and Core Recommendations.

24, In 2012, when Guatemala gained membership status in GAFILAT, it was in the process of enhanced
follow up and the XXIX Plenary of GAFILAT Representatives held in Cartagena, Colombia, carried out from
July 10th, 2014 to 11th, 2014, approved the removal of Guatemala from enhanced follow up to regular follow

up.
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CHAPTER 1. ML/TF RISKS AND CONTEXT

25. The Republic of Guatemala is located in the northern part of Central America, with a total area of
108,889 square kilometers, with access to the Atlantic and Pacific Oceans, bordered to the west and north by
Mexico, east by Belize and the Gulf of Honduras, and southeast by Honduras and El Salvador. Guatemala is
the most populous country in Central America, with approximately more than 16 million according to the
projections for 2015 (INE 2015). The official language is Spanish and twenty-three other languages are also
spoken in Guatemala.

26. Guatemala is a democratic, constitutional and independent republic. The legal system is based on
continental law (or “civil law”’). The Executive power is vested in the President,who s elected by direct popular
vote for four-year terms and not eligible for re-election. The President is the Head of State and Government
and autonomously appoints his Cabinet of Ministers. Guatemala is divided into 22 Departments, each with a
governor appointed by the President, and a total of 340 municipalities.

27. The legislative power is exercised by a unicameral Congress, composed of deputies elected by popular
vote by directballot every four years. The highest court is the Supreme Court, the members of which are elected
by the Congress for a period of four years. The Supreme Court is also in charge of appointing the judges of the
lower courts. There are also, independently, the Constitutional Court, the Supreme Electoral Tribunal and the
Public Prosecutor’s Office (PPO).

28. Guatemala is an emerging economy, is currently the largest in Central America with 2014 GDP in
GTQ M 231,267.8 (USD 30,310 M), with a variation of 4.2% (BANGUAT). According to BANGUAT, the
global financial crisis slowed the growth to 0.5% in 2009, although the increase in exports and a moderate
fiscal stimulus helped cushion the impact of the crisis. Additionally, a series of natural disasters hit the
country in 2010 and 2011, with estimated damages and losses of more than GTQ 13,500 million (USD 1.833
million). However, Guatemala's economy has rebounded with growth of 3.0% in 2012, 3.7% in 2013 and
4.2% in 2014. The official currency is the quetzal (GTQ).

ML /TF Risks and Scoping of Higher-Risk Issues
Overview of ML/TF Risks

29. According to the ML/TF National Risk Assessment (NRA), due to its geographical location and
topography, Guatemala meets the conditions to be host of drug trafficking, stockpiling and transit of drugs,
mainly cocaine, en-route from South America to North America. At the same time, information reveals that
the authorities have identified at least ten (10) land routes of drug trafficking, through which drugs are
transported, of which nine (9) travel to Mexico from Belize, the Caribbean, Honduras and El Salvador.

30. Cross-border transportation of illicit money has been identified as a ML threat of particular
importance in the context of Guatemala (2015 ML/TF NRA). Thus, there have been arrests of people
carrying sacks of cash, the origin of which was not justified, but presumed to be the proceeds of illegal
activities. Most of these amounts have been seized from motor vehicles with secret (double-bottom)
compartments. Also, the smuggling of goods entering Guatemala from neighboring countries affect its
economy and security. According to estimates by the Chamber of Industry of Guatemala (CIG), illicit trade
represents between 15% and 20% of domestic consumption.

3L As threats, particularly of an internal nature due to their recurrence and resources generated, the

crime of extortion was detected and granted a considerable level of importance (2015 ML/TF NRA). The
crime of extortion has an impact on the economic and social activities of the country, affecting economic
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sectors such as: urban and suburban transport service, trade, individuals, among others. This crime is
committed in most cases by the maras (gangs), instilling fear in which people are forced to pay sums of
money.

32. Also, it was identified that the active/passive bribery includes the offences of misappropriation and
embezzlement (public corruption) and are crimes of medium threat in the ML context (2015 ML/TF NRA).

33. Given the volume of the activity and the characteristics of fund transfer (remittances) companies,
it was considered in the ML/TF NRA that such activity, due to the difficulties of identification, including
certainty of identity verification of the payer in the country of origin, represents a vulnerability of ML of a
medium-high level.

34. The credit and savings cooperatives, given the conditions of their geographical location and
measures of customer knowledge and transaction monitoring, were placed with a level of vulnerability
medium-high regard to ML.

35. It is noteworthy that Guatemala has currently criminalized illicit gambling, under Section 477 of
Decree Number 17-73 of the Congress of the Republic of Guatemala, Penal Code (PC), which states: “lllicit
gambling: Bankers, administrators, businessmen, managers or other persons in charge and the owners of
houses for gambling, stakes or chance gameswill be sanctioned with one to five years of imprisonment and
a fine of one thousand to ten thousand quetzals”. However, the existence of casinos-video lotteries was
evident during the on-site visit; authorities are aware of this and, in this line, thereis a bill called “Act to
Regulate Bets, Casinos, Video lottery, Bingo and Gaming”, in order to promote “the timely regulation of
casinos, stakes, lotteries and video lotteries in a sector that until this moment does not have an adequate
regulatory framework and does not provide the authorities with the tools to control and have oversight on
persons dedicated to this activity”, as established by the grounds of said bill. The aforementioned document
also mentions that “there are no reliable registries in Guatemala on the proceeds of those establishments
authorized by the Ministry of Interior (MINGOB, Spanish acronym) to operate slot machines or other stakes
games, with some calculations being approximate to GTQ 1,500 million ayear. National regulations for this
activity are incipient and do not have the controls required to ensure the adequate taxing and verification
on the origin and destination of financial resources, the financial management of large sums of cash being
generated, credit accounts and international wire transfers, among others.”

36. Lotteries, raffles and similar activities are regulated entities subject to AML/CFT measures,
however, casinos and video lotteries, which represent the largest volume of activity of gambling, are not
regulated entities and according to the ML/TFTF NRA, the level of vulnerability of these activities with
respect to ML is high.

37. Lawyers and notaries in Guatemala may exercise both professions simultaneously and represent
fifty-one percent (51%) of the Designated Non-Financial Businesses and Professions (DNFBPs) identified
in Guatemala. According to the regulations, lawyers and notaries are not reporting subjects in cases where
they act on behalf of their clients, render services for the management of bank accounts, money or assets,
and does only apply to the cases in which they manage legal entities. According to the findings of the ML/TF
NRA, to date lawyers and notaries that render this kind of services are not subject to regulation and
supervision of AML/CFT measures. The ML/TF NRA rated these professional activities with a high level
of vulnerability to ML.

38. In Guatemala, there have been no cases of terrorism or terrorist financing. Additionally, according
to other studies, there does not seem to exist terrorist financing activities (US Department of State, 2015).
The ML/TF NRA determined that terrorist financing is a medium-low level of threat.
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Country’s risk assessment & Scoping of Higher Risk Issues

39. Guatemala carried out its ML/TF NRA in 2014, which enabled it to identify, assessandunderstand
the country’s ML/TF risks. During the preparation of said assessment (3 stages) representatives from public
and private sector entities as well as research centers collaborated and participated, all of which were
informed on the results of the assessment in a timely manner, in order for them to implement the necessary
measures and actions and to allocate the resources that allow them to effectively address the identified risks,
threats and vulnerabilities.

40. For the development of the ML/TF NRA, Guatemala requested the support of the World Bank to
provide technical assistance by facilitating its ML/TF NRA methodology and counselling regarding the use
of the methodological tools. For the identification and assessment of ML risks, the methodology develops
through eight (8) modules, the analysis of: 1) national threats and products of crime, 2) national
vulnerabilities, 3) vulnerabilities of the banking sector, 4) vulnerabilities of the securities sector, 5)
vulnerabilities of the insurance sector, 6) vulnerabilities of other financial institutions, 7) vulnerabilities of
DNFBPs and 8) financial inclusion. Additionally, such tool provides a specific module for TF risk analysis.

41. Entities and technicians of the public sector, relevant to the AML/CFT system, provided support
and collaboration for the implementation of the tool. Likewise, private sector entities also participated.
Investigation organisms of the country were also involved in the ML/TF NRA, which worked in thematic
workshops. The level of participation, especially from the relevant authorities, in the development of the
modules, provides evidence of a high commitment to counter ML/TF by the different stakeholders involved
in the AML/CFT system. Statistics and information covering January 1st, 2012 to June 30th, 2014 were
generally available under two perspectives: the first one related to the amount of cases that were reported,
analyzed or investigated by entities that prevent, detect and prosecute ML, and the second one, on the amount
of resources that the aforementioned offences could be producing for criminal organizations, through an
estimation of criminal products.

42. For the identification of the priority issues, the ML/TF NRA of Guatemala and its action plan have
been reviewed, as well as the National Strategic Plan (NSP) 2015-2018, additional documents provided and
external sources that consider the risks. The most relevant risks and items that require special attention have
been identified as a starting point for the Mutual Evaluation considering the weight they may have on the
AML/CFT system of Guatemala.

43. The following list of issues are likely to be at higher risk and therefore were examined in more
detail during the on-site visit and in this Mutual Evaluation Report (MER).

44, Hlicit traffic of narcotic drugs and psychotropic substances. According to the ML/TF NRA of
Guatemala, drug trafficking is the main threat of ML and is a high priority for the authorities. The effective
response to combat criminal groups engaged in drug trafficking activities and ML was revised, including
tools used by law enforcementauthorities, identification of suspicious transactions and prosecutions of cases.

45, Cross-border transportation of illicit money. According to the ML/TF NRA,, is another of the major
ML threats registered in the country. During the on-site visit, the work of the authorities including law
enforcement authorities, particularly customs, was analyzed.

46. Money or value transfer services (MVTS), particularly those who act as money transferrers, as
well as the credit unions are important ML risk activities for the authorities in Guatemala. Whereupon there
was an analysis of the measures taken by the authorities, as well as specific sectors, in terms of customer
knowledge, identification of operations and other AML/CFT measures.
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47. Regarding DNFBPs, lawyers, notaries and casinos (including lotteries, video lotteries, etc.)
particularly constitute risk activities for Guatemala, especially vulnerable to ML. Thus, the way in which
such activities are implementing measures to reduce vulnerabilities was addressed in this regard.

48. In addition, the visit emphasized topics such as extortion, organized crime and corruption that
appear to be important ML threats in the context of Guatemala. In addition, activities of trading vehicles and
real estate represent a risk in Guatemala.

Materiality

49, The ML/TF NRA indicates that as of June 30th, 2014, the banking sector had 3,429 agencies,
6,541 agents and 3,259 ATMSs, making a total of 13,229 access points; being the figure of banking agent
particularly, which has allowed to strengthen the financial inclusion in the country.

50. With regard to financing sources of the Guatemalan economy, BANGUAT reports that although
the Guatemalan economy has had a small financial market, it has the freedom to determine their financial
conditions and, therefore, companies find on the market sources and conditions that they deem most
appropriate for financing their economic activities (BANGUAT). At June 18, 2015, the money supply in
foreign currency stood at 17,587.5 million GTQ and means of payment in foreign currency GTQ totaled
36,605.2 million. BANGUAT reports that as of March 31, 2015, foreign exchange earnings from remittances
reached an amount of USD1,395.9 million, up USD158.5 million (12.8%) compared to the same period of
2014, the result associated mainly to the improvement in the labor market in the United States of America.

51. Regarding the informal sector, the size of the informal economy in Guatemala nears values of
50.5% vis-a-vis the Gross Domestic Product (GDP) for the 1999-2007 period (CEPAL 2012). Additionally,
the results from the National Employment and Income Survey from 2014, carried out by the National
Statistics Institute (INE) reveals that 69.3% of the employed population nationwide is employed in the
informal sector, with approximately 4 million people.

Structural Elements

52. In the last four (4) years Guatemala has issued laws, regulations and guidelines in order to
strengthen the system against ML/TF. Among the main laws it may be mentioned the Law against
Corruption, which also criminalizes acts of corruption, reforms the Penal Code, reforms the Art. 2 of the
Law against Organized Crime (LCDO, Spanish acronym) and Art. 2 of the Asset Forfeiture Law (LED,
Spanish acronym), which allows the precautionary measures set out in the LED to be exercised on assets
that may arise as a result of crimes related to acts of corruption, including property of corresponding value.

53. Regarding cooperation and national coordination, the Presidential Commission for the
Coordination of Efforts Against Money Laundering or other Assets, Terrorist Financing and Financing of
Proliferation of Weapons of Mass Destruction (COPRECLAFT, Spanish acronym) has been created, whose
purpose is to coordinate the effortsand cooperation between state institutions involved within the framework
of prevention, control, surveillance and punishment of crimes of ML/TF and financing of the PWMD, in
order to contribute to the effective compliance of the law and international treaties approved and ratified by
the State of Guatemala, within a national system of prevention, control, monitoring and sanctions, respecting
the competence and autonomy of each institution.

Background and other Contextual Factors
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54. According to the Global Peace Index (2015), Guatemala ranks 118th of 162, therefore, it ranks
within the five most insecure countries in the continent. Regarding governance, the World Bank indicators
(2015) located Guatemala below the average of the other countries of the region, particularly with regard to
political stability, rule of law, government effectiveness and control of corruption.

55. It is important to mention that in relation with fighting corruption, derived from the international
Agreement between the Government of Guatemala and the United Nations in 2006, the International
Commission against Impunity in Guatemala (CICIG, Spanish acronym) was created as an independent
international organ, whose purpose is to support the PPO, the National Civil Police (PNC, Spanish acronym)
and other state institutions both in the investigation of crimes committed by members of illegal security
forces and clandestine security apparatus, as generally in actions that tend to dismantle these groups. This,
by supporting investigation and prosecution of a limited number of complex cases, as well as through other
actions within its mandate, to strengthen the justice sector institutions in order to enable them to continue
confronting these illegal groups in the future.

56. CICIG's mandate, as set out in the Agreement, is composed of three main objectives:

¢ Investigate the existence of illegal security forces and clandestine security apparatus which commit
crimes that affect fundamental human rights of citizens of Guatemala, and identify the structures of
these illegal groups (including their links with state officials), activities, operational modalities and
funding sources;

e Collaborate with the State in dismantling clandestine security apparatus and illegal security forces and
promote research, criminal prosecution and punishment of crimes committed by their members;

e Make recommendations to the State of Guatemala to adopt public policies to eradicate clandestine and
illegal security forces and prevent their recurrence, including legal and institutional reforms necessary
for this purpose.

57. In the development of such agreement, as well as in compliance with the bilateral cooperation
agreement between the PPO and CICIG, the Special Prosecutor Against Impunity (SFIC, Spanish acronym)
was established by Agreement number 26-2008 from the Attorney General of the Republic and Head of
PPO, which was modified by the Agreements 98-2011 and 18-2012. Under this, the SFIC is the specialized
prosecution of the PPO who is responsible for directing criminal investigations and conduct criminal
prosecution in the corresponding cases so that the CICIG can attribute in any of the cases investigated, the
crime of money laundering or other assets. CICIG through the SFIC, has carried out high-impact cases
against former government officials, including a former president and former vice president for acts of
corruption in which they are also being processed for ML. According to information provided by the
authorities during the on-site visit, the IVE has collaborated with technical reports and relevant information
in investigations of PPO in these processes.

1 Among the indicators to reach the referred index are: homicide level, perception of crime, violent demonstrations
and intensity of internal conflict, among others.
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Case 1

The Higher Risk Court sentenced five persons accused of being involved in corruption in the Antigua
municipality, which is the cause for the preventive imprisonment of the Mayor.

Through the abbreviated proceedings, the Court sentenced the five individuals to three years of
imprisonment for the crime of corruption, plus two years for fraud.

Furthermore, the Judge prohibited them from tendering, contributing or holding contracts with the State.
Investigations determined that the five sentenced individuals were representatives of several companies
that had a direct relationship with Mayor, and that thus irregularly benefitted from the provision of their
services.

Background

The Higher Risk Court prosecuted six persons, including employees and former employees of the
municipality, after finding signs of their alleged involvement in this case.

The Mayor and other persons allegedly formed a structure to deviate resources from the budget through
the creation of several companies, some of them construction companies, which were assigned with
overvalued projects. The misappropriation of funds also took place through the payroll of alleged workers
of the city and liquidation of non-provided services.

58. Furthermore, as mentioned above, the size of the informal economy is between 50.5% and 69.3%.
Informality bearssome relation to financial inclusion, whichin Guatemala is forty point one percent (40.1%),
still below the Latin American average (51.1%) according to World Bank indicators (Global Findex 2015).
In Guatemala, microfinance has developed spontaneously in the absence of access to financial services of
certain groups of the population and companies, especially micro and small enterprises, a group that
comprises much of the informal sector of the economy?.

59. Microfinance institutions, whose main product is microcredit, are governed by the laws of the
Commercial Code and do not have a specific law regulating their operations. However, it is important to
mention that the bill of microfinance institutions and microfinance non-profit institutions is in the legislative
process?®.

60. According to the ML/TF NRA, microcredit services rendered by microfinance entities were rated
with a medium-low wvulnerability level. However, said institutions are not OSs in terms of AML/CFT
obligations, unless they are under the NPO group regime to which said regulations apply, according to what
was informed by the authorities. Notwithstanding the latter, information was not available to verify it in
practice.

Overview of the AML/CFT strateqy

61. By means of the National Coordination conducted by the COPRECLAFT, the “Action P lan of the
ML/TF NRA” was developed based on the results of the NRA, which seeks to “contribute to the
strengthening of security and the national economy* through strategic issues to strengthen the rule of law

2 Association for Research and Social Studies. Year 29 No. 1 2014

3 1t is worth mentioning as subsequent to the on-site visit, in May 2016, The Microfinance Institutions and Microfinance
Nonprofit Entities Act was published, through which a new legal framework is given to said sector. Art. 4 provides that
institutions are governed by that law, the Law on Banks and Financial Groups, the Financial Supervision Act,the CLDA
Law, the PRFT Act, the regulations issued by the JM and the SIB. However, this information is outside the scope of
the Mutual Evaluation, whose scope is limited to the last day of the on-site visit date.
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and the national economy. This is implemented and executed by four (4) working groups: Group 1:
Strengthening and Strategy; Group 2: Training and Awareness; Group 3: Exchange and Coordination
Agreements; Group 4: Statistics and Technology, all of them made up of officials of the institutions of said
Commission, who meet periodically to make strategic decisions, learn about the progress of the inter-agency
work and propose strategic initiatives to improve the prevention, control, surveillance and punishment of
ML/TF offences.

62. The national policy of Guatemala is divided into three areas: training, institutional strengthening
and technology, which are developed through the following initiatives: a) improve the efficiency and
effectiveness of prevention measures against ML/TF; b) strengthening the regulatory framework; c) promote
awareness and citizenship participation in the field of AML/CFT; d) optimize inter-agency coordination and
transfer of information to take appropriate action; e) set forth mechanisms to measure the effectiveness of
actions against ML/TF; f) set forth and, if necessary, improve the technical, financial and technological
capacities of institutions; g) set forth a system of Intelligence and Information Analysis.

63. The Action Plan of the ML/TF NRA outlined the activities to be developed by the OSs and whose
regular monitoring will be undertaken by the IVE as a supervisory body in the prevention of ML/TF. Among
the general actions to be implemented according to the plan are focused on the financial institutions and
DNFBPs to take measures to manage and mitigate the risks of ML/TF.

64. The process of preparing the NSP 2014-2018, updated afterthe ML/TF NRA action plan, involved
the participation of the following entities members of the COPRECLAFT: the Judiciary; the PPO through
the Public Prosecutors of Section Against Corruption, Against Drug Trafficking and Against Money
Laundering or Other Assets and Computer Information System of the PPO; the Presidential Commission for
Transparency and Electronic Governance; the Ministry of Interior through the Anti-Drug Fifth Vice Ministry
and the Directorate General of Civil Intelligence; the Ministry of Economy through the Registry of Securities
and Commodities Market; the Strategic Intelligence Secretariat of State; the BANGUAT; the Tax Authority
through the Intendancies Control and Customs; the Superintendence of Banks (SIB, Spanish acronym) and
the IVE.

Overview of the legal and institutional framework
65. The institutions involved in combating ML/TF are:

66. Presidential Commission for the Coordination of Efforts Against Money Laundering or other
Assets, Terrorist Financing and Financing of Proliferation of Weapons of Mass Destruction
(COPRECLAFT): its purpose is “To coordinate the efforts and cooperation between state institutions
involved in the legal framework for the prevention, control, surveillance and punishment of offences of
money laundering or other assets and terrorist financing, as well as the financing of proliferation of weapons
of mass destruction, in order to contribute to the effective enforcement of the law and international treaties
approved and ratified by the State of Guatemala, within a national system of prevention, control, surveillance
and punishment, respecting the legal competence and autonomy of each institution” and “Analyze national
problems related to money laundering or other assets and financing of terrorism, to identify vulnerabilities
and risks to suggest actions to mitigate them”. The COPRECLAFT is composed of the following officials:

a) Vice President of the Republic, who presides and coordinates;
b) Minister of Foreign Affairs;

c) Minister of Interior;

d) Minister of National Defense;

e) Minister of Economy;

f) Strategic Intelligence Secretary of State;
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g) Secretary General of the National Secretariat for Property Management in Asset Forfeiture;
h) Director General of Civil Intelligence;

i) Superintendent of Tax Administration; and

J)  Superintendent of Banks.

67. Additionally, the COPRECLAFT may invite the President of the Judiciary and the Supreme Court,
the Attorney General of the Republic and Head of PPO to participate in its meetings and those who are
considered necessary to invite.

68. The Presidential Commission for Transparency and eGovernment: its purpose is to support the
actions of the Ministries and Institutions of the Executive Branch to coordinate the implementation of
measures stemming from international conventions on transparency, e-government, fighting corruption and
open government.

69. National Council for Property Management in Asset Forfeiture (CONABED): corresponds to
approve, adjudicate and ultimately resolve on the investments to be made on the merits of seized money and
hiring, leasing, management, trust, sale, auction, or donation of confiscated goods. SENABED is subordinate
to the CONABED, executive body under the responsibility of a Secretary General and a Deputy Secretary
General, who are senior officials for purposes of management and administration of the Secretariat.

70. Ministry of Foreign Affairs (MINEX): is responsible for the formulation of policies and the
implementation of the legal framework concerning relations of the State of Guatemala with other States and
persons or legal institutions of international law; the diplomatic representatives of the State; Guatemalan
nationality; the demarcation of the national territory; international treaties and agreements, and diplomatic
and consular affairs.

71. Ministry of Interior (MINGOB): its responsibility is formulating policies, comply with and enforce
the legal regime for maintenance of peace and public order, the safety of people and their property, guarantee
their rights, enforcement of orders and judgments, the immigration regime and endorsing the appointment
of ministers of State including successor in office. The following entities rely on the Ministry:

- National Civil Police (PNC);
- General Directorate of Civil Intelligence (DIGICI);
- General Directorate of Criminal Investigation (DIGICRI).

72. Secretary of State Strategic Intelligence (SIE): responsible for producing intelligence in strategic
areas,while respecting the jurisdiction of the other institutions of the system. Its nature is civil and acts under
the direct responsibility of the President of the Republic.

73. National Secretary for Property Management in Asset Forfeiture (SENABED): ensures the proper
administration of all assets under their responsibility and all declared forfeited under that Act. It is also being
in charge of the reception, identification, inventory, monitoring, maintenance and reasonable preservation of
property. It will also be responsible to follow up the goods subject to this Act and that represent an economic
interest to the State. It will also be responsible for the sale, auction or donation of the assets declared forfeited.

74. Con General Comptroller’s Office (CGC): decentralized technical institution with supervisory
functions relating to the income, expenditures and general interest of all state agencies, municipalities,
decentralized and autonomous entities, as well as any person who receives funds from the State or public
collections”. Additionally, it is the principal technical body of audit and government control, and its main
goal is to lead and conduct efficiently, timely, diligently and effectively government actions of financial and
external control as well as ensuring transparency of management from State entities or entities that manage
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public funds, promotion of ethical values and responsibility of officials and public servants, control and
quality assurance of public spending and probity in public administration.

75. Public Prosecutor’s Office (PPO): is an institution with autonomous functions, it promotes
criminal prosecution and directs the investigation of public action crimes; also ensures strict compliance of
the laws of the country. It also acts independently of its own will and in compliance with the functions
attributed by laws without subordination to any of the organs of the State. The entities dependent on the PPO

are:

e PPO - Section of Drug Trafficking Offences: is responsible for the investigation and the
exercise of criminal action in all offences related to the legal production, manufacture, use,
possession and sale of narcotics.

e PPO - Section against Corruption: has jurisdiction to investigate and prosecute offences
constituting acts of corruption involving officials and public employees.

e PPO - Section Against Money Laundering and Other Assets (FCLA, Spanish acronym):
responsible for all processes of criminal acts and actions regarding activities related to ML,
concerning the AML Law (Spanish acronym).

- Asset Forfeiture Unit (UED, Spanish acronym).
- Department of Information Technology for Investigation Control.
- PPO Agency for TF cases,
76. Attorney General of the Nation (PGN): is responsible for the function of advisory and consulting

of state bodies and institutions and participates in the exercise, procedure and process of forfeiture action.

7. Bank of Guatemala (BANGUAT, Spanish acronym): exercises supervision over all matters
relating to the circulation of money and public debt. Its main objective is to contribute to the creation and
maintenance of the most favorable conditions for the orderly development of the national economy, for
which it will propitiate the most favorable monetary, exchange and credit conditions for the orderly
development of the national economy, and promote stability in the conditions in the general price level.

78. National Institute of Cooperatives (INACOP, Spanish acronym): decentralized and autonomous
state entity charged with enforcing the laws and regulations related to cooperatives, promotes the
organization of same, carries out its registration and provides technical and administrative assistance and
promotes laws and regulations for the better development of cooperatives.

79. General Inspectorate of Cooperatives (INGECOP, Spanish acronym): entity attributed to
INACOP, with practical, administrative and economic independence. It is responsible for the control and
surveillance of cooperatives, federations and confederations of cooperatives.

80. Superintendence of Tax Administration (SAT, Spanish acronym): is a decentralized state entity,
with competence and jurisdiction throughout the national territory, to exercise exclusively the functions of
tax administration, contained in the legislation. This institution has functional, economic, financial, technical
and administrative autonomy and has legal personality, property and resources.

81. Superintendence of Banks (SIB, Spanish acronym): body exercising supervision and inspection of
banks, credit institutions, financial companies, surety entities, insurance and other provided by law. In
addition, exercises supervision and inspection of the Bank of Guatemala, banks, finance companies, credit
institutions, bond entities, insurance companies, general warehouses stores, exchange offices, financial
groups and holding companies of financial groups and other entities provided by other laws.
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82. Financial Intelligence Unit (IVE, Spanish acronym): exercises the functions of regulator and
supervisor of the regulated entities referred to by the regulations against ML/TF. According to its functions,
it is the Financial Intelligence Unit of Guatemala.

Overview of the financial sector and DNFBPs

83. Guatemala's financial system is divided into two (2) segments, the regulated formal financial
sector and the unregulated financial sector. The first segment consists of institutions whose authorization is
at state level and are subject to the supervision of the SIB, consists of 105 institutions including banks,
financial institutions, insurance companies, specialized companies in financial services among others, and
also credit unions are considered as financial institutions. In the second segment, there are microfinance
institutions that as mentioned their execution’s operations has not been regulated and are not subject to
AML/CFT obligations. As mentioned above, the Microfinance institutions and microfinance non-profit
entities Actis currently in the legislative process. Inthe category of financial intermediation, insurance and
auxiliary activities represent five point thirty-six percent (5.36%) of the GDP, of which eighty-eight percent
(88%) corresponds to financial intermediation, represented by banks, private financial companies and
offshore entities (offshore banks), this informed by BANGUAT considering national accounts.

84. The ML/TF NRA indicates that asat June 30", 2014, the banking sector had 3,429 agencies, 6,541
agents and 3,259 bank ATMs, making a total of 13,229 access points; being the figure of the banking agent
particularly, which has allowed to strengthen financial inclusion in the country. According to information
reported to the IVE, the banking industry operates:

e 98% of cash transactions equal to or above USD 10,000.00 or its equivalent in national

currency.
e 100% of cashiers or managers checks.
e 93% of the purchases and sales of foreign currency.

85. Insurance companies in Guatemala grant insurance for risk of various authorized sectors such as
life, accident, disease, injury and surety; this sector is not significant compared to the banking system, as its
assets, as of June 30", 2014, are equivalent to 3%, and this amount represents a low penetration of insurance
in terms of gross domestic product (GDP); universal life insurance, including a savings component, is not
significant, since in 2013 it represented 0.8% of the total sum insured.

86. The securities sector is formalized with the creation of the BVN which provides the location,
infrastructure, services and regulations for stockbrokers to conduct trading effectively and centrally and
audits compliance of the established regulations. In 1996 the RMVM was created by the Securities and
Commaodities Act, whose object is the control and registration of acts performed and contracts concluded in
the stock, securities and over the counter markets.

87. Derived from the ML/TF NRA, it is known that the Stock Market in Guatemala, as at June 30",
2014, was comprised of 15 brokerages, of which 11 (73%) belong to financial groups, which are under the
supervision and inspection of the SIB. Based on the analysis, it was determined that the sector size is not
significant compared to the banking system, considering the amount of its assets and stockholders' equity as
at June 30™, 2014, these items amounted to 0.08% and 0.54%, respectively.

88. The ML/TF NRA identified as at June 30", 2014 that fund transfers (remittance) companies
representedapproximately the equivalent to 10% of the total annual foreign exchange earnings to Guatemala
reported by the financial system under the concept remittances, according to the information provided by the
BANGUAT.
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89. The savings and credit cooperatives are institutions that operate through contributions from its
members and raise funds through their savings. As atJuly 15, 2015, the cooperative system was composed
of 306 credit unions, existing three federations of credit unions, representing approximately 80% of the
associated credit union. In accordance with Art. 31 of the General Law on Cooperatives, the National
Institute of Cooperatives (INACOP) is created as a decentralized and autonomous state entity, which is “(...)
in charge of enforcing laws and regulations related with cooperatives, promote their organization, carries out
its registration, provide technical and administrative assistance and promote laws and regulations for the
better development of cooperatives and serve as an advisory body in this area”. In addition, Art.53 of said
law, creates the General Inspectorate of Cooperatives (INGECOP) as a body attached to INACOP, with
practical, administrative and economic independence, responsible for the control and surveillance of
cooperatives, federations and confederations of cooperatives.

90. DNFBPs are considered OSs in accordance with Article 18 of the AML Law, 5 of the Regulations
of the AML Law and 15 of the PRFT Law and subject to supervision by IVE, the latter being empowered to
direct instructions to the OSs and has a Department of Prevention and Compliance to perform risk-based
ML/TF monitoring, evaluating prevention system and verify compliance with ML/TF, and impose
appropriate administrative sanctions.

91. Non-profit Organizations (NPOSs) are institutions or entities that obtain and allocate funds for
religious, cultural, educational, social, and fraternal or any other type of charitable, social or non-profit
activities. Due to the nature of their subject, they benefit from tax exemptions. In Guatemala, through non-
governmental organizations (NGOs), which fall within the NPO organizations, state projects for building
roads, schools, bridges, provision of health and education, among others have been implemented. They
representapproximately 5.5% of total DNFBPs, it was estimated that the volume of cash transactions greater
than USD 10,000.0 represents 75.8% (USD 569.9 million) and international funds transfers sent or received
higher to USD 2,000.0, 25.1 % (4,707 transactions) of the total handled by DNFBPs.

Overview of preventive measures

92. The source of preventive measures in Guatemalan regulation constitutes the Art.19 AML Law and
15 of the PRFT Law, additionally, they have complementary operational regulations such as:
e |VE Official Letter 1818-2012, “Instructions to Meet Obligations Related to Regulations
Against the ML and TF”.
e For DNFBPs, the IVE-AF-01 “Instructions to Meet Obligations Related to Regulations
Against the ML or TF”.
e |IVE Official Letter no. 434-2009, No. Guide. SBR 01/09 “ML/TF Risk Management-"
applicable to banks, finance companies and Off- shore Banks.
e |VE Official Letter no. 721-2011, communicated to banks, finance companies, Off-Shore
Banks, credit unions, exchange offices, brokerage firms, Storage installations and Credit
Card Issuers. The “Requirements and measures simplified for starting relationships® and
“Simplified Form to start relationships [VE-10S-01".
e |VE Official Letter no. 2582 and 2644-2015, the IVE sent to all Regulated Entities the
Executive Report of the ML/TF NRA of Guatemala, where it is indicated that they must
implement measures and actions to mitigate ML/TF risks and the designation of resources
to effectively address them.

93. The problems identified are:

o DNFBPs are not aware of the risk of ML/TF to which their activities may be exposed. No
development of policies, proceduresand controls to help minimize the risks is observed,; this
translates into lower percentage of submission of Suspicious Transaction Reports (STRs) by
DNFBPs in relation to the financial sector.
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e Banks are the main generator of STRs, they send 67% of the total and FTC 15% with which
there is a concentration; this contributes to the perception of minimal effectiveness of
policies and procedures developed by other regulated entities.

e Microfinancing institutions, lawyers, notaries, casinos and video lotteries are not regulated
entities, which are not subject to AML/CFT obligations and therefore do not have an
AML/CFT system, so they do not develop DDC, nor can identify and report suspicious
transactions if necessary.

94, In Guatemala, those engaged in the purchase and sale of cars have been incorporated as regulated
entities, it is to clarify that the said regulated entities as at June 2015 have forwarded 6.8% of the STRs for
2015.

Overview of legal persons and arrangements

95. The types of legal persons that can be constituted in Guatemala are:
e Business Partnerships;

e Limited Partnerships;
e Limited Liability Companies;
e Corporations, and
e Limited Partnerships by Shares.
96. The profitable legal entities are entered in the General Commerce Register (REMER, Spanish

acronym), the information provided by the country indicates that 98% of companies are corporations.

97. Non-profit legal persons are enteredin the Register of Legal Entities (REPEJU, Spanish acronym),
cooperatives are registered with the INACOP and the trusts are registered with the SIB; each record is
managed by different entities. The records are public; however, this system of decentralized records lacks
efficiency and homogeneity to collect information.

98. In the case of finance profitable legal entities, which are under the SIB, access to information is
complete, there is not restricted information protected by any secretwhatsoever. Non-delivery of information
is an offence punishable by fine.

Overview of supervisory agreements

99. Regarding cooperation and national coordination, as it was previously mentioned, the
COPRECLAFT aims to coordinate efforts and cooperation between State institutions involved within the
framework of prevention, control, surveillance and punishment of ML/TF offences as well as the FPWMD,
in order to contribute to the compliance with the international law and treaties approved and ratified by
Guatemala, within a national system of prevention, control, monitoring and sanctions, respecting the
competence and autonomy of each institution.

100. On September 8", 2011, the agreement on the framework of Inter-Agency Coordination and
Exchange of Information was signed by entities comprising the COPRECLAFT, and invited entities that are
also part of the legal framework for the prevention, control, surveillance, research, prosecution and
punishment of these crimes.

101. Art. No. 32 of the AML Law states that “the IVE is created within the SIB, which may be
designated only as Intendancy or acronym -1VE-, which will be responsible for overseeing the purpose and
compliance with this law and its regulations, with the functions and powers set out there in”.
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102. The IVE is the Financial Intelligence Unit of Guatemala, and in accordance with Art. No. 32 of
the AML Law No. 24 of its Rules of Procedure, is part of the structure of the SIB.

103. Also in the Art. 7 of AG. No. 132-2010 of the President of the Republic of Guatemala a technical
secretary is designated: “The IVE of the SIB will act as Technical Secretary of the Commission and, in his
absence, will act as such, the Director of the IVE of the SIB. The Technical Secretary will be the technical
and logistical support to the Coordinator of the Commission and performits functions ad honorem”.

104. Also in Art. 20 of the first paragraph of the Regulations of the PRFT Act states that “7he SIB
through the IVE, will be the body responsible for ensuring, within the strictly administrative scope, to fuffil
the objective of this Act; for such effect it will have the same powers, functions and attributions conferred by
the Law Against the Laundering of Money or Other Assets, its regulations, and other provisions on this
matter”.

105. Due to the above, SIB through the IVE has conducted monitoring of OSs on the compliance of
ML/TF and the instructions that have been issued. I\VVE consists of the Departments of Analysis of Financial
Transactions and Prevention and Compliance, as well as by the Legal Support Unit, Information Technology
and Data Analysis.

106. The IVE is empowered to exchange information under Art. No. 34 of the AML Actand No. 20 of

the PRFT Act, which provide that all public and private entities are required to provide the assistance it
requests them to carry out their goals.
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CHAPTER 2. NATIONAL AML/CFT POLICIES AND COORDINATION

Key Findings and Recommended Actions

Key Findings

- In general, Guatemala has an adequate level of ML risk understanding and has developed a National
Action Plan, which mitigates the ML risk identified. Regarding the TF risk, terrorism is not considered
a direct threat to the country, and regarding TF a level of medium-low risk, in view of the geographical
location, is assigned. However, the TF risk analysis is based on absence of information from the
authorities, apparently without having a proper analysis of threats and vulnerability of TF.

- The participation of the relevant authorities of the public sectorand private sector actors, bothin the
development of the NRA and the NSP against ML/TF denotes an adequate level of coordination and
cooperation in the above processes.

- In general the level of understanding of the risks of ML/TF by financial OSs is considered adequate,
however there are still some sectors, as in the case of non-financial OSs (DNFBP), which evidence a
low level of understanding of the ML /TF risks to which they are exposed.

- The following offences are identified as ML threats, due to recurrence and resources generated: trade,
trafficking and illegal storage (drug trafficking); tax/customs fraud; active/passive bribery,
embezzlement (public corruption); trafficking/human trafficking; Customs smuggling and extortion,
of which the latter has the highest incidence, or identification and prosecution by the authorities. It
deserves special importance the use the country as a route for drug trafficking, storage and trafficking
of drugs, mainly cocaine, illicit cross-border transportation of money and smuggling of goods.

- The COPRECLAFT allows authorities responsible for the fight against ML/TF to coordinate the
development and implementation of policies and activities in the field. There are also numerous
working groups with participants from different agencies and mechanisms to facilitate operational
coordination.

Recommended actions

Guatemala must implement the following recommendations in order to have adequate AML/CFT
policies commensurate to the ML/TF risks and strengthen their level of national coordination:

- Conduct a review of'the risk analysis of TF which incorporates in the analysis, possible abuses in the
financial sector, DNFBPs and NPOs, particularly those who are not yet regulated entities. Just as the
role of the informal economy that causes lack of control of transactions has an impact on the
calculation of ML/TF risk.

- Issuing regulations and relevant training directed to DNFBPs and NPOs on the implementation of
policies for managing ML/TF risks to which they are exposed, and the results of the NRA. This with
the aim of improving the understanding of the risks by the OSs.

- Develop policies and activities to address the FPWMD

107. The relevant Immediate Outcome considered and evaluated in this chapteris 10 1. The relevant
recommendations for the assessment of effectiveness in this section are R. 1-2.
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Immediate Outcome 1 (Risk, Policy and Coordination)

Country’s understanding of its ML/TF risks

108. As mentioned above, Guatemala conducted the ML/TF NRA in 2014, which allowed the
identification, assessment and understanding of the risks of ML/TF for the country.

109. As a result of the analysis of ML threats, major offences were identified, due to recurrence and
resources generated: trade, trafficking and illegal storage (drug trafficking); tax/customs fraud,;
active/passive bribery, misappropriation/embezzlement (public corruption); trafficking/human trafficking;
customs smuggling and extortion, of which extortion is the highest incidence, or identification and
prosecution by the authorities. Main threats identified were: the use of the country as a route for drug
trafficking, storage and trafficking of drugs, mainly cocaine, illicit cross-border transportation of cashand
smuggling of goods.

110. The ML/TF NRA points out, according to studies by MINGOB, that at least ten (10) land routes
of drug trafficking from Belize, Honduras, El Salvador and Mexico have been identified, also the National
Commission against Contraband states that there are 117 blind border crossing points with Mexico, where
goods are decanted, mainly fuel. With regard to seizures of illicit money, this has increased considerably in
recent years, from USD 2.6 million in 2012 to USD 3.1 million in 2013 and USD 10 million in 2014.

111 Furthermore, based on analysis of thirty-five (35) of the sixty (60) judgments entered by the
Judicial Branch, relating to ML, the following characteristics were identified: a) the highest number of
judgments analyzed corresponded to cases of cross-border transportation of money. In these cases, people
were caught at the international airport, trying to leave the country with cash. The money was transported
hidden in luggage or inside their body, and at the time of arrest, they could not justify or prove the legal
origin of cashand b) the most used financial products were deposits in savings accounts and cash accounts,
from which transfers of national and international funds were subsequently sent. The accounts used
corresponded to individuals or legal persons without commercial activity, therefore without economic
justification.

112. In the analysis of threats, regarding offences related to corruption, taking into account the
information provided, its analysis and the corresponding rating could have been more rigorous, as the level
of ML risk associated with these behaviors seems to be higher.

113. On the side of the vulnerability analysis, from the methodological tool of NRA two types of
analysis were performed: national and sectorial. National vulnerability analysis took into account the
capacity of national struggle from policy analysis and implementation, the criminalization, investigation and
prosecution on ML, convictions and seizure of assets. According to information provided, government
support is demonstrated to provide human and technical resources to the various authorities that are part of
the fight against ML/TF, since 2011 there has beena growth in recruitment (prosecutors, assistants, clerks,
analysts, drivers and security staff) from fifteen (15) employees in 2010 to a total of fifty-eight (58)
employees in 2013. Importantly, by the Asset Forfeiture Law (LED, Spanish acronym), there is an effective
tool to seize and confiscate goods, since one of its objectives is the identification, location, recovery,
repatriation of assets andextinction of rights relating to domain thereof; as well as profits, proceeds, products,
returns or exchanges of illicit origin, in favor of the State.

114, For the sectoral vulnerability analysis, in addition to having the involvement of the relevant

authorities, it was conducted with the involvement and gathering of information from institutions and guilds
of the financial sector and the Chamber of Commerce for the case of DNFBPs.
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115. According to the findings of the NRA and what was already informed by the competent authorities
of the financial sector, the banking sector is the most exposed to ML, through monetary deposits and savings
accounts, as well as domestic and international funds transfers. Additionally, on the side of DNFBPs, in the
analysis of ML vulnerabilities, lawyers, notaries and casinos were identified as high risk level; NPOs,
purchase and sale of vehicles, services of armoring as medium-high level and sales of precious metals and
stones, trade in art objects and antiques, public accountants and auditors, company and trust service providers
as medium level of risk. The main input used to determine the level of vulnerability was through the
assessment (by the public and private sectors) of the control measures that exist in the sector, such as the
existence of regulatory authority or specific supervisor in the field, rules against ML, controls to prevent
ML, among others.

116. In Guatemala there are no AML/CFT regulations with obligations established for lawyers and
notaries and casinos. For the specific case of casinos there is a project bill called “Law Regulating Bets,
Casinos, Video Lotteries, Bingo and Gambling”. Notwithstanding the foregoing, there are other activities
such as lotteries, raffles and the like, authorized by the MINGOB, which are OSs according to AML
regulations.

117. Guatemala has incorporated as regulated entities sectors that by their ML risk exposure in
particular, deserve special attention, such as NPOs, activities related to trade in art objects and antiques, the
services provided by the companies involved in manufacturing, transportation or related services armoring
property of any kind. It should be stressed that in the case of fiduciary services, the only ones who can
provide this service are banks and financial companies comprising the national financial system.

118. The analysis of the informal economy and the unregulated microfinance industry deserves review
by taking into account what was indicated in the NRA itself and the information obtained during the on-site
visit. Microcredit services provided by entities of the microfinance sector were rated with a medium-low
vulnerability level. Part of the analysis took into account the K'Y C measures and monitoring, among others,
indicating that these are carried out. However, since the activity of microfinance - that are not NPO- is not
regulated by the SIB4, or by the IVE, in regard to AML/CFT measures, this means that they do not have to
obtain a license for operation, no fit and proper requirements are in place for these institutions and it is not
possible to know the scope of application and implementation of the above measures, which should have
had an impact on the result of the analysis of the vulnerability of these institutions.

119. The issue of the informal economy and microfinance is particularly relevantin the context of ML,
as mentioned above the estimated size of informal economy by ECLAC accounted for approximately 50.5%
of the GDP, which impacts on lower regulatory and law enforcement capacity, limited economic regulation
in the lack of transactional controls regarding AML/CFT and in the country's context, high levels of social
exclusion and tax considerations, among others. Thus it arises the need for a current approximation of the
size of the informal economy and perform an analysis of ML/TF risks taking into account that context.

120. With regard to the TF risk, the NRA determined that the level of risk of TF was medium-low. The
NRA performed a TF threat and vulnerability analysis.

4 After the on-site visit, in May 2016, the Law of Microfinance Entities and Non Profit Microfinance Entities was
published, thus providing a new legal framework to the aforementioned sector. Art. 4 establishes that institutions will
be undersaid Law, the Law of Banking and Financial Groups, the Financial Supervision Law, the AML Law, the CFT
Law, by the provisions issued by the Monetary Board and the SIB. However, this information is outside the scope of
the Mutual Evaluation, as it is limited to the last date of the onsite visit.
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121. On the threats side, it was analyzed: the existence of internal and/or external threats, challenges
and gaps in data collection and typologies. No internal or external threats were identified, as there were no
cases to obtain information for analysis. Due to the geographical location, it is noted that Guatemala could
serve asa bridge for suspectedterrorists on their wayto the United States of America, which would represent
a potential threat to national level, which corresponds properly to terrorism, and would require an analysis
of possible specific TF threats. In terms of data collection and typologies, the NRA describes that no
challenges and shortcomings were presented in collecting data to assess the threats, as the participating
entities had no cases relation to the TF and as there have been no cases, no typologies have been identified.

122. With regard to national TF vulnerability, shortcomings are measured in the economic, legal and
institutional environments that make the country vulnerable and therefore attractive to commit TF. To set
the level of vulnerability, analysis of legislation, the FIU, international cooperation, intelligence gathering
and political commitment in relation to TF was considered. ldentified needs and opportunities for
improvement were relative to the regulatory field, in penalization of TF and implementation of UNSCR 1267
and 1373, and since there have been no known cases of TF, the institutions in charge of investigation,
prosecution and punishment of TF offences, have not been tested and the time of the NRA there was no
specialization in TF in these areas.

123. Before the analysis of TF, it is important to note that it can be strengthened by the study of the
financial sector vulnerabilities, such as the flow of international transactions, especially remittance entities.
It is also important to incorporate possible abuses of DNFBPs and NPOs in the TF analysis, particularly
those who are not yet regulated entities. As in the field of ML, the role of the informal economy that causes
lack of transaction control has an impact on the calculation of TF risk.

124, Overall, the Guatemalan authorities have proven to have an adequate level of understanding of the
ML risks. The IVE being the entity that executes functions both of financial intelligence, supervision and
technical secretariat of the COPRECLAFT is identified as a strength, which provides evidence of the
capacity needed to both understand the risks and supervise the OSs with a RBA.

125. The action plan implemented for the mitigation of the risk identified is coherent with the needs set
by the NRA, it focuses its main actions in strengthening and building capacities of the task forces, authorities
and judges. Likewise, it identifies activities to improve the efficiency and effectiveness of ML/TF preventive
measures, such as optimizing criminal investigation and management of justice, as well as institutiona
strengthening.

126. Allocation of resources and time by the prosecutors, authorities and reporting entities prove that
countering ML/TF is a priority for the country and that many of the identified risks are addressed through
the execution of the specific activities set forth in the NSP. Importance should be given to the work carried
out by implementing the obligation of preventive measures with entities different to those set by the FATF
Recommendations, such as: purchase and sale of motor vehicles, trade of works of art and antiques and
armoring services.

127. Overall, according to the information gathered it is evident that both the authorities and the private
sector financial institutions understand the risks faced by Guatemala in terms of ML. The TF assessment
could be strengthened with the vulnerability analysis of the stakeholders and sectors exposed to TF.

Objectives and activities of competent authorities
128. Guatemala has effective mechanisms in most areas to mitigate the risks. The competent authorities

are committed and well-managed and have adequate coordination by the COPRECLAFT.
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129. COPRECLAFT is the body responsible for the overall coordination of the system and the high-
level assessment of the risks, but in practice, as a collegiate body, mainly approves the material provided by
the IVE, the Secretary of the Commission, or other members of the Commission.

130. The IVE has shown a high level of understanding of the risks. Risk analysis by the IVE appears to
determine compliance with the responsibilities of the IVE both as FIU and supervisor. The IVE has an area
of strategic analysis which has been derived from the analysis of vulnerabilities of the NPO sector. In
particular, there is a high degree of communication and feedback between its two main functions (as FIU
and supervisor), which has been helpful in improving the ability of understanding the risks and to supervise
the regulated entities with anapproach basedon the risk. The IVE s clearly the engine of most of the material
and information related to risks, actions and monitoring presented to and formally approved by the
Commission.

131. The law enforcement authorities and the members of the PPO have a solid understanding of the
risks affecting their specific areas of activity. Knowledge is backed by not only the processes carried out to
date, but by the clear joint work evidenced between the IVE and the PPO.

132. Some specialized operational units, specifically specialized prosecutors, are able to identify and
meet trends in the types and methodologies used by criminals for ML. This knowledge is clearly reflected
with good results in their joint work and the approach of Guatemala's criminal policy embodied in the
Strategic Plan of the PPO.

Exemptions, enhanced and simplified measures.

133. Prior to the development of ML/TF NRA, the IVE has issued preventive measures for financial
and non-financial OSs in order to manage and mitigate greater risks. Among these measures are the
following:

Table 1: Summary of strengthened and simplifies measures for REs
Number Official Doc Summary of the measure
Implement measures to carry out an analysis of operations of every
IVE Ngoéyzloigll and customer who engages in foreign currency exchange, particularly those
' identified as moneychangers.
IVE No. 2126 and 2127- Communicate the existence of typologles and inform the OSs of the
2012 and 3650-2014 technical document that contains them so that measures are
implemented to prevent ML.
IVE No. 366-2011 and Measures to identify, control and monitor the accounts of political
1307-2015. organizations.
Implement prevention and control mechanisms for product or
IVE No. 612-2010. financial service usually called “Pre-paid Cards”.

IVE No. 624-2010. Measures that OSs should consider in order to constitute a trust.
IVE No. 13-2009. Account Control on behalf of companies or other entities in formation.
IVE No. del 1030 to

1034-2013 Instruction on Politically Exposed Persons (PEP).

Measures that OSs should consider in order to end business relationship
IVE No. 1432-2009 and | with customers or not initiate with individual or legal persons suspected

1420-2013 or linked to drug trafficking and/or organized crime and criminal
organizations
IVE No. 434-2009. ML/TF Risk Management Guide
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134. In addition, the ML/TF NRA has identified the principal risks of ML, by analyzing threats and
vulnerabilities. From this evaluation the ML/TF NRA Action Plan has been established, whose general
actions to be implemented are focused on the OSs taking measures to manage and mitigate the risks of
ML/TF. According to the results of the ML/TF NRA, both financial and nonfinancial sectors were reflected
as most vulnerable to the risk of ML/TF, whose activities are set out in the Action Plan to mitigate its risks,
as detailed below:

Table 2: Activities to be developed pursuant to the ML/TF NRA Action Plan

Sectors with High and - .
Medium-High Vulnerability Activities to develop action plan as ML/TF NRA

Monitoring the bill that was presented to Congress (Initiative: 4294
Law Regulating Bets, Casinos, Video lotteries, Bingo and
Gambling).

Preparation of draft amendment of legislation, to include new
activities increased risk in prevention of ML/TF, according to
international standards

Casinos, lawyers and notaries.

NPOs, purchase and sale of Issue instruction to financial institutions, requiring the

real estate, property implementation of enhanced measures of KYC if detected or start
development, purchase of relationships with clients whose activity corresponds to these
vehicles, armoring services, sectors, in order to strengthen mechanisms to prevent and detect
funds transfer companies. regulated entities are still pending IVE registration.

FTC (remittances) Strengthen actions that enable them to identify PEP customers, by

issuing forms to initiate relationships for money transfer companies
Intensify the control measures taken by cooperatives taking into
account their geographical risk

Strengthen the control measures taken by the cooperative sector in
order to identify partners that meet the category of PEP.

Optimize the transactional monitoring system of the cooperative
sector focused on riskier operations.

Credit unions

Cooperation and coordination at the national level

135. As mentioned, the COPRECLAFT was created to coordinate efforts and cooperation between
State institutions involved in the legal framework for the prevention, control, surveillance and sanction of
ML/TF and FPWMD. To achieve its purpose and functions, the Guatemala MER approved by the CFATF
in 2010 was used as a domestic diagnosis, in order to focus their efforts to prioritize closing compliance gaps
and strengthen the national system. On that basis, the NSP 2010-2014 was drafted to strengthen the rule of
law and the national economy by strategic analysis, implemented and executed by four working groups made
up of officials of the institutions of this Commission who have been meeting periodically since 2010 to make
strategic decisions, learn about the progress of the inter-agency work and propose strategic initiatives to
improve the prevention, control, surveillance and punishment of crimes of ML/TF. These groups have the
following purposes:

e Group 1 Strengthening and Strategy: Strengthening the national system of prevention and
suppression of ML and TF by improving the efficiency and effectiveness of prevention
measures ML/TF; optimizing criminal investigation and the administration of justice, setting
forth a system of information exchange and analysis, and providing for the institutional
strengthening of the entities related to combating these crimes.

e Group 2 Training and Awareness: Develop a comprehensive and permanent training
program with different levels of content according to the results of the needs assessment
performed. Proposal for a comprehensive and ongoing awareness program aimed at the
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general population, which assists in the prevention and encourages the detection and
reporting of ML/TF/FPWMD.

e Group 3 Exchange and Coordination Agreements: To propose the creation, modification and
improvement of regulations related to the prevention, repression and combat crimes of
money laundering or other assets, financing of terrorism and financing of proliferation of
weapons of mass destruction, in order to facilitate its implementation and effectiveness at
the country level and optimize and develop cooperation agreements and exchange of
information at national and international level in these subjects.

e Group 4 Statistics and Technology: Implement mechanisms to measure the effectiveness of
actions aimed to mitigate the risk of ML/TF/FPWMD.

136. It is important to note that the NSP 2010-2014, which is comprised of 88 activities and in force
until May 31st, 2014, in accordance with information provided by the authorities, presented a level of
compliance of 96%. Subsequently, the COPRECLAFT approved the NSP 2014-2018 following the FATF
Recommendations. In the aforementioned NSP, strategic objectives, activities, actions to be undertaken,
expected results, entities involved and their responsibilities were reflected. As a result of the ML/TF NRA
and the development of the Action Plan which includes the priority actions to mitigate the identified risks,
the NSP 2014-2018 was updated for priority actions to be incorporated and developed by the Groups listed
according to their functions and capabilities. In accordance with the information provided by the
COPRECLAFT, 77.1% of activities set forth to be implemented have been enforced to date.

Table 3: NSP development by Group
Actual developments by Group — October 2015  NSP Development
Group No. 1 Group No. 2 Group No. 3 Group No. 4 NSP Avg.

72.4% 84.8% 61.0% 90.2% 77.1%

137. The creation of a special Office within the PPO’s FCLA dedicated to TF and the execution of a
permanent, updated and specialized training program for ML/TF are activities worth stressing. In particular,
the work of Group 4, regarding centralization of statistical information, is specially noted. As part of the
development of the activities of the Group of statistics and technology, under the NSP 2010-2014 and
providing continuity in the NSP 2014-2018, it has designed a technology platform called Inter Statistics
System ML/TF (SIRE, Spanish acronym) whereby the competent authorities channeled and centralized in a
unified platform, relevant statistics for AML/CFT purposes, which reflects the fight against these offences
in Guatemala. At the time of the on-site visit, the platform was already in operation and the relevant
institutions were just beginning to use the platform.

Awareness of the risks of the private sector

138. As mentioned above, the private sector, the financial sector participated in the process of NRA in
the implementation of the modules of the tool for the study of sectoral vulnerabilities, although the
participation of institutions which are DNFBPs was needed, while members of the Chamber of Commerce
were present. Once the NRA process was concluded, the NRA report document was issued, which, by IVE
circulars, during 2015, and sent a total of 2071 financial and non-financial OSs. Some private sector entities
interviewed during the on-site visit, however, still had not viewed the NRA report.

139. The level of understanding of ML/TF risks, particularly of ML by financial OSs is considered
appropriate, in particular the banking sector best knows risks and applies a RBA. However, in the rest of the
financial sector, understanding of risks and implementation of measures is lower. In the case of DNFBPs,
according to information from the on-site visit, it is evident that DNFBPs have a low level of understanding
of the ML/TF risks to which they are exposed.
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140. In addition, with respect to the understanding of risks, it is important to note that there are still
sectors, both from financial (microfinancing companies) and non-financial sectors, that are not OSs and
require to be included in the AML/CFT system. In addition, there are still OSEs that need to comply with
their AML/CFT obligations, which affects the understanding of the risks by the private sector.

Conclusions on the Immediate Outcome 1

141. According to the above, Guate mala has a moderate level ofeffectiveness regarding Imme diate
Outcome 1.
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CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL PROBLEMS

Key findings and recommended actions

Main Findings

Immediate Outcome 6

- The financial intelligence generated by the IVE is used by the competent authorities in ML investigations,
which is evidenced in particular by the PPO investigations arising from IVE legal reports. Furthermore, a
good level of cooperation is seen by the IVE both with the authorities and with the regulated entities. In the
case of TF, the absence of related cases did not allow to evaluate the use of financial intelligence associated
with this crime.

- The IVE receives STRs of financial OSs and DNFBPs. However, significant efforts should still be made
in registering OSs and further submission of DNFBPs STRs.

- The IVE has access to various databases that allow it to provide added value to the STR and produces
quality legal reports.

Immediate Outcome 7

- Asregards the investigation and prosecution of ML, Guatemala has sound legislation that allows to develop
the investigations and penalize the alleged perpetrators, either natural or legal persons, associated with the
materialization of these crimes.

- Authorities in Guatemala, through their competent bodies, have made significant efforts to address this
problem which is derived from the offences identified asa threatin the ML/TF NRA, this work demonstrates
the efforts of the authorities, 1VE, PPO, investigative authorities, who in coordination with the financial and
DNFBP, perform the necessary actions to fight ML threats.

- Guatemala has made efforts to achieve in criminal proceedings in process, convictions and seized and
forfeited assets, which have allowed a weakening of these criminal structures, allowing in some cases their
disarticulation.

Immediate Outcome 8

- Guatemala performs the necessary actions permitted through two (2) figures established in law to recover
the funds, assets and/or other assets from crime, forfeiture and confiscation.

- However it is necessarytooptimize some procedures required by the international standard as the forfeiture
or confiscation of property of corresponding value, which could contribute to the damages caused by the
criminal structures of the Guatemalan State.

- Through CONABED and SENABED, all assets under their responsibility and declared forfeited under the
LED are managed.

Recommended Actions

Immediate Outcome 6

- There should be mechanisms or procedures in place, such as working groups, to provide feedback to judges
and prosecutors on cases presented.

- Relevant legal changes must be made so that the IVE officials and compliance officers do not participate
as witnesses in the processes of ML or asset forfeiture.

- Incorporate as OSs the sectors that are needed and generate training mechanisms for increasing STRs by
DNFBPs and TF STRs.

Immediate Outcome 7
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- Greater efforts to implement their national policies and strategies to combat the identified threats,
this should be reflected in the consolidation in the PPO Strategic Plan 2015- 2019, where actions have
to be set against the criminal phenomenon, taking this institution in charge of the axes of criminal
investigation and prosecution, in line with the COPRECLAFT NSP, where the articulation of all
competent authorities to fulfil the tasks together is set as a priority in order to mitigate the identified
threats.

- It is required to provide greater human and technological resources to the PPO and the police for
investigation and prosecution of ML offences and predicate offencesin order to have greater presence
in the Guatemalan territory, especially in the areas due to its geographical condition, economic
activities, products and services offered and in accordance to what is evidenced in the NRA, are more
likely to have higher incidence of these crimes.

- The development and implementation of all Special Investigation Techniques that are established in
the Guatemalan legal framework is necessary, as this will allow and facilitate the development of
investigations of different auxiliary research bodies responsible for carrying out this fight, allowing
consolidation of the objectives as a country.

- In turn it is necessary to design and establish policies that allow incorporating coordinated actions
to combat other ML risks and threats that are considered to be increasing in the country as is the issue
ofillegal arms trafficking,

- It is also considered essential to update the specialized staff in the investigations of these crimes,
conducting regular training on new types, trends and research methods.

Immediate Outcome 8

- [t is important that the issue of repatriation, distribution and restitution of funds and assets, where
applicable, deepens through developing international cooperation through the various agreements
and institutions that the Republic of Guatemala has.

- The enforcement of forfeiture of p